TURING

Phishing Dark Waters

The Offensive and Defensive Sides of Malicious E- malls

»

i"

B ESZEERHURYHIHPFEHEEIE, BREEHRTE
B =ESZERMANEE. FBIRR/ITHZERTE - Bin(FFREE
B WEFR. BEFRETHSX, AANSBEEE—EITLUBRFIFRHLTISE

3

)
.
4

&

N\ BCHIB HR i Bl £

POSTS & TELECOM PRESS

A\

i W NRET R S

\

N\

%

Y,

¢




£ F hiRAX 7= A

BRUXMEBEFEZEXBEEE
Fim, BAIEEER&EL, BB
CE AN 5 22 F0PDF 1% 8813 1T
%12
BEMLARFRBNEENANER,
KREZIZW, THFHITEE,
KMNEEHREZEEEXHEANR
MEE, SFHANELERPEID =L,

WMRMEEZR/EWITA, FATATEE
X1z B A3k SR (B A R F X 1%
kS F LT, FHARREBRIERE
=T



Christopher Hadnagy

EZLLER, Social-EngineerAd
CEO, R EEF— I HHSTREESR
( www.social—-engineer.org ) l9FE
FrRE, EaTe2ENS/NENEE
YWITHEETESIRER, BiL20FEH
ZEMEBRALIERER, 6 (it2
T RefREZFHIAERRE) & (1
2T’ 52 BERKES) , BRI
FWW, ERiHEE: http://www.ituring.
com.cn/article/65328,

Michele Fincher

BREEMWXAR, Social-Engineer
ATCIO, WEBE20FEMNEELZET
1EZ38

Hig7e

Bl TFHREMERE (RIR) , EER
eNE,




iA Iifas

RiG §Y
(;53)

[2£] Christopher Hadnagy Michele Fincher & BiifsE ¥

Phishing Dark Waters

The Offensive and Defensive Sides of Malicious E-mails

N BOHB AL AR FE

E x



EHEMS%E (C1P) HiF

AR, &3, Bisfmikie / (38) WilEays
(Christopher Hadnagy) , (3€) Z%%F
(Michele Fincher) # ; Bipseit. — dbat o ARHE
L RCkE,  2016. 10

ISBN 978-7-115-43547-7

[. Otk I, O @35 @~ II. OfFE%
4> V. OTP309

[ A B PR CTPEE 4% 7 (2016) 252166785

HEIRE
AATNL Ak 2 TR GIRIAL A, BRART 28 T 0 S R VE b BT (8 FH RO B 22 S5 I e A T
B, B PERAEG Ve A R RO LSO B R V. AP RS KEHIREA, 2R
AT BB ABEE A TR ABEE el an a5 78 F 1 B ok A 2 AR G B IR
T OIS IATHIE W . AAS R T Al A0 A AT B S A A 2 TR [RIBURRURS: 19 7 RT A A
IR TR T %5 -
ABE S TENR. BN R IT 8T G AR ARHE B 2 B A5 1%

¢ [3€] Christopher Hadnagy Michele Fincher
=5 M 1E5e
DR LN N )
AT R H
TULENH]

¢ NRMEBH AT s A KRR 11
Mige 100164 RLTFHRE  315@ptpress.com.cn
[k http://www.ptpress.com.cn

Jbae EfT k)
¢ A 720X960 1/16

Epak: 12

TR 199TF 20164F 10 A%5 1 [

Eg: 1-4 0001} 20164 10 HAbLATEE 1 R EDI
FERERIBIE S B 01-2015-4674 %5

B 49.007T
EERE L (010)5109518635600 ENSEFmEHLZ: (010081055316

RBRPZ . (010)81055315
CEZEWEWIE: RELIREE 8052 5



hiz 12 = RH

All Rights Reserved. This translation published under license. Authorized translation
from the English language edition, entitled Phishing Dark Waters: The Offensive and
Defensive Sides of Malicious E-mails, ISBN 9781118958476, by Christopher Hadnagy
and Michele Fincher, Published by John Wiley & Sons. No part of this book may be
reproduced in any form without the written permission of the original copyrights holder.

Simplified Chinese translation edition published by POSTS & TELECOM PRESS
Copyright © 2016.

A5 a1 R Fh LR T John Wiley & Sons, Tne 424 A FEHID L HA RfCH S5 HI R
AFE NG A John Wiley & Sons, Inc. B PhFR%, TohrZEH A,
BRI, RS



Wik 6]

VA B AR SAR EARATCOMAT BRI, KL T T, RARBLLY
RES . ERATEGA, RAKZEH A THEA,

ABRR, 3FF5FAMHAE TR, AR, I—WATRTREIA,

XL, 3ARETRAEFEH, KARALEREANCEATXLAZE, #HHEY
XH,

— AR - BRI E

MR LK, RRAFFFYREMOAIAR, REAENMALHLIE,

WARLS H Z s, #IRS R TAEF LR,



¥

TR VRIEARARLER X R A F] L BUFHERTT o Rl A AT R R AR UG
B, ARERRENE Z M (E BRI N2 25, JFLUCREP AT . 9P,
PRIPURPT AT ORI, SR PR | B0 s SRR O . WP 45—
BRI 28 B A DARIE AR IR . AR IR AR N BEHR Bl R G iAo
T AR —E R Z 2B EER, s BT (PR BT ) delilid 2
TR, S5 Lt TRAR (FRT) MBENE 0LR, SN
) LR A8 ) 4 B — D AR e

458 BT A @ 52 B ARG R BIUR - Shar—ie, MRS N b 15T
A—A PRy, FRBIREZ RS, R AFAE W s U, BRIer A 2 r 2
] Social-Engineer. ¢ U (Ff HANME ) TH5—RINEBIEEE VAR H, KUk
FNPRECH AN RIS L 5 AEAReE H 1L, g BUBriUa R B e fe i 5 52 B
AER Sy, T HEORFE B L& — e .

FRARE A AT N 5 LIy 224 i) — U RaG o FSIN IO /AT o 75 T DR
FIRFIFE AT EN SR . B ERENGIRZINZ, i TAES S T A ARG R
TR AR 2SRRI TAESY, LLAE BN BRI A ZE 25155 H A
AE. e, B AR EER B ATE EE, TEFARGE IS T AR A

LT, WA LA 7 ATA . R T8 B N RIEFI P, JRATTBE 1T —Ff
SCHUTRMB A S AR A AN S DT T IEAE IR R ZR, LAY S VRIK PRl 28 4o A
BeAE L AT R F MG F B RYUR . e TR TR AGIRSL, 1E3R T R 2l
ZAEM . LB A MFAERY | LT RSN ZE B RIEOR, LAKAE N FBIR 5
FHARAEELNBIAGT, SEBR LA Sty & B 6 AR — R0 ol i — s
SEAGHERYEOR , AR B AN LR i B RIS RN AL 0 A T
AR EAT A AT G2 o 10 5 LT IE 2 S0 Tl i Y ok B AT R BUX R G
11380,

YFA B, BAEAE 7577 T AR 2 PR M e ELTIR Aok g iR . sy



2 &

FZBOR FFAT Al X B8 25 55 o 0 R 221052 B Do i MRS — gt 2 TR AR
SEBR b, FRHH SN v BT AR R AR A B PR R T TR A — A TR
WERRE R P Rt bR g ok . — R AL S T R SL Y, 2 5% 4R
ST BN Al ST RIS . e BT S AR T — S A fa
MR, A R AR B BN P, RS TAR KA. B R T 2
ey ) FH I SRR 21 75% 0 s F0 0 o IR 75% M A Sl T X R B RS 2
ST ZBREL B — NN ZRsG , BLTE R R T — 2Rt B B e T LS i R
Dl BTG, F D REE AR T — AR R B AR 0 S . FENIA SRS AR
SRR RS b, FRATRI I NBR 5C 3 FME AT N7 5 T8 Y — Lo I 6 A kA7 1A
B FEARKE MR A AT TR T 3 MR . ORI, s B URR
AR EHME U AR LS T 100%) i3, T IIZeA 2, Sy B g 5
RN, RN LTS TR,

FFrA R R ARRAF A AR R SRR SOOI A I L5 . R—RiX A
AR ——#RZ 4 TR | R LB AARRAYEE ST, AR Tl n] AR 6 7
— AR A

AR NG FTA NBEE, AT LU TR AR RS NS BT 7 . 5 HUTRIK
WOR AT Ll At 2 TR SURIS B R SEPRae s, FRE T AZEEANIZam
dr ARV — AT TR B OB o 2545 e B 1 X e R ATOR SRR XGRS
Bl IR BAP R AR A RGN, DRI B I — SRR . e, e —ASk
T, SURRAMTZE T2 4 20K, [FRHES N A S s S o T4

L ICICRSEA B RN A, PRRERSECRTH L A 3 AR F LSRR RS
ORN G WERIRATREAS AL B R BGE A B N R —— AR R, IR A5t
NS BE 20 CERPNPN A 1 G

——¥% % - 434 % (Robin Dreeke) ,
2EEFHXAE R, FBIRA/FTAF K,
People Formula (www.peopleformula.com) 44&A,
4K 4 It's Not All About “Me” Y& 5 A5 #
A LA EFe AR R EHANA, KA FBI,



SR

2014 4F, ARG R A T —L6 U, Horp— NG AR (R IR ATE RIS o FFIK
HORTHRBEHT A — e BGE HRU e, XWIEREREIZH S —AB T,

FATHEHTIH rh A B B9 M 45 S0t R A T 39 el , (EOR A IR BA R 3
Pfrde A, DL AR e it o

SR, FRAZE P DLAIE 1 5% T A TR O 28 4% o R P XI5 AZ f—— BN 80% L - i) st
R AL BRI T 10%H st R AT 60% AR . HiE I H] AYHERS
XA AR A T [ K

e 7 (TR 52 MRS ) ©, IFSRETFRSEIHEERE —
Bemfa] o YISO EAER, FARR TR FETULR HEXT . FADIRICHT
ISt ——FRA TR A EIT 47, FRABE 7T LU pRie —LE T I 22 2 TR R T
BABBME, TREBRIMARIEFI AT A 2= KA, IR Zaea —A
A5 T LA B AT phe PR

el sefn, FARBRIE EA I NWE I WZETVE: A, AEBEIITRE 55—
oo T T BB IS T AR LSRG TR B TR EUR
SRR R R, S 557 EER S TR

U4 LA R AT B B 28 R ——— R AR 5 T A 39 5 Al 29 1 B Y
W, BB B T 5P B R ARG R DS AR, [EA AR
FB BRI . AR EZIE TIEANT TR T e R 4 UL 22
BB T I R A T 5 o

FAVBBRZ A, BEAMATR0NE, XABATT BRI TR

P—, EHIRAZET RTINS, RO IRBIILO ARy, IRERIERMTRGE, HEAR

FHAIRIEE R, FZEIR

O izBEgm AR TR, B5 9787115382467, —4R#&TE



2 5 W

KEUR, RERIGHREARATTRE A GIHES, (HRAPREA IR SR, XA
PUVFA I PR,

RER, ARARAFA TRZE . FRAERAGE RIS T BB BRI S8
B, AR —E TAERIFC, AR, WARAWGR . e

KR, RRGER, SURBARBITIR . ERFEIRUA . BEFE ., LTI = Tk
NI SRR AT, ARIEISEARAEER o IR A 5 19 5Tk

Jest - AEva e, WHIURIEFRAG AR BOARIE o R S A BURFRARZE T L (1Y
}Eﬁo

- f5E, -£/VUm Black Hat 3BT, WSRSEMRECA L 3 A/ N FIFRIRIE I 1] e ffie
REBUR, RO, BARFRASAEEAS T,

FRAY A A ——Prak . dive, BRAR, ZRPU-RABEISRL, BRI R AOR R 7 24T
B E ARSI R B FRAT

BE, BB, HERERER) R TR A4 R B T2 R B AR NE? IR I Y
SCREL AOHAERD, B A B XA

FBIRF | A ANTR S FA A T8 5T, BT,

FRHE A FTPA B IR N X TRAE, BEA AN ZESER,
AN Z 2R MR TR, 80R 2 TR E e E ARy, 1
RAFAORER, T T— B2 R T IE

A BIRRER BIABE IS AR AT KA, VRS ZBIXA A AR, [FRE R
B BN A Bt B

PRI I ERAEARA O S — /N2 L

—— % 24 - HfEMhE, Social-Engineer 2\ 8] CEO #= 445 A

JAEBNZA T HURTEE— AL TR A4S, HRGE R A BRI A B e R
LR . REEABI EZSHADCZ T E R0, b TX S AR
Kol FATEMATAATEREE 24, RAVELAE T L AMFRE IR OR T, 41
BUBATAT REAE A ELIETFUATHT, sRC 200 T M _E SR E R a2 FE, RIEA
SeppiE. I, EAR—ALITEREELREENT, ME—AEHIAELTMAES



¥ o3
HARAE ANBRT.

T LTI TR R, — AR S M R 2 RN 2 S PRI 1,
R AFRAR R HUEA . ZOERA RN B, Fn] R AE e H oA T iR

FFSLREE MR R G EAR AR — K afhb . FIAEM, BB — A B M T RS Bt
TR, — WSO BRI . FARGEFATHCR Hp® Gl e b TR
TEFERET) ST 2R IREAREIA” e SR, SRER.

SCHUTHESS, ARAS T DOEHA AT, miFfs 2] rxle, RARVEH.
Bl ik | v, BEAR ZRPERAEEIAL, URITHIE A O 2550, Jbknd. .
Wiley 24 RIA-R B IRMULIEAE, WHBRATLEFRE G SIFA 2 — U A2 it 56k

— KB + 359, Social-Engineer 2\ 3) 4 & % v '8
(Chief Influencing Agent)






FlE]

X EPXANFREFX—EF, ZARN—W5H A,
gLb| - 92 (Cary Caffrey)

FEETROCEM NI 1T FIIOQEME A, JUHIRIEWAE, KiaEE A FdIF
GRS T AR ARG, B 60% 1 28 B O Rl 2 22 “ AR,
b2 12 A H BILPIFA RIS SR o B ai RR W], 46 R 28008 S5 4E2s
TRAK, W RMPIEIE: (phishing e-mail ), XM Z54) 1 ( spear phish ) Bi%

EORH (malicious phone call, vishing ).

O 25 I PIAARENT R A2 TR AL OR, AR S0 i ES X
AR, FEI T —DEAEAR A T8, AR H TR, A M ASE R B s
PELR, Eisen - Att e TR R HPRETTE AR . SEmmE 850 mriik.

TEBE I — 34, Radicati R AYZR B/R , 2014 4R35 KA 1914 425
FHRA Ak 2, XERESFA 69.8 L Ed FlRipi Lk 2. “RieE%
XA ? 69 861 000 000 000, i AKKZ—50, X7 HA]RETE LEARIZ 52,
Social-Engineer Infographic ({58 @7~ #id 90% HL T MRS s R

B R BB AE IG B—3 4 . RISk . SEARCE I A TPAL L e IR
TERG MR F T Ay —2e A, A28 F SRR A T4 2 0E) 100 £, 150 HEE
200 EFHRA:

2014 4F, Radicati 2T FREHFAT 41 424 FHBAHRE . MR —FE T4 T 1711
B ORI R R N RIS 50 B 204 B TIP3 T I A
A NERISWEIBAZHE, FTLAA AR SIE] 100 £, 150 3552 250 EHHE
AT T o

(D Sara Radicati, PhD, “Email Statistics Report, 2014—2018,” April 2014, http://www.radicati.com/wp/wp-
content/uploads/2014/01/Email-Statistics-Report-2014-2018-Executive-Summary.pdf.

(@ Social-Engineer Infographic, April 28, 2014, http://www.social-engineer.org/resources/social-engineering-
infographic/.



2| 3]

o

BEH A8 A% B A ARSI, DARRHEG™ A H 4538 &, B Ak TR
BUHIE BT B2 B BT AR A& R o FEREAR Dl ol 1 BRI P a5k
Wt A KBS AN TEARA S — LEARFF S AN IR SR R 2 A% 5, s R A
THRFAR DR 1A UG Sk S8

HIATAERAL W (L DEF CON) E2Ipih s TR ATERE, KRBUR BRI
AL RO R, A ) B, Fef 1ot FE RN -5 — TR A F
—EA I H o RIVEAR 2228 RIS ) 0 2y AR ELA 95K A0 4 A R B
Pyt iy, il R AN R o G i B B£8R

GEAATY, BRI — BAE RIAEE AR L2 . FRATA ) “FRATZ AT A X
SEAE MR A Rl TAER 2280, W Bh R A mISL AT S, - B 5y i i)
ke ”

Ke—2EFIM T

FHOKBRIR B e —Lesy T T e — DI H , XA HAR ] S EARGR K, e A HIARLE
KOl HA T TR SGE AR AT A O o FAVEX AR AR A AR, BB
AADR RS WA a5 A aEAS . X RIRZ A E —RA
A, SRR FEATEL: AT AWM TH—4FT, (B2 R THMEIGE R P RIS
EAReE, RATZEA? 7

TEBPE XA R F, AEFRIEVF— i . ISR — B L T Im rm e, &
MZETHARR RS, (RIOTEIAACHbT 1) TERETIraHA A S 5ETH
PN — PR L—LE T H. . EFIF5 (Home Depot ) 3K T —EAFEN T A,
AR . — A — BB, A e AR\ TR TR

UKL T HSR RS — K, JAEH N ERR T L3 T — R g, SRRt
IEENTEARILIRE T —4F SRIGA —RIEIIRESRARI, FAF#sh, WA
Pl AR LERH TR T REM THA, BubR, BACHA UL 7 —H,
A HRE VRIS TR AR R R T IS R B

WA TAEER, O “FEREEAN.” REIPIT R T B —DIA, T
BFIATE, B it 1, AR RBEBIR . DRGSR, TS RAE RAR AT
AT, TRERARAEER, HREAAEMH. REETHE T Tk, HAHKIH
TREEA ., TORIRWE B T80 X EA R,



3l =13

RIFFAG T — DA AR R AL R, bR BIEE T — Tl U4
AN RS SR R 2x4 AT 7

FmIZIE: “IRuln et a7
FAAE T4k, SRRk po R 2 e L T — PR

N ABEDREAER . B2 5 TR, AR BRI R A C k=5 1R
E? e R TIRIE— LR P TR R AR — 44 i |

ke, i THAER T HEAT A XS] SUUESE T HIFARRERRIEIR I 2 2, A2
IERA RE T BT HAL A B4 s s

HEMNMNBIBKE

4T, AEFRAT BT ACKRERIT AT H B A8 T BGE A 4B
ERE, ABLEARZ L R, X Lemi R ZHBA H

AR, EXHIFA UL 2P EIRZ TN, AR K E iR AT 2%
APEEIR R RPN GR AR XA ZES. AAB &
TEZEPREE RIS LEWE T 30 2040 60 734 DVD HRWD? AR, 1§
FRARKETo 1T, JRHRARERDIRAITA, ARATDHEIRESTHCT R 1o IR
Y, HAR BB ANEET

RN A BB VIZked kK, IBA AN SAEVNZRIITF /NS . Ry RARTA
WXL, AT VR TEHE R A — . BBk — . B, X
FEIA 2B #AE SRR A%t ?

TRBNPEH T— 131, S8 192 2B BRI A el A0 s 5 A
—28 PRS2 MR, REEAPREAZICK . KR A LB XA P
P, BT ZA A [ 5 R — LB Al

Q Waldia 2 E?

O O3RN Yo ol 2 T BRI VE 2

Q A0 I FL A AT AR 2 B R R I R A A — 4 & 2 B i 7
Q WERGERTRL, ARAL BN Z Al T sk — I ke ?

O FERAL P AR BT, —FH T



4| 5]

o

Q AEAT R A 2 RS BEREA T4 el i )1 7

AN T — TR THAIBEE BN, IR EIEAT 158 S, IEXTRA TR R
BT THRE . FA1HIE TIRARBEILREA B AAREAT. BT, TR LEETIEED
TARZAE AERFIX T HXE B REZE, BITRESIAY. B/, X
TR A RZENIREA 226815, Z/DTE 2014 AW LI FT 2 XHER 2014
A, PIABGEE ISR B R I h— R U s TSk A%, BRI AR T
Py, P ik iife it s ARZIMANTT, et R A RO B T3
BRI R A I Z

APEENF
TR A BEA AT ] ARF IR EAT AL B AR, DL B A W B i Ay i
AP AR BT T XA AT I A

1 ENGEERNIR . X —FEARRE TR AR A, IO A A T
FAIFN28 T AR 22 il e A AT R Bt et i) 1)1

o2 RS TR IGER R, ARG AR BATSR S T B B
J 7

55 3 BRI I ——2 W, MR T MR R A ol R B S G R 69

B ATNHER . AT =FH O AW TR ATGE R AR, FrRURRHMEhE T A
TR o AT I AT A AR I T, I8 T R ATE T it (Y e
FERIEE L

55 FAG T mI AT A eI H DAY B 5 T i R

{ESEUR AT X LE N AR AR A RIBOR L7 3R, R, BORX MAEX L HRE -
ERFBARVRLE, ERERNIAGAVHEE, WRMEZEANS 6 mAtETheX—
AR

WA G L — LU B Y B I RIS, IR AR A BRI, B T &
SAAIXLETH, [IRHSIRR ATz ek T2 Gk

55 8 FRA T ISR HEAT T RS, IR s et R — S s AT T

g,




an
o

51
FHHRRLE
T HEBY AR TR IS, RS T —SEHERREE
Q LR B I T 62

WARIEEMRTR ATEF 2B BT, REIE LA A RN,

&4 4k

XY=

AREE RN AIGER A AftABSEIEN, UREREREEET A,
FA TR EHER A BGE T A B iR AR B R K, SRRREEAE T IR Y . it

TERH) E—AF (TR &2 MERES ) b, BT — DRI A 5
B L 2 ~) 6T B i — U RR—— A ] F 8 LA SR Y i Bk 42 6
AR, SRJE AR T IRl B GRoR A e T Iz FHEIAR o XAl sk BB R
AR PPN ALGE, PERAIGE TR, Mg s e U, don] LhE
Y Ity T R AR S AR I BAKF, [RI Y B R R L R AR A 7 £
i

TERAF S ZH, BATTEE T —Se SR, i 22 f st Dk “4fh
T A RS 17

— R TR I BE AL A 2 SR







18 HTHRHYBKE |
L1 PRERA A BT e 2
1.2 A HRANTHERT IR 1 g 4
1.3 STffi] -eeeemeremeeesemmese e 6
1.3.1 Tk afd e 7
132 FIHAGH & FH oo 10
133 RIBKMHEF AL e 2
134 & XX T & oo 27

14 ,Ié\éj:[: .................................................. 29
E2E REEFHCEZEN----30
2.1 y%%: Xmﬁ7kﬁ%ﬂ{ﬁ(ﬁ .................. 31
211 FhFaffy F e 32
212 AIBIRA 34
213 IRERE F e 35
204 B E R e 36
20 I e 37
23 Yot TR B R R 38
R e T T T IR 41
241 BAAL NI e 42
D42 FREIBAZAE e 45
2.5 FEPE. IEBE. T e 46
2.6 JAZE 48
F3E MG 49
3.1 ML R EE oo 50
3.2 A{ATER K G -eoeeeeeeeermemmeenseneneies 51

3.2.1 defT 5 BARE L akd

5

322 L AAFRAILA TANKE,

B B A weeeeeeeeeenseennens 32

323 MK BEE A L e 52

3.3 4RI, SREANGE s 53

3.4 i BRI 53

3.5 FESFGHRE e 54

3.6 BOURMGJEI| oereeevseermmemsssmmeseinnnsens 56

3.6.1 T & e 57

3.6.2 L& e, 58

3.6.3 P ceeeeeerereresesninienininannn 58

3.6.4 ﬁ;;){{ ..................................... 59

3.6.5 AR e, 60

3.6.6 —EUME ARG 61

3.6.7 E A e 62

3.6.8  FEAGA e 62

3.7 SRR TE £ R e 63

370 ARABEL B gy 63

372 AEIT R e 64

373 S IE R R e 64

3.8 TR AE T e 66

3.9 BAAE 67

FAT (RIFIBFB oo 68

4.1 iR, L s 69

42 TR, BABfE 70
42,1 EEBESREERE

JEe J F oo 73



2 B =%
422 EHRIATHRIT G
FEP GG e 74
43 =R, URL AT 75
4.4 U, AFHTHRES s 78
45 TR, P e 83
4.6 “LRAERET SER TR 85
461 SAEERE, FRIMAR G oo 85
4.62 HEHRE LG o 86
4.63 AN BB ARG A s 87
4.6.4 T &) B F AT A
FRFAR oeremeeeeemeemeeemeees 87
4.7 4%\?[:“1: .................................................. 88
£5F MUPBMHRE: FR
VB BHETE e 9
5.1 %2!_(7‘5‘{2 .......................................... 92
51.1 7’]'”‘2\ .................................. 92
512 ifgﬁ)‘?{'ﬁ_z .......................... 95
513 BB LGSR
TR -eoeeeereereeeee e 97
52 FFJREL| woeereeeremreeeeneeees 100
52.1 ‘igﬂ;/’i‘}g% ............................ 101
522 ﬁtixtjg\ ............................ 102
523 BB B A EUp s 113
524 SEIEFabh it e 114
525 ,ﬂj"\% .................................... 117
526 Hekk, HF
T e, 119
53 4%\% ................................................ 120
Fo6E TR, HRRYFIHMEAY:
NEIBEREEEH M e 121
6.1 EMGE : WLRBH e 122
6.1.1 Ex .................................... 123
6.1.2 /ﬁ*&zﬁt ............................ 123
6.1.3  Aaf Fh e 123

6.2

6.3

6.4

6.5

6.6

6.7

6.8
6.9

RRILAGI G -veveveereeeseemsenesennicnens 124
6.2.1 R S e 124
6.2.2  IHMLZAL s 124
6.2.3 AT HE e 125
BALAEIh—ii 125
6.3.1 B S e, 125
6.3.2 I MLZAL e 126
6.3.3  Hofa PR e 126
AR N - TR 126
6.4.1 B SL e 127
6.4.2  TEHLZLE e 127
6.4.3 AT EE e 128
IR R TR

Eﬁ,lﬁ ............................................... 128
6.5.1 S e 129
6.5.2  TEMLZAL e 129
6.5.3  Hof HE e 130
7 Ny Y7 N [ IR 130
6.6.1 B S seeerereeeeeees 131
6.6.2 I MLZAL e 131
6.6.3 AT HE e 131
AR LA oo veveeeemsemsmsmsensnsnnenns 132
6.7.1 R S e 132
6.7.2 I MLZAL e 133
6.7.3 AT HE e 133
3 iie SN (P2 AT 134
JAGE 134

FTE BUHBREHEEN

7.1

THEE 136
TS AL o eereemsemseneeeeseemmeemisis 138
7.1.1 Rapid7 Metasploit Pro------ 138
7.1 2 Threatsim ........................... 140
‘7]3 PhlShMe ............................. 145
7.1.4 Wombat PhishGuru-------+ 149
715 PhlShLlne ........................... 152



72 ﬁ?}ﬁ}ﬁﬁﬁ ........................................ 154 811 #ﬂ E}#n/f)'li’ E‘;}E‘Z:yé ........ 165
T2 SET:eeeeeeeeeemereresessieieeneneninns 155 8.1.2 Aummpiik oL

7.2.2  Phishing Frenzy - eeees 157 G ) A +veeeeeeereeeeeeenenins 167

T3 RFELFERG oo 8.1.3  HLR|IZDTE woeveveremenmeens 168

74 YR BE 814  FEARAG R rererooesssrsrrrnsinnns 168

75 ;Ié\é:é(: ................................................ 815 jé%@/:‘l ............................ ]69
H8E BEM—MHITHE B0 kREAL A

B4 T T T TT TR 164 RIPFAIE oo 170

8 2 }é\% ................................................ 172

8.1 IRABILTE -woeeeeeeeemsmeeennninnis 165






[ o
FOSC R 0 Ak

B AR R A 1 5G9

T2 R, AR E R AN B, R F BRI D TR
T BERAMGH,

— (HEFEER) FuEF 134

PR BA 1 EAE——Bamt ), P AT SEAR N i —THR RO 2 . BRI F 2
Je— IR, HEE LS RL BEEnsR, HAhR2 0 TR — Ik,
BRXA” SO CFRAEE IR <X 2N — L B/ BEGH>SEAR”, At
KRB, FAFFRIFARE T RPN SR BT F A RErE, MZh T R28%
AR B W FE—DEER—Pg), i EBRE W IR, SRR
S RABT TR BN R 2 — o MR R 2654 £ B 28 0 — P 3 52 G TE R el
FB, PR AT TAMBURE R AT H AR 7k

AR AEEX IS I XA~ FAF R RTRIEED], HIRRIRAME
1%, RAGZ W, BIFRZBEANEN, LREBLITA QI TAL B H, 4%
JAAe” PbAA T B R B AT ATAEIR HATT RE AeRI” BAmEE,
BB G T LR AL, Bb, BRI T BORFMRAE, EEREX
AIRATT iR AGEATA




2| ¥1E& ELHREMNPNEIHE

1.1 Mksy & Ea

TERRA TN —BERA R BTG AT AR M 249 27 BATIEEE SO LI E At s
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EHERERRTARE, SIEREGUAEANFMZ, NERBE BB R,
IR 2t AT RERMEZE A 73 XA T BB 55— BRIl BT 46 o

B T EE AL, A —Sem A EE S, AR RA RS BUFRRZ AR . RS
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AARAEE AT . AL TEOR B REEE D AG IR B H SR, 28001, IR
TAR 22 2| A HR A T BURIIE B, T8N ( Syrian Electronic Army, SEA ), fbfI1A9%
U 4 — SRR B TR, AREAE (AP) V. EEALAEMHTEI (CNN) @
FtEA T (Forbes) *4%, WK, FIMIGH WAL T4V . 21T, X IEBeAtm
Twitter Ao AT HGL, SESPAAIEIUHEECT L T 143 40 (WA 1-1), Xn]
AR o BHAA B AR R EA 2 3 1 52, FRATTRT RS 5 2R S g
it —HE R A WBWR A TR, B SRiEIRATRR AR B 2 kAR
YORT A5 R X R e ) e (s A 7
AP ;?:aﬁ?gm?gxzﬁsﬁinﬁ: the White House and Barack cmama1 iasm

—— injured
Collapse <~ Reply t3 Retweet ¥ Favorite e** More

:gﬁgrs ZAS\-’(JHI'ES - [’ a i“ a ﬁ
11:07 AM - 23 Apr 13 - Detalls
B1-1 Selbcrt gl & Mol s BT & T B
TEERAN L, TEFRATIN A Rl [ 02 R R M 2 TRl E 3 3k BFA T A2 Rl
. RERGTFMIE R L4, fEX—mA b, BV RRICM I A RERERE G R .

AL, W2 S S R AEREEARCE, AR S Z 2N GHE . FRATREAR
SRR RARIE G P B R, (EURARTT O 0 A CRYEATIR P A R AR . R
BERATS IR T T A AT fE A (9 L LA RTE SRR (), (H i R E AN i
FTIPA A B A AR LT HRPF o AR AS RS2 0 I R X AR AU

PREUAEFNIE AT A0 28 A | Jeifl e sl O Xt LU AR T AT A2k sh# fa Uty

(D Geoffrey Ingersoll, “Inside the Clever Hack That Fooled the AP and Caused the DOW to Drop 150 Points,”
November 22, 2013, http://www.businessinsider.com/inside-the-ingenioushack-that-fooled-the-ap-and-
caused-the-dow-to-drop-150-points-2013-11.

(@ Tim Wilson, “Report: Phishing Attacks Enabled SEA to Crack CNSS’s Social Media,” January 1, 2014,
http://www.darkreading.com/attacks-breaches/report-phishing-attacks-enabled-seato-crack-cnns-social-media/
d/d-id/11412157.

(3 Andy Greenberg, “How the Syrian Electronic Army Hacked Us: A Detailed Timeline,” February 20, 2014,
http://www.forbes.com/sites/andygreenberg/2014/02/20/how-the-syrian-electronic-army-hacked-us-a-
detailed-timeline/.
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WERAAF AN T B EARR AT AR E, A2 HEB]—Enl B L
TP BEHRAE S o Y T AR R BV T B — U W e 38 3R, TR A A —
FAAF B i A ARIR A N8 HAL S BRIR (LEIAEAT ), 25 4 &p, T
UL T —LE R SR PR B AR A R R ik I X W ABLEAREIRE,
M ER FLARVGRB AT EA IR IR 2 421

B ¥~ AT T B S S B A0 AT {5 B Y o — RO R M sk L e, BT, Ol 05 R
DT FERE LI Im AR S A A RTR (G B ( personally identifiable information, PII ) oi&
SRAEYE o XL KR A st o AT DA R A2 A VR ki o o BRI S3E B 22 I g —A 191
SEAR BT Ehsth Wt . MARZ TR, SRR — MBI EF. Bk, MR
VLR SRR, POAFRATH BYAR 22 ANERTENE Sy B3t b SRt AR V8 . AT Z B %2 Al
WS HECE, LR TR REA A HE B IR eE, ik, BhEmmRer, 208
SOk A Sy ARAG 22 90 A AT BE | > 52 Bk

SR P AT P A I EL A SEAE T (RIS B R ). MRS TRCHDT
BRI, TSR SR DT S SO A R (HRAE AR, fl®) T —E
LT IR AF, LRI A S I ERRES T BB RRE E b T IR A
DEF CON 4F-J 5e B8 (IR 0] 5 HLT— EL#ARARAT A, {H7E DEF CON HITHIAYAR S H i,
EAb IO S R ERURAEE T 2T A JURHOIR BLATHe . FARNIE SRR £SO
T AR By R E AR T A A T4, (EURARORBE AT AR R R B Ak
e 18] 1-2 s T Al 2 A AR 5 L R

AL ERIE, RSTEBRERIE TP IHALS, ERA MR, iy
BEREHLRT o IXLERFIIE M B I RIS T, DROAR 2 A A FFASIE A g B
. RHEE, T — DA —FMR AR R E R TR C 2B T,
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Subject: Revision to Your Amazon.com Account

amazoncom.

Account Status Notification

Dear Customers,

Thank You for using Amazon.

Security Advisor
Amazon Online.

We are contacting you to remind you that our Review Team identified that your account has been limited.
In accordance with Amazon User Agreement and to ensure that your account has not been accessed from
fraudulent locations, access to your account has been limited.

Your Online access will be BLOCKED if this issue is not resolved immediately.
Please log in your account by clicking on the link below to restore your account Immediately:
httpsy/www.amazon com/verify/idp/login htm

& 1-2

RAWEW b Pt By o iRt

v TR A BE R, RS HEA T — ARG b I Y R 5, A 1-3
7 o BVl 2 i A ARG A e T 1 ke B e — IR B AR I, DR R A D R 3t 4 e

FERT o

800

Amazon.com Sign In

@ http://27.251.96.35:8888

amazon
SN—"7

Sign In

Sign In Help

What is your e-mail address?
My e-mail address is: |

Do you have an Amazon.com password?
(O No, I am a new customer.

@® Yes, I have a

[ERTI PRty

Forgot your password? Get password help.
Has your e-mail address changed? Update it here.

Your Account | Help

[

Forgot your password?

Conditions of Use Privacy Notice
© 1996-2014, Amazon.com, Inc. or Its affiliates

B 1-3 RAYE Shagh R
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XA, S SRR T bR TR Mok k), SRRk
B ARE M . R ARG S, IR AN AL S B ARG BRIt
ATE R AR R B o X B MR 22 s Bhad e LT, AR IO s AR 2 i I ki Y
SR, PRI LT B AR S HUAR R TR L s . R, X —DIAR B AT
fBAHEAIVE A (PRILES 4 55 ). Wl REry i —FhaR s A IR, AEEA
TTARAE S E B P A AR LAY

R R E T ST 2 28 W) 4 f lE A B AT LR . X AR R F A &
(vishing ) B w4 &, IHHHEAZFREEHB, IR AE R S e Rl {5 B 2
FAERRREE R XAETT M TRy S AT PSSR ZE . 7EBRIK
KA, AMTRRAR SRR 5 S g BN [ A SCEE L, el o7 . X
BTV “WRMIA S OERL, JRReA” Be—T, RIE 7 —EkA “H
F17 BT HECE, RS SR TABATRY RS, ZORURAEIEA SRR — R, 4R
JEBHREIE 5B o X PR Z AT NTRIEAEENT

Tt kA T —E#FRN Francophoning A HE I, Z Fr X AR A H
PRA R FEAELE, VORI R et . — AT BRI TR
SEIRIER R, BEJG A FRIETTRE, IR —2— D AR A A ELS BRI, 20K
Gt ~7 BVAEFR MR b B 00 A S In) i, B BRRE S s TR i sERE . S EUS B
BT MR 2O T LA e r RO R BUE R XA
RAHER, FNHAEIREZZERIEEEN, BIanF AU AN 225 b L E 24
LAY, ARAR AN UEE T B [a]— g, IR 20X et 2 W sk Sl 15

1.3

TATIEZEVRATRIIEN, BFAN v BLITER T T rh2e ] o ARriEs T —Ss e
s i 2 B E KRBT, T T —se A EM 8 A FB . AT aihHe
M AEN TN AL

B, AVEERBI A TIEA (APWG, www.apwg.org ). FATAT UG LIRS

(D Symantec Official Blog, “Francophoned — A Sophisticated Social Engineering Attack,” August 28, 2013,
http://www.symantec.com/connect/blogs/francophoned-sophisticated-socialengineering-attack.
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ZUXLEN, (HRBAWE, VR EREE AU S 0 TARA R — D Bk e 20 A K
B, AT EERA R BGEREATITTE . R SCRIRE

MR R Pt TARZ 2014 4 8 F B9 RE , Hmdehingca i A, 2014 455 — 2
B, TH2RE R TARAR A T 128 378 A R Atk R 171 801 HAFIME)
R, VX AR T AR T IR IE R SR LUK S R N R BUE . S
R 55 FN A LG 2 F B HAR, AR 60%., R 2 H 17— ASpas: gt
TELR AT AN EE 52 (crypto-currency ) A BTN .

BEVRE 2B XS, ERMERR B 1,

1.3.1 EXWEH

HHG Mk, B4 (Target Corporation ) 32 3 19Xl o] g2 i 5 44 1 B ) 2 —
BRI T LTS ——M R4 4000 J5 15 HR 15 B A 7000 T4~ ARG E
SIEENEE . R BT R b S A ST A 7R, Bl
HLT IR R A S R A A . O — B TR MBI T . R R IR
Wit A T — N2 T H . FERXNROIT, B2 F 8 2SR A |l —
FWEEA 1 (HAVC ) BERFT, TR R R MLSIES . 120 B — 07 51 T
W) T —EE R, SRJE A T IR S R ECE R IR R, R
Jet MR T AL 57 U T A8 S A5 8, o TR T 1) DO 26 TN 5 R A R I 28 AH S, T
T BRI [R5 28 55 . BIPERSANTE B T MG AT, (HRIE E B a i A T4
NFEIIRSS 2%, JFBE T 285 R 56

IR S 1 MU IR LA KA A T A, (RS R A E2AERE T 2422550k
HEPPE I 5 R —— X WA 518 B S rTRE R AR R T N . B2, XTI
TR PN S Ty G R PR, SR Sl ) B A — PR

(D Anti-Phishing Working Group, “Phishing Activity Trends Report, 2nd Quarter 2014,” August 29,
2014, http://docs.apwg.org/reports/apwg_trends_report g2 2014.pdf.

(@ Michael Riley, “Missed Alarms and 40 Million Stolen Credit Card Numbers: How Target Blew It,” March
13, 2014, http://www.businessweek.com/articles/2014-03-13/target-missed-alarms-in-epic-hack-of-credit-
card-data#p1.

(3 Brian Krebs, “Email Attack on Vendor Set Up Breach at Target,” February 12, 2014, http://krebsonsecurity.
com/2014/02/email-attack-on-vendor-set-up-breach-at-target/.
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i —BEMEERN IR T RSA XA, R BEE AL IR T  AESEE RSA,
MTESAVERZIRT 2013 AFARIRAYF EZ 2 2 Jmf A RE R RS . i
SRR 2011 4F RSA AR 2P RBcdidift . "R R TR R vl 52 AR T
7, RSA AR 7 B ok S —g kT XF RSA B TR s s . AR, —3 &% RSA
IJZ ST Pl b A 5 98 5 Excel B2 17X —80 (WL 1-4),

T d = 7011 Recriitment pl Ressage (HTML =
;AQHQR:; e g
i —
tdessage | L7l
; i f x a3 ,‘_‘].] % & sate Lists - 5' v 3 38 Fing ‘
A % T 3y Refated -
Reply Reply Forward | Delete Moveta Other Block i ot Juni Categorize Foltow Maskas || |
to Al Folder - Actionz~ | Sénder — - Up* Unsead || ki Select™
fespond Actions Junk £-mall n Options ] Finad
From: weh master [webmaster @beyond. com] Sent: to 33.20111848
Ta LCOim

[
Subject:
i Message | B 2011 Recruitment plan s

z)ﬂ

[ forward this file to you for review. Flease open and view it.

4]

K 1-4 RSA ARG TG

RSA 2\ Al AL MR D8 R G I 1 IX BB, IRt 1 I BRI St e
Mo DNEOGERAHITT X B BA N BRI RA B R BOREER], il —288
. B0 TITIF TARESHECE, If Bty TR, X4 T BGEE AN
ARSI, WHRAEAHEATA LG RSA AR B — G EE . AuEikd
PERAEIRI—AZEEE N, RSA BIEEA R EMC 4E9% T 6600 J7 36 CiE 11355 TAE, 4
M55 4 A B

(D Aviva Litan, “RSA SecurID Attack Details Unveiled—Lessons Learned,” April 1, 2011, http://blogs.gartner.
com/avivahlitan/2011/04/01/rsa-securid-attack-details-unveiledthey-should-have-known-better/.
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G BEET BB AT R, R 2009 45 0] AT AR A RS2 Tt . VIR
— AR A XA G A, Mol BAR B o] H AR AR . S I
HEPFFRAUE B2 A ER! (ORA CEO ). XL THRAFRIAREL R ARARES, [H)ik
it 25 LN . H G, IXBEMRPELT-R A Tl Al R mlRE T TR e s
TEZ BNy, a] FAL R A R S EE) Y hEiz 3 IR BGE & S 5EMUE 7R,
r ETTIE THECE, SRR A TaEE . XA R NOZAR 17 T RE I H A T 245
B AHSEBR B T AR R RS G T — RS R ERT, AR
FA o XIS T Al N ER S AR T AR, ERUUSE A .

XTIl R AAE 2009 4 2 A, 78 3 HH3) FBI (BIRMAR ) AE AT, o] AR A
FIFBA IR B R R B g . AT TR A RIEIKIE 24 /250w
— YRR R, TSRS R T o RGN AR 27, (BB — KL
ZUEFR, St T YRR AR M S5 SR B ER 25 1 X5 A BT RFIBI R

IEMNZ BRI, X A0 & Bk Z BT LA NENGRZ, S — 2% Twitter 11 5L
AU BT 7 A T BRI . % Uil A iy S ey, R SEIA L
(9 53 T AR UM Rl Aok iy Canpe 1-5 Bis ).

JUEIX BB SRR, (HERA “CA” RORIR, MERPRem T (ARSI )
Wl A — GRS . SEPR A2 R B 1) T — 5 B R, XA R
e HRMCER AT T8 SR AR B o 105 B I3 Fe i FP AT T Twitter I P HEAT AR
B, EHUTECT R Twitter K B o

IR, TESRBUEREAEOR R AN 2, A RMDIR RIS A —HEA 5 2 5 M 454
UG IR ALE N B R AR I SR ERRIE? R TR 2 LR
A REE 28 i B LA

(D Nicole Perlroth, “Study May Offer Insight into Coca-Cola Breach,” November 30, 2012, http://bits.blogs.
nytimes.com/2012/11/30/study-may-offer-insight-into-coca-cola-breach/.

( Sarah Perez, “AP Twitter Hack Preceded by a Phishing Attempt, News Org Says,” April 23, 2013,
http://techcrunch.com/2013/04/23/ap-twitter-hack-preceded-by-a-phishingattempt-news-org-says/.
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Sent: Tue 4/23/2013 12:12 PM
From: [An AP staffer]

Subject: News

Hello,

Please read the following article, it's very important :

http://www.washingtonpost.com/blogs/worldviews/wp/2013/04/23/

[A different AP staffer]

Associated Press

San Diego

mobile [removed]

K 1-5 Sl sz 3 fa S Gt

132 ELMHEFER

WERAELANG “JEHA 4197 Bifsy, ABATNTHRT ML X — EHATHE T E
ST, X IRR AR T B SRR, SEPR BRI E AT 200 Z4E T (ATLA
MR, TEFHRERIIAR, R R 2R O ) A BE A%, (R EAIHAERCT ).
EEAEZ I ARRE N e HANESR R 2Rk i Rl 2 #R R I T e HANE., 87
419 45192 e H ANk ARVER IR IR A2 5

RarEC W iR R . Blan, —(iEARNETHIRE O T, 5 2R Bt
PRI REM R sE —MRESC RN B O IRT R, W5 2R B g ™
RREFIG . JCIRBEE I, X2 m A LA AL R AR RHIE

Q eI .
Q ARG AR, — XTI E SR AN, AER R | AREE A e
Q REPATF—E AR, (ERTZACT X Le s .

w gl IR BEVRAERATIN P £ S AE A AT I 25 PR A K 5
w DRI TR S, 32 BR TR I BRSNS P T BB AT ek
F O SRR ST
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Bl 1-6 R T —DHSLMPIT, XRREITWCE A —BHlRE . XEIRER A gk
JEHANE, (IRt s

May 5, 2014 2:57 PM
To: johnson.adiyah@yahoo.com
Opportunity

From: Mr. Johnson Adiyah
Director of Projects

Department of Minerals & Energy
Ghana

Hello,

| write to ask for your indulgence in re-profiling funds up to the tune of Eight Million Five Hundred Thousand United
States Dollars (US$8.5 Million) which | will want to keep safely overseas under your supervision. In other words, |
would like you to receive the said funds my our behalf. The Funds were derived over time from a project awarded to
a foreign firm by my Department, and presently the actual contract cost have been paid to the original project
executors, leaving the balance in the tune of the said amount which we have in principle obtained approval to remit
overseas.

Kindly pardon the use of a medium informal as this for reaching out to you to make a request of such a great
importance. Currently, | work as the Director of Projects at the Department of Minerals & Energy here in Ghana.

This endeavor has a minimal risk factor on your part provided you treat it with the utmost discretion. You are advised
to reach me through email for further clarifications.

Email: johnson.adiyah@yahoo.com
| kindly wait to hear from you.

Yours sincerely,

Mr. Johnson Adiyah

K 1-6 SRERZRICEIRYJE HFIIE 419 4554 fhlipft:

X RZEBK VR E— MRV AR, ABATETE R AR B E X I ARk AR
JEEEN U N R

Q FIFANBUEMAEI R E= AN, SRR Bmana L FBREIEES TR, FoH 2%
FEArny 28tk - SGHZE (Johnson Adiyah ) FAFRANIAIL,

Q Zygith - SOl AR IR, XOEARBAREY, A AERR A IT Sk Bt 3o 44
Fo RAKRMN—ELY), MEIRET 7 69 4 FHARIE?

O BRI AR ARES, HEXDHEREIERREART .

Q ATSEAERFEER T (R —F AT, —#AN, E2-FEREFEST), bk
AP AAEHR 850 T1 KT, BARFRIAH H C R — MEAHEIERN, (HRRANE
F 850 J7 RICIK AT LK % 0 i A g g 2

O &Ja, RERAMGE RS T P54, [HREMNTOERAEE, IFRiEIAR i
Bk BN ETEA A2y - SOMZAM RIS, X — YRR
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JE HAE. 419 B &y FUZ— D AT TG0 R, IREZ B0 IRATRESAR, BRIk,
-2 200 45 53X A JRAT SR AR T EARIH 28 N E 2452907 wTRER A Ol
XM, A AR A ETRA R

O sk, XRH N, WRRSAEAREN ., REBAAGEA ARG 419 £
MR TIRAZ IR, X — s RS AU . XA AT BB LAY, XA
XF? HAOARRIXRE . EARIRAT LUK A & 8 — K2Rt mis, IBadt—Pul
Mt A S BA A N EAREEFMRER, wREHA IR AKXE,

Q HZ #F AEARBFHEAIET, BOTESMIARB T HRRIE AR ARZACH
FIBAE, ARFREEE ) XA AR Bl 53 BT A B 5 B BRI X — a5
—JCHrAL

Q & Tl EMIR EANEREEHAMA . RGRNTAEE—MRE AT
245 A CAPRAER AT, IRECR AR T,

B TR URSEBEE B LASh, IR AE Bl ] — 2o WA S A7 A D RE AR
15 TORVRSE B Y FLEPE

1. EREEH

RS FBUR R MU A R E . AT NERACERAT R . Follk . 2B, L
HE R A SR BRI, AT R TIFERE . FI R Bah 77 055
TORE, AT R ARAE LRSI P (5 AR LASSIE AR B 5 o 5 LAY < i ) £,
ARG T X LEE A

Q kA S BB SRR
Q AT TR L i
Q R B ST EE 2B

P 1-7 BN 1-10 JE7s 1 —26 0] JX8e4h A I0el KR 04 L JE H A B Jry 2252 2 158
H, ENTATREESE TR A F, AR EIEM L8 AU L R 19 48
1)) o
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Subject: \Wells Fargo Online Fraud Prevention.
From: "Wells Fargo Online"=wellsfargo@wellsconnectwellsfargo.com=

WELLS
FARGO

Dear Wells Fargo Online®™ Customer:

Wells Fargo's Internet Services Group Fraud Operations would like to verify some
recent activity on your account. To help protect your

wWells Fargo account(s) from unauthorized access, we have restricted your online
access, which will remain in effect until you re-activate.

To re-activate your account, log on to www.wellsfargo.com

If you aren't enrolled in Online and think you've received this message in error, please
call our Customer Support team immediately, using

the phone number on the "Contact Us" page on Wells Fargo Online.

MNote : Make Sure Your Fill Out All The Informations Requested For Your Personal
Security Reason.

Sincerely,

JOSHUA RAMSEY
[SG Fraud Operations

K 1-7 PR [ et 4R AT (Wells Fargo ) HIRFFAO 5 R

Need additional
up to the minute Dear Esteemed Customer :
account We recently have determined that different computers have logged in your Bank of
information? Amevrica Online Banking account, and multiple password failures were present before
Signn » the logons. We now need you to re-confirm your account information to us. If this is
not completed by June 2, 2010, we will be forced to suspend your account
indefinitely, as i ay have been used for fraudulent purposes. We thank you for your
cooperation in this manner. In order to confirm your Online Bank records, we may
require some specific information from you.
To restore your account, please Click Here.
BankofAmerica, >
Thank you for using Bank Of America Online Service.
Your account might be place on restricted status. Restricted accounts continue to receive payments, but
ologin into
verification proce:
restricted accounts have their billing information unconfirmed, meaning that you may no longer send
money from your account until you have reactive your billing information on file. Click Here
Thank You.
Please do not reply to this message. I
contact you biller. For all other questio
Bank of America, H.4. Member FDIC. Equal Housing Lenderf=Y & A
#8010 Bank of America Corporation. All rights reserved Officts Spansor 20042008
US. Oympl Teoms

Kl 1-8 A EIEARTT (Bank of America ) HEFAY4Y fh R
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infuit.

TurboTax v

Your Tax Refund Didn't went through!

Dear Taxpayer,

TurboTax , could not complete your IRS Tax refund file, You are to login and follow
instructions on filling your tax refund, then we'll look for ways to get you back every dollar you
deserve, if you don't have an account you can create an account with us for free!

To login and file for 2013 tax refund , Start Filling Here We'll guilde you through step after
step to get you every dollar you deserve..

Your biggest tax refund is guaranteed.
Our goal is to get back every single dollar you deserve.

. You should complete your return when it's convenient for you.

If you have any questions, TurboTax is here for you, with answers every step of the way, so you
can be confident your taxes are done right!

Sign in to TurboTax

Questions? Please dont reply to this email. It was automatically generated. Instead, head over to our customer support site. (We
have real live people working there))

You have received this business communication as part of our efforts to fulfill your request or service your account. You may
receive this and other business communications from us even if you have opted out of marketing messages.

©1997-2013 Intuit Inc. All rights reserved. Intuit, the Intuit logo, QuickBooks, Quicken, and TurboTax, among others, are registered
trademarks of Intuit Inc.
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PayPal

Dear Paypal valued member,

Due to concems, for the safety and integrity of the paypal
account we have issued this waming message.

It has come to our ion that your i needs

to be updated due to inactive members, frauds and spoof reports.

If you could please take 5-10 minutes out of your online experience and renew
your records you will not run into any future problems with the online service.
However, failure to update your records will result in account suspension

This notification expires on 48.

Once you have updated your account records your paypal account
service will not be interrupted and will continue as normal.

Please follow the link below and login to your account
and renew your account information

.com/cqi-bin/ crcm

| http://66.160.154.156/ catalog/paypal/ |

epar

K1-10 PRIl 5228 W] (Paypal ) HRFFROF SR
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= Subject: glel e sent you a The Youtube Team
From: Y Vi vi
Date: 12:19 AM

M Broadcast
You Qi Voo
GooglePartherSenice has sent you a message:

The Youtube Team

The Youtube Team
YouTube Broadcast Yourself™

Wening [

According to our records, you have been flagged for the following:

Hate Speech/Bullying

Spam/Flooding of other YouTube channels

Massive Advertising

Explicit Copyright Infringement

Your account also appears to be phished andfor flagged by other users with the following IP addresses:
72551916:3128

80.227.1.100:8080

119.70.40.101:8080

216.194.70.3:8118

61,166 68.69:80

194 44.170.81:3128

We have reviewed your account and notice that your account seems to be in good standing. Therefore, we
reports made to your account, and notice that your account has been flagged andfor reported multiple time|
owner of this account and to verify your current account status. Please prov... more

You can reply to this message by visiting your inbox.
B 1-11 Ph2EAL YouTube MR A fo i (4

MRS AT O R R, (HR 2R B SRR 5 A O B n =, i HARAS T
fil (XK 2 BRUL ), SR, HABAS I 2 ST R, gy 1386k
HHABR AT Z o X B U T AN TR ST/ A A IEAA I sl 38 ok AT TR AR B
BRI AR, kS 5HAEEER, ILRECY A NI — 51, $aIehEH
oA AR ] AR, AR 2 N B P AT TS AR R A FE At A i i sk mi i 3
AT, ST TANAR R AN [l 7 i it A 5 —— B2 X AT A AR B (L
Bl 1-12 F1El 1-13 ).



1.3 xfil | 17

_wants to be friends on Facebook.
Facebook <notification+qktox4c9@facebookmail.com>

© If there are problems with how this message is displayed, click here to view it in a web browser,

k

face

_wants to be friends with you on Facebook.
lll 'nen!s : ! p!olo ’ !l Wall posts

Confirm Friend Reguest See All Requests

k in the future o
Box 10005, Palo

m' you don't want to receive
me oMo suggestions, you can unsubscibe.

K 1-12  {h2% % Facebook HIF{4: At 44 £ I {4

From LinkedIn [Q Reply] [@ Forward] [@ F\rchwe} [ @ Junk} [ ® Delete}
Subject LinkedIn Information service message 11:59 AM
To Mer? Other Actions =

s Linked[f}].

Invitation reminders:
Erom ( Your employee)

PENDING EVENTS
There are a total of 3 notes awaiting your response. Visit your InBox
by clicking here.

Con't wish to obtain email information? Change your auto-informers
sethings.

B 1-13  £h3EAL LinkedIn M 45 fa R4
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(D Casey Hill, “Email ‘from Target’ to Customers Is a Phishing Scam,” December 20, 2013, http://www.market-

watch.com/story/scammers-pounce-on-target-fiasco-2013-12-20.
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Dear Target Guest,

As you may have heard or read, Target learned in mid-December that criminals forced their way into our
systems and took guest information, including debit and credit card data. Late |last week, as part of our
ongoing investigation, we learned that additional information, including name, mailing address, phone
number or email address, was also taken. | am writing to make you aware that your name, mailing address,
phone number or email address may have been taken during the intrusion.

| am truly sorry this incident occurred and sincerely regret any inconvenience it may cause you. Because we
value you as a guest and your trust is important to us, Target is offering one year of free credit monitoring to all
Target guests who shopped in U.S. stores, through Experian’s® ProtectMylD® product which includes identity
theft insurance where available. To receive your unigue activation code for this service, please go fo
creditmonitoring target.com and register before April 23, 2014. Activation codes must be redeemed by April
30,2014,

In addition, to guard against possible scams, always be cautious about sharing personal information, such as
Social Security numbers, passwords, user IDs and financial account information. Here are some tips that will
help protect you:

s Never share information with anyone over the phone, email or text, even if they claim to be someone
you know or do business with. Instead, ask for a call-back number.

o Delete texts immediately from numbers or names you don't recognize.

s Be wary of emails that ask for money or send you to suspicious websites. Don't click links within
emails you don't recognize.

Target's email communication regarding this incident will never ask you to provide personal or sensitive
information.

Thank you for your patience and loyalty to Target. You can find additional information and FACQs about this
incident at our Target. com/databreach website. If you have further questions, you may call us at 866-852-
8680.

Gregg Steinhafel

%%W%%M%a_

Chairman, President and CEQ

Bl 1-14 JREAHEIFRL IR flEf:
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D Jovi Umawing, “Fake CNN Spam Use Boston Marathon Bombing as Lure,” April 18, 2013, http:/www.
threattracksecurity.com/it-blog/fake-cnn-spam-use-boston-marathon-bombing-as-lure/.
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INTERATIONAL G=EMAILTHIS
.com Powered by Silimelight
* Pleage note, the sender’s email address has not been verified

You have received the following nk from BreakingNews@mail cnn. com'

Click the following to access the sent Ik

& Boston Marathon Explosions - Obama Benefits? - CHI. com™

[ Save This Link | [ Forward This Link |

Get your EMAIL THIS Browser Button and use it to email content from
any Web site, Click here for more mformation.

*This article can also be accessed if you copy and paste the entire address
below into your web browser
by clic] here

Pl 1-15 TS RO Fr (A
RARERRARLERFT T AT 2R B N B0 SR B B Bty . 7RISR R AR SR L
INIFIN BT ek — SRR E‘J MR 18] 1-16 7 T —HHHE 2011 4F H A KA
TR R AL MR o HROEFE 1, XRVEIRTESE —YORR A AR 3 /NN R TR L T

Fr iti: <! ortercare@redcross.org uk>
To:
Date: Tue, +0000

Subject Japan Tsunami Appeal | British Red Cross
A massive earthquake, the seventh largest recorded in history, struck the east coast of Japan on
Friday 11 March

The earthquake, measuring 9.0 on the Richter scale, triggered a tsunami which hit the east coast
of Japan with 7-metre-high waves, leaving a trail of destruction

Reports say that more than 1,000 people have died in the disaster, with many more missing and
many injured The earthquake triggered fires and caused severe damage to buildings, leaving
more than five million homes without electricity and a million without water.

The Japanese Red Cross has been working on the ground since the disaster began, mobilising 86
teams, made up of around 600 doctors, nurses and support staff, to provide first aid and
healthcare and assess the damage and needs of the communities affected

More than 300,000 people who were evacuated before the tsunami struck have been housed in
temporary centres set up in schools and public buildings where the Red Cross is distributing
thousands of blankets.

The Japanese Red Cross has agreed to accept donations from the UK.

In the event that we receive more donations to the Japm Tsunami Appeal than the Japanese Red
Cross and Intemational Red Cross and Red Crescent M can

spend, any surplus funds will be used to help us prepare for and respond to humanrtanan
disasters both here in the UK and overseas

Please make a donation to the Japan Tsunami Appeal to help those affected.

You can make a donation Via MoneyBookers by sending your payments to
.com.

Don't have a MoneyBookers account. Please click on hitp://www moneybookers com/ to sign up.
© British Red Cross 2011

Bl 1-16  HAHRBIVIE] R 154 g
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| @ CITIZENS BANK
of EDMOND

‘ Doar Ctizons Bank customar,

| Diring our regular accounts verfication, i has come to owr sttention that your acesunt may be slighty out of date or incomplete. This iregulanity

| can and must be fixed theough the CRizens Bank confemation process that takes 10 minutes 1o complete and imvohves logging in and confming
your idendity ower 3 Secure connection a:

|

|

| ¥ you choose to disragaed this notification, your account might be restricted and you will not be able to:

| ® Access your account onfing
= Pay your monthly bil anling
| * Revtew and downlosd monthly statemerds
* Request a credi ling increase or change your address

Thank you for your prompt sttention to this matter and for using Citizers Bank

bwestmants oferad through Citizens Invesimant Profassionals of Edmond, a non-bark affiliaste of Citizens Bank of Edmond,
Copynght 19982005 Chizens Bank of Edmond. All nghls resenved
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Q A AR, BFHRIRE T 2555 . K495 . OMB (SEEBURAT IR ) S,
BEAIER IEN,

From: Better Business Bureau [mailto:seatac@bbb.org]

Sent: Monday, April 12, 2010 10:43 AM

To: [Redacted]

Subject: BBB Complaint Case #844383171 (Ref #93-3469167-57423037-6-169)

BBB CASE #866101237

Complaint filed by:|Jason Harlow

Business Name:[Business Name Redacted]
Complaint filed against: Contact:[Contact Name Redacted]
BBB Member:YES

Complaint status:|Open

Category:|Contract Issues
Case opened date:|04/09/2010
Case closed date:|Pending

Please click here to access the complaint

On April 9th 2010, the consumer provided the following information: (The consumer indicated he/she DID NOT received
any response from the business.)

The form you used to register this complaint is designed to improve public access to the Better Business Bureau of
Consumer Protection Consumer Response Center, and is voluntary. Through this form, consumers may electronically
register a complaint with the BBB.Under the Paperwork Reduction Act, as amended, an agency may not conduct or
sponsor, and a person is not required to respond to, a collection of information unless it displays a currently valid OMB
control number. That number is 235-677.

@ 2010 US.BBB.org, All Rights Reserved.
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' LinkedIn BFYHEFE, X EFERAFERAT . SEXERG . BAMEEX R —EEIH /RS HAB A
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Allen Weiterlei » E& - o-

I 2 LinkedIn [member@linkedin.com] Kontakt hinzufiigen 03.04.2013 08:52
An:

Join my network on LinkedIn

Linkedin

I < qucsted to add you as a connection on Linkedin:

I'd like to add you to my professional network on LinkedIn.

View invitation fro

WHY MIGHT CONNECTING WiTHINEEEE 5E A GOOD IDEA?

I connections could be useful to you
Atter accepting [ BB invitation, check [ connections to see who else you

may know and who you might want an introduction to. Building these connections can create
opportunities in the future.

A® 2012, LinkedIn Corporation

Bl 1-19 @ty : P LinkedIn 23w B4 fh R 4
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% at&t Manage myAT&T Account

Voicemail Message Receiving ID:

2 A = XXB98-CAB02-E47RSZ
You have received a voicemail at 2012-10-01 36:54:55 CST.

From Number(s):

You are receiving this message because we were unable to |http://sheltonspringshomes.com/
voice message did not go through because the voicemail v 1hceqer2/index.html

unavailable at that moment. Ghck to follow ok

* The reference number for this message is RUQX OSI07-1261605953-

4699584144-05. Getting To Know AT&T
Watch helpful videos to get

The length of transmission was 12 seconds. you better acquainted with

The receiving machine's 1ID: XXB3B-CAG02-E47RSZ. your new AT&T service.

This message can be opened using Adobe Reader. If you have not | »] View the videos «

already installed Adobe Reader, download it for free: , .

http://get.adobe.com/reader/ We value and appreciate your

business!
Thank you,

ATET Online Services

Contact Us
ATET Support - quick & easy support is available 24/7.

*Mobile Broadband coverage not available in all areas.
** Based on U.S. carriers.

Attention New Jersey customers and small businesses: FREE e-cycling for electronic devices with video
screens more than 4 inches at nearby collection sites. http://vwvow. ni.gov/dep/dshw/ewaste/collectionsites. pdf or
1-866-DEPKNOW

E1-20 =RPI AT R AT&T MR 4 E ik
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(D John Markoff, “Larger Prey Are Targets of Phishing,” April 16, 2008, http://www.nytimes.com/2008/
04/16/technology/16whale.html?_r=0.
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Issued by the
UNITED STATES DISTRICT COURT

%igs ¥ Gl
TRict cov

Issved to:
SUBPOENA IN A CIVIL CASE

Case number: J0-755-YCHM
United States Districs Coust

YOU ARE HEREBY COMMAMDED to appear and testily before the Grand Jury of the United States District Court
at the place, date, and time specifiied below,

Place: United States Courthouse Date and Time: May 7,2008
280 Front Street #100 a.n. F5T
San Diego, Californis $2101

Rocm: Grand Juzv Rocm

Bl 121 AR

Q HEEF T MR AN B R o AN 28 IR R WA el i i 4 R T g
g

O MARERES, A8% . WL A RFIHRGE S,

Q HRPER AL T I BRG], A7 R AR LUR AN R RS 2R

Q BA AT A DFE B0 TR IE AT R

O BRHEERAELITA{E: subpoena@uscourts.coms

VRS, TR XA AR 153 35 IR A AR A0 B B A T TR R AEHR 2] B P

O SR R WG RS B, XA, EEREER T A F S I SRR
X3k

Q &AL R @uscourts.com, BRER IR, (SRR BT A7k e Wl
HEARTE TR . gov T o



14 K& 29
TR, A P HIL AT X 45 R o i AN sk R AR Y o PR IR
BRAEIRA — MR B R I8, AR .

14 @

M =H

~

BAEVRE I T T MR . AT, JRIZRIE T X S 2

Q MZH e X

Q & WY B Aracd

O P24 a3

Q YRR

Q FI I 2844t B0k 1 2 e VRS ]
O HH A R DL 2 4 £

O MEEEAEYE

A BEORR R AT T IR T ERE SCL JER, LABC AT 206 Bir Ay AR i
B AR — B A E A [

LIRS DRUK BT R B4 — T AT, M 201248 5 H 3] 2013 4 4 A iREDILA
AW, Al 3700 TP AR T, R FERH —ANE & RR, 2R
MTRETS FITE AR o AT, BERKZAA 3000 123 FREAEDE &%, Hl 90% 4
BRI R . VR T LR R — B, BT S B T R
IR TR, IS AR S — RSN i

HCEFA UL, PUORFRATIGE BT AR ERARBE K T o MZE R AIFA S URSE TR
THrA, MHRETIRAM 2 280G E. IRITRAAIBMERS, BE R AILET
WA, W ARARA IR ? TEFRATH &I

(D Social-Engineer Infographic, April 28, 2014, http://www.socialengineer.org/resources/social-engineering-
infographic/.



o 2 B
JUR Y i AR B Tt )

‘Kz BBEIANAEZT !
—F - 148 #% (RonBurgendy, $tA 3 T3
HHpEGRES), (ZHESTR)

AE SRITE— LR T R, A AT EWI RIS RE E AT, b2 ot
sediy HAp AL aE MR T4, SEUBIME T ARA R RE ?

A—ADBSIRERBEFHF A FIRFA KRR . - 17 S IR RS R
BN A R T5, e — MR B I AR T —H5 55
BRP LI RAGER . EIR . ZRAHAR S Sh AR IR AR & o R—I, ARz
Mo T B I — A E MR RS20 I S R o BT IR BRI 2 ZE IR, AR H AL
i, AT - —E PR ZEE ARSI . X —EH IR HI e, i es
TG T MR, UARAE AL & RO U AN AR FL 2 Th 2 AR A —HE

HEANBEANRT Y, BEHSVEHRA PR, FRERBDLA R,

Q S RFDEHI e A LT [ —— RN E AR LB b — R TR
Q YIRE HHARLEER G ERRME, FHETKER . RIEERXIE S L T EEK
REAFRN, AT (EFRER ) SROTHILIUR B F AR —FE . (B, 1A,




2.1 RS, WEKTESE | 31
MR, WU, AR PR R A ELY
ARG 2 IO T Y PO AR S . 9288, TRT — MR E

SRMLAAFE 25 T, AR B 2L THRARRE . 17 F/ I, T RE N A O P A s i
EENEE, (RRBUER RAE FH AR e — MR I PE o

TRV T UL, AR ZAE B 35X — B AR5 — T

Q PR AR A B S TRATTR X AP A B A SRS A

O RFAE T —RINNEK, WIRNBEEELE .

Q FRATEREBLEM SRS MY, BV R B BT A AR CAE B EDLT .

O FRATAMESE R D . A5 Z AR X LE TR B NP . (e — AR B T 3 i
BRI )

21 RE: WiEKATEIEE

IRIETCHE R — PR, (Bt T RS2 — 1 T T 83 T ) e o DB R T OU T
PRARETEAE S RE VR A RS IR S 15 o FA 1= 0 i A e o 0y SO R TR, I
SHBEH R ARG A . (2L, VR — AR T 04 22 oy I S — S L PR T AS 2
RESNI%, AR ) (HRRARREE TSR St

JUE R RSB RZ KRNV, (HUe RSP LR —A R w2 22 Bt
B, BRMEZMRNIE, AEHT UMY KE ., @il &%, BURFSEIIR
FERUFIFEE

FIARIRE IR — DR LK, BRI AL MRS . FIFk
A BEAEPTA A58 sE IEE TR IE S RIATTE, BEEATTIE,

R AR T — Mg R A A, AT LU AR Z2 R i R i i R A R . 1E
Bel 2 AN BRI BT, TEICtE, A2 (A HAWYR ) MR ZBERHRIAZ,
TN A7, ARHRIRBIARZ RERIG I T LA R AT RENE, TGI8
PRBULTE , AR OGN E ERAINS . BARTRATH BRSO FHEE S 5 AT
HAE, AEJETRATIMKIR 2o 1 A A T A 97 A



32| 28 REBEHNCEZREN

211 INFIRE

AN, IREAT, SChr EFRATERA o AN ADHL, EIRIER I AR 222
—FhEEES, EEIRT I ENZR . ARG, RO e R E R
B PE o SRR Z I Bl P EE IR, RO IA I 22 2 WA VR 3R
AT HBEE.

R AR EIE PR PR, IR AARE G an], FRATTHAR N 1222 3T 5 S5 AH IR
AP o (HERSZIR AR . — 2302, 20% 2 AE A B9 TR T 80% 298 A ) 1A) ( AL
B 2-1), PRESEWHEFR?

20%HE A 75 T 80%3% A & i B RSO SE e —RERY, (HAERIE, BRZEN P
— o (HLARHERSSEIE, ROSTEHAML—LE MK, NSRRI & R B R 1. ) B R
#p (framing effect ) WLE—FAAINZE , EIFARIRAY S HR TSI AR, 5l
A ULVRAY S AR T

FAN LA H T — AR 5T, B Pl A BE AR AR MR B 1 Ao XA A —
SRRt — R IR EHS . S2EAFFHR ORI U —SHE R s 6, 60, 1B
@ LEMEG, FAT—IFR LU — IR KAl gm . (A 2 5 FAl]
KB, X HAISER MR B AT B A B o JRATTARIER AT LA 2,
B2 ) AR R, AU IESEE (R 30) A8 T o BEARA B IAT R ARk, HR
FATTE BB A R R TS AN AT IT 77 A T BRI



21 ke WEAKTEEE | 33

J— BRI FRAT TR IR A R 22 02 ¥T A M8 & % (availability heuristic ), X &—
IR PR A TR R IOPERS , BB T IR IA S AR HY)

IR, PRAITE SR E B A SICEHUIE I N2 B TR MR AL REM
NATRE et g%y, RSS2 R MIg A SR N E 2 —28, (FRAE
XA, AR AEA? ) o, FEXINIFWTT, SRR ERR T
JEPR 2 — AR AR REA e S MU AEEL BT P ek R 32 rh o f 28 ek AR T, (R ARIRAD
WrsA AN A S BeLAnst . AnsRICATREARE H DUt AR S LE 05, IR AFRAT T Kb 2
1] T e it & BB AR e E B o (T LARE GRS b i X DR P i B SOEPE 2R

i —MES— RN W25 2 #4432 ( confirmation bias ) VLRI A T T4k
TRFRI S PR B, SR BESCRrUR UL 9 7 ORISR B o 280k, W IR
INKAEEERIE—FI GRS . =l (DL 2-2), BAMSRIRIEATEF B — H A= R
W, FTRESUCHE RMBCEMARIERE W . FRE, RATaes EMER “HEROA
O WA ARERBEILFAT, ERRERIGE o NEdE” .

K22 X RRAERIE R IRA

IR, B — SRR REE, (RIS A B TR AR R . (HIRARAT L
BRI, RIREA FIRBVRATREI A B BRI IR R, Bkt R HSUR 51 |
A RBRAEIL, D22 A ER T . R, BRI —REE A4
NINHRGAERSEH )



34 | F2FE RREBHUCERZRN

2.1.2 HBERKRE
PRIF T B 77 f B Ly TGy BRSSO VRA R Bk ™ A= 20

RGO, —RORIR 2 B B Bl Y3, Kb RS
JERER 2 HGER, (RIS S ST nT BE R S T 45 A AR o 35 S 1o X R >
el ey, S bR AT RElE .

P ARSI 7 © 28R I — R 2 — B ] 1o A BB X DL AIACE PRI Y
R, DIRILF B B A 09 B, W37 BRI ) T3k 06 b i AN
R B

PRI A PR B 1 AR SEN 7 v HUBAR I AR 2 A A4 S 3RATT—&
TAERIIE, AR 20 Mt AT —LE SRR ORI ) . (EYURAL LR
THERE, BRSEERTN.

IRZX NERBPIITTERIN . BEE DURRLEL AR, B KRS de 2ehiin . A
FAFABETIT o, XAl .S58 b, PURE— Ul (OFARUUR v BLUTHR o3
AR ) — AT ot TAFAILRERAR, k= BY)5C R B LS T,
FA TP SO FA T e —RE

R, PRICARR BB RV TR Am iy JRAEEUE, RemELT . IR
ICARUREE iR ) %5 T AR N e 7 K R P R — R T . ASRARTE A |,
AR AU N TR 5 RIDRE FIR A9 A H —

KA - P SERMB Y TR ARG — AR TE , LT SCRF TR — AN e URAES ]

(D Vinod Venkatraman, Scott A. Huettel, Lisa Y. M. Chuah, John W. Payne, and Michael W. L. Chee, “Sleep
Deprivation Biases the Neural Mechanisms Underlying Economic Preferences,” The Journal of Neuroscience,
March 9, 2011, http://www.jneurosci.org/content/31/10/3712.short?sid=2ebcdcc4-0bda-4ac9-9898-7ae10511a01d.

(@ Mkael Symmonds, Julian J. Emmanuel, Megan E. Drew, Rachel L. Batterham, and Raymond J. Dolan,
“Metabolic State Alters Economic Decision Making Under Risk in Humans,” June 16, 2010, http://www.
plosone.org/article/info%3Adoi%2F10.1371%2Fjournal.pone.0011090; Phys.Org, “Hunger Affects Decision
Making and Perception of Risk,” June 25, 2013, http://phys.org/news/2013-06-hunger-affects-decision-
perception.html.
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(D Mirjam A. Tuk, Debra Trampe, and Luk Warlop, “Inhibitory Spillover: Increased Urination Urgency
Facilitates Impulse Control in Unrelated Domains,” 2010, https://spiral.imperial.ac.uk:8443/bit-stream/
10044/1/10464/2/Tuk_etal_PsychologicalScience 2011.pdf.

 Yoona Kang, Lawrence E. Williams, Margaret S. Clark, Jeremy R. Gray, and John A. Bargh, “Physical
Temperature Effects on Trust Behavior: The Role of Insula,” August 27, 2010, http://www.ncbi.nlm.nih.
gov/pmc/articles/PMC3150863/.

(® Lawrence E. Williams and John A. Bargh, “Experiencing Physical Warmth Promotes Interpersonal
Warmth,” September 3, 2009, http://www.ncbi.nlm.nih.gov/pmc/articles/PMC2737341/.

@ John Simister, “Links Between Violence and High Temperature,” 2008, http://www.academia.edu/
443678/Links_Between_Violence and High Temperatures; Amar Cheema and Vanessa M. Patrick,
“Influence of Warm Versus Cool Temperatures on Consumer Choice: A Resource Depletion Account,” May
1, 2012, http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2088973.
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(D Science Daily, “The Way a Room Is Lit Can Affect the Way You Make Decisions,” February 20, 2014,
http://www.sciencedaily.com/releases/2014/02/140220132004.htm.

2 Solomon Asch, “Effects of Group Pressure upon the Modification and Distortion of Judgments,” 1951,
http://psycnet.apa.org/psycinfo/1952-00803-001.
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(D Konrad Krawczyk, “Man Makes Fun of Heartbleed, Posts Passwords Online, Gets ‘Hacked,” ” April 16,
2014, http://www.digitaltrends.com/computing/man-makes-fun-heartbleed-posts-passwords-online-gets-hacked/
#1bjg23i.

(@ Natalie Evans, “Robber Who Tried to Hide His Face with Clear Plastic Bag and the Top 10 Strangest
Disguises,” June 20, 2013, http://www.mirror.co.uk/news/weird-news/robber-who-tried-hide-face-1966995.
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(D Lee Moran, “Illinois Woman Arrested After Posting Selfie Wearing Dress She’d Stolen,” July 21, 2014,
http://www.nydailynews.com/news/crime/woman-arrested-selfie-wearing-stolen-dress-article-1.1874408.
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coinbase
Hi,

Click here to sign in and view this transaction

Kind regards,
The Coinbase Team|

Kl 2-3 FIHI5TAE

AR LA P (Bitcons, BTC) 2 —FhfE— R E ZTUSLBRA F K TR T3 F
Yoas A AS R TR RS, e BBATR, IR T L ERA T — Ik
ZRMAEL R T X, BACALBER SR G ZA#ITRE, RERFH =
TR AL, B 2-3 B3t 349 Coinbase 2 3] #t2 — R LA T &5 23] .

Kl 2-4 J7R T — T B (B 7E 3 A 7 I 84 f 30t . 5 Rl 8 194 5( National Institute
for Health and Care, NICE ) J&—NESLWEEIFH, HiX s iIFE ARG E —EHE
EHRIE . RARMERRB]— AW R R o XA TG LA 1 3 iR Bk
FALM T, HBE LRI SR AR R R X AR g e
G A T — el AR AR R

We have been sent a sample of your blood analysis for further research. During the complete
blood count (CBC) we have revealed that white blood cells is very low, and unfortunately we
have a suspicion of cancer.

We suggest you to print out your CBC test results and interpretations in attachment below and
visit your family doctor as soon as possible.
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A 554> (Federal Trade Commision, FTC) )R

For this unprecedented event, we offer our deepest prayers of condolence and invite to you to be present at the
celebration of your friends life service on Thursday, January 17, 2014 that will take place at Eubank
Funeral Home at 11:00 a.m.

Please find invitation and more detailed information about the farewell ceremony here .

Best wishes and prayers,

Funeral home receptionist,
Lucas Murphy
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From: *Russian.Date - frankB071@pierbr.org

Subject: A Beautiful Bride Could Be Yours. 252 girls on now. ******* @gmail.com
Username: ****** @gmail.com

Password: 44282354

Single women from Russia. Check out profile today for free. Go here-> http:/fwww.pierbr.org/a48338/?
chcb9eh4ac91eaalh10dhDe5d31
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WHAT YOU WILL DO NOW IS TO TELL ME THAT YOURE READY TO MAKE MY
ADVANCE PAYMENT OF S20K THEN I WILL PROVIDE YOU THE ACCOUNT OF
WHERE YOU WILL NEED TO SWIFT THE MONEY, AFTER THAT I WILL THEN
ARRANGE A MEETING WITH YOU AND GIVE YOU ALL THE INFORMATION YOU
NEEDED AS A PROVE,ABOUT THE PERSON THAT IS PLANNING TO KILL YOU,
WHICH YOU MAY TAKE AS YOUR FRIEND. AFTER THIS,1 WILL LEAVE THE STATE
BECAUSE THE PERSON WILL SEND SOME MEN AFTER MY LIFE.

TELL ME NOW ARE YOU READY TO DO WHAT 1 SAID OR DO YOU WANT ME TO
PROCEED WITH MY JOB? ANSWER YES/NO AND DONT ASK ANY QUESTIONS!
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(D Allan R. Cohen and David L. Bradford, “The Influence Model: Using Reciprocity and Exchange to Get
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UPS Periodic Update

' UPS Technology Administration <myups@update.com>
To: Recipients <myups@update.com>

May 5, 2014 2:57 PM

1

> Ship Online
> Schedule a Pickup
> Open a UPS Account

UPS.com.
Fast.

Easy-to-use.

You can use My UPS to

IR

Your UPS Account Will Be Suspended

Dear Customer:

We are writing to let you know that there are certain
issues with your account and we require you to verify your
account immediately

To help protect your account(s) from unauthorized access,
we have restricted your online access, pending
verification of your account

Simply click here to verify your account(s).

We take your account security very seriously.

If you have forgotten your password, visit Forgot
User ID or Password on to reset it.

Thank you for choosing My UPS. To learn more
ways to make My UPS work for you, please visit
Getting Started. We hope you visit us again soon!

Copyright © 1994-2014 United Parcel Service of America, Inc.
UPS, the UPS brandmark, and the color brown are trademarks
of United Parcel Service of America, Inc. All rights reserved.

Please do not reply directly to this e-mall. UPS will not receive
any reply message. For questions or comments, visit Contact
UPS.

We understand the Importance of privacy to our customers. For
more Information, please consult the UPS Privacy Policy.

This communication contains proprietary Information and may
be confldential. If you are not the Intended reciplent, the
reading, copying, disclosure or other use of the contents of this
e-mall |s strictly prohibited and you are Instructed to please
delete this e-mall Immediately.
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To help protect your account(s) from unauthorized access,
we have restricted your online access, pending
verification of your account

Simply click here E@verify your account(s).

We take you http://alexandraz.co.za/includes/MyUps [UPS.htm

If you have forgotten your password, visit Forgot
User ID or Password on to reset it.

Thank vou for choosina My UPS. To learn more
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Vol 05 Issue 58
July 2014

In This Issue

Think Positive and Act Confident

« Think Positive and Act

Confident
¢ Social-Engineer News What if you could predict someone’s level of risk-
« Upcoming classes taking simply by observing their nonverbal
behavior? What if you could accurately calculate
THE NEWS how much exposure to harm or loss a person is
willing to accept based on reading their account of
a similar situation? Welcome to one of the
As a member of the newsletter sciences behind social engineering &2
you have the option to OPT-IN
for special offers. You can click Your risk is showing.. http://www.social-engineer.org/framework/
here to do that. A recent study at the UmJ general-discussion/social-engineering-

found a predictive correladefined/
and risk-taking that worked for both verbal and
nonverbal behaviors (Moons, Spoor, Kalomiris &

Rizk, 2013). The researchers asked 106 undergrad
students to participate in small group exercises
where they discussed two possible solutions to
both a financial crisis and a life-threatening health
crisis_The first solution had lower risk but a

K43 — A2 a HIER R

Check out the schedule of upcoming
training on Social-Engineer.com

REGISTER NOW!
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B 2R BEAR Y T FTHF URL AHESRFIMT R 21 Wk R 8 Tk, mimbee A e
B2

Q http://microsoft.com/file.txt

Q http://secure-microsoft.com/file.txt
Q https://secure.microsoft.com/file.txt
Q http://microsoft.com/secure/file.txt

Q http://rnicrosoft.com/file.txt
LS N G A7 2 S NN TP g 1B 7 A

Q F—PMIbEEERN, BARTIDT www, (HEBSHE 0 T — LA AL

Q ZNOXTREE AWML, ERTREIEAE T, 2R secure-microsoft.com H1fY “-”
FIRE A (microsoft.com ) MY 584N,

i R 119 a7 o P - B /1 IR o = G o VA 7 o4 ) https JIi 55 %% L o secure
L C2P 5 3 € A P g 0 B o R e o G | S e 7 N
AT 7 AR 0 SkaRIbE, ) EIREIZ TR TR, o 4R
—ANHTREA , I AR AT E R .

Q FBEAMaEE RS ERN . BHREM T 284

QB ANEARAERM, ARG BAHT, AR m-icro-s-oft, T
r-n-i-c-r-0-s-0-f-to E/NE Y R FVINE 1 N A — R, AR 55 R8I H Al ,
M2 eNTE EZRPE—1/ NG M.

BRI ECARZIFEZEE AL THER TB, Xt AT f#br URL



43 #=3%. URLMRIF 177
R EENRERA,

XY= NRANEPIRE A . AR TRt 20, REES.
IEANATHEIER RN, MR AR, X —FNE LRI T 300 J7E4M
MR X ECHAR K .

IRUNNYE, PR IR FAR RN R BRI AR Y, LATE Bl T 03 T AT 551,
A O AR Z IR P E R AR Y —8 70 o FIF A2 PIHA AR 1L 55
WA AZRVE, A2 2 A TAO AR AT e B T TR A2

ICAFS 1 B LI AR . S kg7 FORBOARE ik, FRE LA R
300 J7 B FERPE T —FRMEE AN ZEE R EIR R — B R . FAGZAGER, (H
Je 22 M B2 T ARRIIE SR AT AR T IS URL T, DR hy ik 5 R A s 1 B o
Jelhru Z5 R R, B AFREEE B2 — MR B B b Rty , BV & A4 A FL R —HE

A A 2R e LR M aUHS, (HRESZACER I, N URL fgdr, nlRAHEB)
PRIFEAR I 2 4% T AR DS o

W& = S B A

FURTTRAA R RE, Toat BT LUK AR At 4 . B LI,
FRLBIIT, R M R 20

s B mT DA SE— S5 R AT 345 o PR IE, secure-DOMAIN.com Jj&— AN
[7] 7 DOMAIN.com B#Hs 44, (HURE LI—NEERNARg R, IBazEERTHE
NI e AR ML

[FIFE, MESEHSERVEBINBIIRS 2, ARG H X B G iR 55 48 ok A 05 B IR
XTSRS G RY, WARKER, 250 URL @A n] LIRS B R S sz FL 3

5 PR B, S AT R oA, DAL IA) [ O — ST IR B, sy vk AT
DITE BIR MRS o A SR ICAE, WERARE 2RI T 85 178l , i i L 4RAH
#RIT s



8 | F4FE RIPIRE
4.4 FEMIR: STHTEBEL
o k.

AR LR, POAETRADHT T IR WSR-S AR, R4
ARPNEIAE IR o TA RIS RIA7EAE, FRICIE S VRIRIE 7 B R
FRIIERIES,, ORI AT LSRR EN DR A, DU AR ERT.

PRAT IEARIEE BRI R 5 | % i A\ Email headers in <RE-B LMH>KFEEIRHE
O AR SS v R Ak o

1% GPS Mtk i LL . IR K Z G, FATLIAR VRAGFTREAY DI S0 SR mf & IRk
MR AR R L o AR URFRARE AR AR — AR, (EUR GPS /R IRAE T R I TR 7E 5
TARBRER I, B AR ALE ROE I T B T ARk

MRSk SR, EATTAT LSRR BB e BA R BRI . RE RIS X%
PSRN — B RO . XEFIRPEA R A SEMIZS A 7] (Delta Airlines ), FUiKAfi
BRI A S I DU EEE R

LEFATH B BEA AL MR SR IWTHF A LA . Sk Anf&] 4-6 Frzm

delta.com>
To: chris@social-engineer.com Chris
Reply-To: SkyBonus <support-b9f4rtybgyfvyjauze964qegevaley@e.delta.com>
Delivered-To: chris@social-engineer.com
Received: by 10.76.159.162 with SMTP id xd2csp2046170ab; Mon, 8 Sep 2014 15:03:44 -0700 (PDT)

Received: from mta602.e.delta.com (mta602.e.delta.com. [38.100.169.66]) by mx.google.com with ESMTP id
$3si159525840b1.68.2014.09.08.15.03.44 for <chris@social-engineer.com>; Mon, 08 Sep 2014 15:03:44 -0700 (PDT)
X-Received: by 10.60.93.66 with SMTP id 7770eb.34.1410: ; Mon, 08 Sep 2014 15:03:44 -0700
(PDT)

Return-Path: <bo-b9f4rtybgyfvyjauze964qcgevgiey@b.e.delta.com>

Received-Spf: pass (google.com: domain of bo-bSfdrtybgyfvyjauze964qcgcvq1ey@b.e.delta.com designates
38.100.169.66 as permitted sender) client-ip=38.100.169.66;

Authentication-Results: mx.google.com; spf=pass (google.com: domain of bo-
bfartybgyfvyjauze964qcgevqiey@b.e.delta.com designates 38.100.169.66 as permitted sender) smtp.mail=bo-
b9fartybgyfvyjauze964qegevg ey @b.e.delta.com; dkim=pass header.i=@e.delta.com; dmarc=pass (p=QUARANTINE
dis=NONE) header.from=e.delta.com

Dk i v=1; ha256; d=e.delta.com; s=20111007; t=1410213824; x=1425852224;
bh=n3BI59kfRgesEiihAa7OUfYB1N1Tbw48mWQs9AOmM+x8=; h=From:Reply-To; b=nag90z4QblLzz
+WWJcCBYroQiKrOjAVB5X+ss07j2seco90dKG4wtUNmID/2ZLtJ9TS KXWQPhObJiVis3cSAOUUOhyQUNXrxMYomeQP/
uCeyyHMuSmady YWZQnrJS5ncqQIMK tqTxiBQDMUj4qoGXdsbLksOMgmo1 TLIQGI4ZOkAA=

Domainkey-Signature: a=rsa-sha1; q=dns; c=nofws; s=200505; d=e.delta.com;
b=iP1n1tMBnstdGiMateWZEsGY413lJks5JM3otnDXi9n4x

+4mtUh11 2n+nWoToywylz+Qyz+dDZiq6H
+41XvridsL iTXKV6|D! YM=; h=Date: ID:List-L it ‘rom:To: !
Version:Reply-To:Content-type;

Message-Id: it lgcgevgiey. 147! .3047 .e.delta.com>

List-L ibe: <mailto: i qcgevg ey @e.delta.com>

Mime-Version: 1.0

Content-Type: i i gcgevqiey”

dary="
Important Information Regarding your Account

Kl 4-6  GFRYHRPESRIE IR AT MRIF Sk

RGNS 4-6 RN AIRERING, IBAVRATIBRERR 4-1, EIHLAE
KNEIRIR, XA LIRS L,
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£ 41 {45 EH Delta.com Btk

BBk B T &R &
To (REZE) chris@social-engineer.com Chris<chris@
social-engineer.com>
Reply-To (%) SkyBonus <support-b9fidrtybgyfvyjauze9d6d
gcgcevgley@e.delta.com>
Delivered-To (BDEEE) chris@social-engineer.com
X-Received (HBHSEIE ) by 10.60.93.66 with SMTP id cs2mr3526

47770eb.34.1410213824746; Mon, 08 Sep
2014 15:03:44 -0700 (PDT)

Return-pPath (iR [AIf&4E) <bo-b9fdrtybgyfvyjauzed6dgcgcvgley@b.e.
delta.com>

Received-spf (&ff A SPF’) pass (google.com: domain of
bo-b9fdrtybgyfvyjauze9dodgcgcv

gley@b.e.delta.com designates

38.100.169.66 as permitted sender)
client-ip=38.100.169.66;

Authentication-Results mx.google.com; spf=pass (google.com:

(@2 RINTR ) domain of bo-b9fdrtybgyfvyjauze964d
gcgcvgley@b.e.delta.com designates
38.100.169.66 as permitted sender)
smtp.mail=bo-b9fdrtybgyfvyjauze9ded
gcgcvgley@b.e.delta.com; dkim=pass
header.i=@e.delta.com; dmarc=pass
(p=QUARANTINE dis=NONE) header.from=e.
delta.com

Dkim-Signature ( DKIM v=1; a=rsa-sha2b56; c=relaxed/

547 relaxed; d=e.delta.com; s=20111007;
£=1410213824; x=1425852224; bh=n3
B159kfRgesEiihAa70ufYBIN1Thwd 8mW
Qs9A0m+x8=; h=From:Reply-To; b=n
a90z4QbLzz+WWJcC8Yr9QiKrOjAV85X+
5507j25ec090dKGAwtUNmID/2ZLtJIIT5S
KXWQPh0bJiVis3c5A0uU0hyQuNXrxMYomeQP /
uCcyyHMuSmady YWZQOnrJS5ncgQlMK
tgTx18QDMUJ4qoGXdsbLksOMamolT1iQG14Z9kAA=

Domainkey-Signature (144 a=rsa-shal; g=dns; c=nofws; s=200505;

R d=e.delta.com; b=iPlnltMBnstdGiMateWZE

RS :
sGY413TJks5JM30tnDX19 ndx+4mtUhl11VHO9aXf
oNeAsud517AGSpu8BzFvSgn3upQliXj7mGxuHS
3WyZp5Ce2n+nWoToywylz+Qyz+dDZfgb6H+41Xv
ridsL60VKWSGTXkV6FDNSWNh6t ZBKTCcwBWYM=;
h=Date:Message-ID:List-
Unsubscribe:From:To: Subject :MIME-
Version:Reply-To:Content-type;

(D SPF J& Sender Policy Framework ( &% )7 JISHELS ) MI4ES, Je—FpLL IP MUk DAGIE B F IR PE &R
SRIEAR, BRI, ——RF
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I E e &

Message-Id ([EE%5) <b9fdrtybgyfvyjauze9dbdgc
gevgley.14705548104.3047@
mta602.e.delta.com>

List-Unsubscribe (iEIT <mailto:rm-
*:‘E@\) 0b9firtybgyfvyjauzededgcgevgleyle.
o

delta.com>
Mime-Version ( MIME KA ) 1.0

Content-Type ( Wg;}gﬂ) multipart/alternative; boundary="=b9fdr
tybgyfvyjauze964gcgcvgley"

FATT LAE UL B9 & A T M A sk, [0 kAN el AN AR VE AE s ES 1) T
delta.com, FATHAT IR A ZEAFEE ID LA delta. com, X #RBMRAIER
HERT ARG, X WERE T TE .

TEFNE] Delta.com BIHFFEREIN, Ftlle] 7UNKE 4-7 Py —Elee:. et
T U R R

Ir

Paying too much for
Health Insurance?

Our simple forms and instant
quotes can help you save money
on your Health coverage. Lower
your bills, use the nation's top
providers and save money todayl

Get Free Health Quotes

Lower Your Health Insurance Rates Today!

If you no longer wish to receive correspondence or special offers from usinsuranceonline.com
please use this link to unsubscribe. @2011 AllWebleads com. All Rights Reserved
7801 N. Capital of Texas Highway, Austin, TX 78731. Privacy Policy

K47 Prigf @R LA

O “RITHER” BRI fEeIen U AR iR TR 1R LY 7 B FEH




4.4 HIE. HATEREL | 81

UL R A ] RS I B E D T, (R ERATRBE R IRELIE, e 4-8
PR

USinsurance <USInsurance@frenbury.eu>

To: logan@social-engineer.org Chris

Delivered-To: logan@social-engineer.org

Received: by 10.42.215.69 with SMTP id hd5csp584155icb; Thu, 11 Sep 2014 11:19:04 -0700 (PDT)

Received: from 1d2e4wpsq.frenbury.eu (1d2e4wpsq.frenbury.eu. [74.199.201.16]) by mx.google.com with ESMTP id
a93si2170300qge.120.2014.09.11.11.19.04 for <logan @social-engineer.org>; Thu, 11 Sep 2014 11:18:04 -0700 (PDT)
Received: by 03510818.1d2e4wpsq.frenbury.eu (amavisd-new, port 10820) with ESMTP id 03XWWIA5108QVVLY18; for
<logan@social-engineer.org>; Thu, 11 Sep 2014 11:19:05 -0700

X-Received: by 10.140.90.42 with SMTP id w39mr3951809qgd.88.1410459544779; Thu, 11 Sep 2014 11:19:04 -0700
(PDT)

Return-Path: <USInsurance @frenbury.eu>

Received-Spf: pass (google.com: domain of USInsurance @frenbury.eu designates 74.199.201.16 as permitted sender)
client-ip=74.199.201.16;

Authentication-Results: mx.google.com; spf=pass (google.com: domain of USInsurance @frenbury.eu designates
74.199.201.16 as permitted sender) smtp.mail=USInsurance @frenbury.eu

Content-Transfer-Encoding: 8bit

Content-Language: en-us

Mime-Version: 1.0

Message-Id: <6820885563631658201301255298835@ 1d2e4wpsq.frenbury.eu>

Content-Type: text/html; charset="UTF-8"

Health Insurance, no longer breaks the bank | Get no cost-oblig quotes from all the top companies here

& 4-8 WMk 11

TEARALTE M A% BN B0 T, IREEM P& A A7 ARF WL R PF LT 75 AR Y 44
(usinsuranceonline.com) JT1g? A&, BMZ, REFINE frenbury . eu X4~
4. — M EEREP MBS A IR A EREITE, XA SR, XM FE
R 4-2 ORISR M IE

% 4-2 1F4HFERY USInsurance B4k

BB KB IE R AR Tl
To (Kik%E) logan@social-engineer.org Chris <logan@
social-engineer.org>
Delivered-To (B AIEZE) logan@social-engineer.org
X-Received (MBMARIE ) by 10.140.90.42 with SMTP id w39mr395

18090gd.88.1410459544779; Thu, 11 Sep
2014 11:19:04 -0700 (PDT)

Return-Path (iR [A]f%4% ) <USInsurance@frenbury.eu>

Received-Spf ( &{} A\ SPF) pass (google.com: domain of
USInsurance@frenbury.eu designates

74.199.201.16 as permitted sender)

client-1p=74.199.201.16;
Authentication-Results ( BHiAiF4ER ) mx.google.com; spf=pass (google.com:

domain of USInsurance@frenbury.eu

designates 74.199.201.16 as permitted
sender) smtp.mail=USInsurance@frenbury.eu

Content-Transfer-Encoding ( Hﬂgﬁ‘%@) 8bit

Content-Language ( Mif1ES en-us




82| 4% RIPIFE

(L)
HR Sk B R R &
Mime-Version ( MIME RiAS ) 1.0
Message-Td (fﬁ‘@gﬁ% ) <5820885563631658201301255298835@1d2edw-

psqg. frenbury.eu>

Content-Type ( NAZEM ) text/html; charset="UTF-8"

SRR S v 3824 FTHIE A4 H (R 3044 2 AN AR G o TR HbchE AT ATESS SRR AN USInsurance
T AR, BB ARG — R PRI NS AR, WX
AUl R DA ZAFAEBORFIRRIR, AR ath2s EAGX BRI, A2 S b B
Fe, TR MR B R

W& = A Sed B A

KA R PE St n] AR IR 22 42 77 R, IEANFRATTEE, A Sepy b s i —A~ H
1 X RIZE TR, SNE RG] SMTP [l 55 s iAo i 2B 44

URAREG 2l B A BOlEeE, 2R A USSR —EARAER T, §2%F. (AZ
A NFEB RS TF7 )

TERCRHORTESS 3 BRI, WA AT IARE S s 3RA T 20 B0t M X — 5
AAT AL S S AR L i SRR AR AR B R G VR, TR A5 AR R4 v g B
P R S ——BAT FEX NI R INE T

P E PSS AR AT AR, FREEHTE TR BRI S5 fe A 25 B A IR
N SRR BHABBEDL A sk e 2 R o A SRR e 2 MR 5234 4
%, WLlREB A7

BB —H kI . WRREERHAE L0 Vrllerk, 3R EGCEAE R AT R
PEZ T, PRERE RS — PARSEAt IV B AR R AR, A A RSk mT AT AR O s ol
JRVEAREE, (HJEIFANRE 100% PR UER AT LI B A B3 e o
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45 ZFEHF: DA
* k. '?JJ’—

e, RERRVGRAT 4, XA LR IR B A 24 SR R Ll i, o &
('sandboxing ) f&—PRHEGUR 217, F7AEQIE— AT LLSF TR MR E A 205
FER RS AYRREE . X e RS AT BE G Sl el AR B, B T A P A R A
o BT AR B AT R G M 45 R il TN T2 8T, AT DA — LTt
FHLBAAEFTRZ IR B PEOR AT IR SRS X MESAER T, 18 4-9 BV &r—1
iy BN T A

XABEARME, EXMRZEIIHERA R B WA A mHE A R IR PEEE rh 2D &
AT AR, BEREENT LA S RGN, MHFAT IR, LRI AR
eZ)n, ENMA g EN IR,

VAR, WARS W, (£ 10S Ml Android V-5 H#A &R A, v LIAIRET
TEREAE R BB AN E R FAUA LY o ) — A1 5 sl /N A ARAS AR A B ]
LUV &

b & =y

= Feik il
A g

A A

E 4-9 k&

il

TRZRA AL B AR G XA RV — e TR RS M
AU RLIRISA T, PRCHR AR AT A AR AT LATE B i LA s Hee 2 575
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REFA e fTEL— D& (PUMIRIEA XA A ), HEER e
— R AT AR L AT A2 5 0 UG O B

W& = A Sed B A

FAEGVEA TR T — e SR 5 TR B A AR I T — 1Y Quarian
BIHARRE A . XM T 2011 SRR R B, fiefh i PDF, DOC
B XLS SCfF . XA 2R RTEUR R T T 0 B G

BAEFEK, Quarian K T, HTHHAL T — A EARGRIRAS . X DHIRAELE T —
Lo BRI

Q & H 3L — Windows IR, NEHRE—MBITREF.
Q BilidiE T — RIS R E MO RS w ok T A sk,
Q B AppID BE AT E, L Radk iy &bm 5],

WAb, NAEZLRTIRA G - S 2P e (Mati Aharoni ) — TAF, fifZ& BackTrack
( BAERY Kali Linux ) (YL RZAEIG N, IRER T —MagiEd Byl E R
TSR,

XEWREHA? BEEEZLAEIEN T, M EAES T T S i B AT TR ARAE AT ]
BTk s (ARG TGS )

TN A — U S AEAT A A PR 2R B S B0 R B BOAR g 7 S, IRt . A
PUREERR, FFAREILR S THE S TRA R

HARZHATITE BRI A E AL, FAKEIR 1o 18 2 AR 2 AR w R A 3=
o FT—1RMNekHEX L F B EN T 28 AREEE

O R L H RS B RSIE . TR T S AN DI RE AR AR AR
BT
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46 “@HFEET REREEEH

TRZME SR VT EARME, ] LLRIE S T2 4, Ho i 2 A7 H1 ), (A2
FATH I “HEE" —K,

e RIS A A IR TR, AW SRR ENTRE AR, KKk
WAL ENTERTHI,

4.6.1 SEHIRENG, FRGIARR

— AR IAE—Z o RIS IR 2R R F R DU ASRARASE R VR A B Pl
IR R e, IBAEE, SRIRE IR SR fr itk

AR E RN T2, A 20X — I 248 L R g AT . HLAR 7
—, AT —T o WRIRIEE|—SE Ml BmHA — 4% www.superbad-
hackingsitethatwillruinyourlife.com, RZEH T, SRIFE G, Kk, IEAMRME IR #EA
WS DU ? A2, RAEXT T

yourlife.com,

PRATESR V5 IR )& www.superbadhackingsitethatwillruin-

HIE,T RS, CUNAR URL BkG2 www.microsoft.com, 118 s ) oY I i &
— AN, AR AR 2 e g7 7

R, AR SRV, WRARIEIRAGH P HRE RIIRE A, AR A 21517 Bl 2
TRASSCA 7 1 W3l o BN SRE R P i TR R AN 2, B A 15815
BT A R SRR AN e TP A ], ST BRI A, Ak
S5 B — G MG, I T RER AR A ERE 2 ok

FIrAVE, At W, Fefi T R i RN . AN BRI Y . ANEE R
GeAEVRIE SR UM RAS URL, S NIARZRE ST .

462 HZEHEXR

TR FRAIE— BB F, BN ATRER IR, FAL ek
A B B T A, AR TR RE S IR B S AR B R T
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WK AT, IR AR R e e T — A AR i B R4 T T
Ko R LENAFRAER] — R A w] TAE, IR A/RATRERE 2wl B 1 Ve AR o
USRI 75— I TAE, U] REAEAR 1T, Fikh o TR A ST Al AR =

A A AN BEERERL: BN NBRIRF 7o REE MBI,
WAABATRRYE T, IR AT T ISAFR A S E 1.7

fE—H I, AT —F USB ZHHm R, FATT7E USB B8l E T —1> PDF
A, XA CAFRIIRE R AR BATHIR . EFEERERATNIRS &5, SiEis]—
A~ Metasploit "fR45#% I, FHLAFRAT— R shell (SE X HLUIR A REE 2 ),
XA~ PDF SC# A 44 4 EmployeeBonuses ( 51 T.%.4x ) PDF,

FATHEX A USB WA M e dr i)y, RGBS SRR 20, 3
MEgA LA shell 1o FATHERATHBE TP, FADTIHTH shell Fribi
B, SRIGENGEARTT L XT #0 TLAR [R)—B 1 A oAb 75 % B 1Al T

FATVRBNBERAMRG 2 200, (HFATRARES, POV T RATARE RGE T AT .
BESFATMM T — T A4 T4, TRENGEEAEE D ANXLETTIT Employee-
Bonuses.PDF SCFRT, SCIFAAEE T, TRMEF XN USB &% 1 MrE N EH 18—
REERTE RN AOIREL . SSCFESE — A NIRRT, AR 1E& £ T IT #81]
I — LA AHR AL, XA ACAE M) = 5 U 23l T A3 B, XA AR
MR TARF AR T — DA, Ui BT A" SRR 6 T T

AT LAY, XEEAFELEHT IR B MRS E A% R TR AR
B TERXMEOLT, 5otk R —Rh oG, S IRAGHLEE AT RE S IR AR AR T2 S 4
b ATBERE SRR FEL, A BRI WA — RO T AR s R IR
AARBAT, ARG IRITHIAIL

463 BHHEELTEH
B TRV EIA X 2% 53 Ah—D AUt “WERARIA g R — B le e, ARt

@ Metasploit j&— IR Z Uil R TR, —3F3#0
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TE/R ) <iPad/iPhone/Android 5 £5/Windows # sl i £/ HAB R sh ik &> EFT 2. BN
SAGVR I I — AR B

W S0 5 A L0 AR, BALBHASAR I AR AN 4 B A IR ZH X FHLAE
AT 7o BAIE TSRS, JFE Il AfuE 2 2k, Ukuft24
P& — R U A A

TERATHE I . AR A 7] 781 BYOD ( bring your own device, Hi7iiX% ),
SRIG R — L2 P 4R A (0 B R8T & B Y iPad | 1, sxXAEAB At w] LIt A
FID NP EATIFENT T o BUEAAT B MR R BRI INAZ, SRIE A T A
TR A TE BRI R R 48 L

SR URHY 2 R R AT G T8 . FERSBIUER | T TR MR X A 2 9
W 2

4.6.4 TFBIRRE IR LURFL(R

Boade, WA, BIREM IR ERIMRMEINR? S A O Es—X
TR TE N ATAE 9 — R IRSE SO E IR o SR IRAGHE LT LU IR S 1)
—HE, R SCd ] LRI RS .

XS B AR SOOI T RO BEECE AR TR, AR5 RO BRI VR R 2R 54
filie AARABUARBT, SCPF . SO sliE TR )P A LR B, IR A SRRt 253
BrE, LIRS st — A AR o

R, AR SR, BRI E HAR M, WA FURRE ]
PATE BIARRSH E4n 24 R % o (BRI R B BLAY , IR BC e a0 g? anif
TR £ 75 shellcode ( shellcode 23 7EAE AR AR H CHI2E44 ) WE?

PRI T5Kk 7 FORAERIERFIL B ARPENS? AN, IR T - H)ei,
—ANI4E SET ( Social-Engineer Toolkit, #h4x T FEA G T HAL) B BN T HAHF
R, EE] T A PR T R AT i Mot BRCRR 2 I AHR] Y shellcode,
HIERZHHE, A B SO B ER TCIEAIN ok o ISR N AT LUK 248, IR 43K
ATAT MBI AR A0, X2 S B VRO SR R, AR 2 R 3K
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ENT? A, AR EHIFORTERATIE, PO EREMUEIRS L 2ifT T — &
THOTIRANEE , (R A EHEE SR, DU EARERS B AR HRAs A e 5 B
G

4.7 RZk

i —REN T shellcode, X FRAE T — G T H———A~ AfT0] i o X
shellcode #4742k 45 & — A48 % 44 1)/ & F——Shikata Ga Nai, X — 12855
T H, ZAFRIETHIC, BEUE TR, wn] IR A A", FEm
FATHTEI L P ETRBIMNA G, R BESIENSE shikata ga nai, FUEANEHL . Y
HARFR AR 1] — 267528,

BeAEF2E— T H RTHA T RLE R —D]
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[ NON ] Youre resume — Inbox
W 2 N E = =LA
Evil Phisher <evil@phishers.com> January 10, 2015 at 10:15 PM
To: Christopher Hadnagy

Youre resume

Dear Friend,

| am an executive recriuiter in your area. While searching for qualified candidates for upcoming
project your Linkedin profile came up.

Please contact me at your in the next 48 hours to discuss this exciting opportunity. 1 am sure you
have questions so I've included a link HERE with some preliminary details on this position.

Your Friend
[ NoN ] Charity Donation From Mrs. Mabel Ovis — Sent
W R N E > (=1 Lallhd
Fake Charity Phisher <fakecharity@phish com> January 10, 2015 at 10:22 PM
To: Christopher Hadnagy

Charity Donation From Mrs. Mabel Ovis

Attention:

Greetings in the name of the Almighty God/Allah the giver of every good thing. | know this proposal will definitely come to
you as a huge surprise, but | implores you to take your time to go through it carefully as the decision you make will go a long
way to determine my future.

| am Mrs. Mabel Ovis an ageing widow of 57 years old suffering from long time illness. | have some funds which | inherited
from my late husband, the sum of USD $4,500,000.00 and | needed a very honest and God fearing person who can
withdraw this money then use the funds for Charity works. | WISH TO ENTRUST THIS FUND TO YOU FOR CHAIRITY WORKS.

| found your email address from the internet after honest prayers to the Lord/Allah to bring me HONEST PERSON | CAN
CONFIDE ON, and | decided to contact you if you may be willing and interested to handle these trust funds in good faith. |
am desperately in keen need of assistance and | have summoned up courage to contact you for this task, you must not fail
me and the millions of the poor people in our today’s WORLD.

This is not stolen money and there are no dangers involved. Please if you would be able to use the funds for the Charity
works please kindly let me know immediately for more details.

Please kindly respond quickly for further details if you can handle this task.
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[ NN ] Your labwork results are ready — Sent
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® Local Lab Phish <labs@locallabplace.com> January 10, 2015 at 10:27 PM
To: Christopher Hadnagy
Your labwork results are ready

Dear Ms. Michele Fincher,

The results from your labwork done at Valley Highlands Medical are now available. Please click here to log
in and view your results.

Lab
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[ NON ] Someone just ran a background check on you — Inbox
W 2 €« @« > =LA

Fake Background Check <fake@backg dch d.com> January 10, 2015 at 10:31 PM
To: Christopher Hadnagy
Someone just ran a background check on you

----THIS IS AN AUTOMATED EMAIL-NOTIFICATION- - - - - - - -

Jan 10, 2015

CDC INTERNET NOTIFICATION SYSTEMS.

MESSAGE NOTIFICATION #286212729-1

INTERNET ALERT FOR: chris@social-engineer.com - DT. 9/10/2015.

This automated response has been delivered today to inform you that someone just ran a background-scan on you.
Please view the details of your scan below:

Your Scan Details:

* Date: 01.10.15

* Time: 1:46:09 AM. (-PST)
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From: "AT&T Wireless" <attwireless @plwomv.me.uk>
Subject: What's better than cheap smartphones? FREE smartphones!

Embark on a new adventure with a new AT&T phone at prices as low as FREE"!
Existing AT&T Customers: Log in and shop online for special AT&T customer discounts.

Shop | Specialoffers | Plans | Findan AT&T store

Getasmartphone
as epz‘c asyouare,
for less than you think

With AT&T smartphones starting at
FREE®, there’s no reason not to find
the perfect one today!

Sign up to get our hottest deals delivered right to your inbox

PLEASE DO NOT REPLY TO THIS MESSAGE

*Limited-time offer. Requires new 2-yr wireless lgmm-nl with qunt!ﬂ-i pi.n lndudlng voice & data. Subject to
Wireloss Customer Agrmt. Credit approval reqd. L usage, & other terms,
conditions, & restrictions apply & may result in svc termination. Equipt pnu A mi may vary. Coverage & svcs not avail

. Taxes & other charges apply. Data (att.com/dataplans): If usage exceeds your monthly data allowance, you
will automatically be charged overage for add'l data provided. Early Termination Fee (att.com/equipmentETF): After 14
days, ETF up to $325. Restocking fee: up to $35. Other Monthly Charges/Line: may include federal & state universal
sve charges, Regulatory Cost Recovery Charge (up to $1.25), gross receipts surcharge, Administrative Fee, and other
(gov't assessments. These are not taxes or gov't req'd charges. Pricing subject to change. Visit a store or
att.comiwireless to learn more.

© 2014 AT&T Intellectual Property. Al rights reserved. AT&T, AT&T logo and all other marks contained herein are
trademarks of AT&T Intellectual Property and/or AT&T affiliated companies.

Wireless Legal Site | Privacy Policy | Unsubscribe
This is a promotional email.
AT&T, 1055 Lenox Park Bivd., Atlanta, GA 30319

Preferences

& 5-2 AT&T =ikt
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[ NN ] Social Media Policy Changes — Inbox
oL N @E > [ = LY

Your IT Service Desk <ITServiceDesk@yourcornpany.com> January 10, 2015 at 10:35 PM
To: Michele Fincher
Social Media Policy Changes

Dear Michele,

YOUR COMPANY is instituting new social media policies. Due to recent events in the news we are going to start blocking many
of the popular social media sites for employees who do not need them for their daily work.

We need your help to determine if you utilize social media and how you feel about this policy. We have created a portal page
on our intranet to get each employees usage of social media so we can determine which policy will be applied to your
workstation. Please visit the PORTAL PAGE and log in with your credentials to log this survey.

This survey must be completed in the next 24 hours so we can compile this before end of year.

Thank you,

Help Desk Support

Your Company, Inc.




5.2 FEREY | 109

TERFIMROE AR I PER TR 6, AT RERE R BES SEDRAIE , LB BEARNTA R R RIFR .
XA A EARMER B TR R . IR A BB IF AR AR AT A7

mREHudE . FFA%: yourcompany.com IMijf& yourcoRNpany.com. X4 22 FIRME &
B, ARRAIRAARXT B TR, VR TR AT AR Rk ey, IR AT o i
X — s AR AR

TEFY T I H A 3 — 2500 0 B # el 0  S SAERIR B Be i B F Il 2 3y
AEMER]. B AR I N A R

mEERE, HEXRHERE

KON BGEAR R Mg, AR AL, T HARZ MR R S X — R
MUGERABZ T, EWRERE N ALER . Bbr . I ERIRGAE, HEd
AT RESE LK i SRR

PRATHENTULIE 2011 4F RSA A FIFTIEZ I o SR EH XUyt e mis i (anisl
5-3 B ) AN K EL T RSA AR HE LA,

’ﬁ Hm B e v = 7011 Recruitment plan - Message (HTML) =T e
o

Message | &

0GP e By Y B

Reply Reply Forward | Delete Moveta Other Block |3 Not Junic Categorize Foltow Matas || |
to Al Folder © Actions* | Sender - Up~ Unread || kg Select>

Respond Adtions Junk E-mail b Options i Find
From: web master [webmaster @beyond.com] Sent: to 33.2011 1543
To: (o
o
Subject: 2011 Recruitment plan

i Message | E]2011 Recruitment planais

I

I forward this file to you for review. Flease open and view it.

4]

Kl 5-3 A7l g
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e
Wk . THMOEERS, PAERFRXT XS T BT . ARTEEJG SXT X

EPRSK-TENNE AR, AREIRALE T SaaS ( Software as a Service, FAFEIIRS ).
MS ( Managed Services, FLA RS ) F1 DIY BOXTLG, LAFSBIRERE A C 5 4 Wi
THL .

Ky BRI AR LR a3 i, R SR O X Fe At Al i) TR A S oAl . 78
I R FAR R, VR Sl e e, A A s TR 8 J T A
R TR R TRATREANHT S A UL, FR DT T HEA 1T A R AR R
WA TFIEEAY SET ( Social-Engineer Toolkit, #14> TF2 A G2 T. 241 ) Fll PhishFrenzy ]
HVER o FRIA) T AAT T TR AL ), JFRIRAT AT AL TR A KX 27 i i e A

Q Runfay R R T 27
O RAY T s RIS 247
O RIS T H i KA Bl S 247

RUTRGEAT LI PRI rp— A~ . — el e, o] LU IR At
MIAIEIEA IR T AR p A . (R T 15 B B B AR o ) AR — 1 iR

JEBIN LT AN, SRR A D N, (EZ PO A AR T 125 R X
SB[l

O X T AT EERE AR

Q M5 B ey

O fff PR T A AR PRIERD 2 [ IS 2 AL 2K Rl AR A2 5. GUT
( Graphical User Interface, EUEHI P HUH ) ERESMH . (e I 1T 20055 |
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R . BE TR — LR BT IRER

7.1.1 Rapid7 Metasploit Pro

ALEHBE RN CURTRXEFR RN, DA ROR AT A B T2 AR FE 2L . Rapid7
Metasploit Pro ( www.rapid7.com/products/metasploit/editions-and-features.jsp ) 7] DAif
P B T ] 246 A 408 7 XU R B8 O A 7 IKUR: (0 S 480800 43, 3 e b S04 #a 7 ok
¥ BRI T . N E Rapid7 NeXpose ( www.rapid7.com/products/nexpose/ ) AJ
DLHR ISR A el , 7R RGN, I AT AT sl L5 2400 77 o 9 39 end-to-end )
MY BGEIH Fe VPR A P AT A EA T, 4R B oA e di i iy
FURAHT o A, MR LLFE Rapid7 Userlnsight ( www.rapid7.com/products/user-insight/ )
rhAr B B 0 BN RS SR DR RO AT A P XU A

s

Q FIHH Rapid7, AT DA & P 224l i n) DLk 88 WO PEAS 22 il
(A B3P8I 2 48 0 Java A 880 AT

Q Rapid7 ;2 —PMIRER MM BGEZ 2T H., EAMUBEM TAERIGE, Wiksg 1kl
i, UEP R A Web App it

O Rapid7 /& AHERE R, 7T LA O A DR 25 I8 A 25 S B AL

Q Rapid7 f47 Userlnsight, SRS AEAL S EY X0t A 0 FH 7 4 ey XUSABE UG

O A E KB, Rapid7 BIn] ) AFRECE 19 4 HEA RGBT H

R
QA Ml 782 L5 T A RSP
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Q Pyl AR I
0O WERP AT BRI (i n] U HIEE =J7 207 %8 ).
Q A LEH] TR SRR A S RE, T LSRR AT RE o

REEE

Kl 7-1 F1IE 7-2 78 T Rapid7 Metasploit Pro Y s & .

Key Metrics: Social Engineering Funfel

4 —> 3 —> 2

emails were sent out 75% of recipients 67% of opens
opened the email clicked the link

!

2

67% of opens
submitted the form

&l 7-1 Rapid7 Metasploit Pro 4t i Ui [

SOCIAL CAMPAIGNS

CAMPAIGN NAME E-MAIL SENT EXTENT
= Q N -+

Netsuite Password i ° ° °
= & X “+

Linkedin LogMeln ° i ° °
= a N -+

Google Docs i ° ° °
= (=] N

Pivotal Tracker ° o °
= (]

Helpdesk Password Expired

e i

€ 7-2  Rapid7 Metasploit Pro £ T4 it 18 i 0 1]
W NESY

T XT Metasploit Pro BT .
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O il FH R T BT B R UK -2
Metasploit Pro (3 B I AN A . FoAeAF 58 Bve RIAT AT, ANTS 2 ATA0 5501 0 B
Wo XA IR, 22 2 F2AE GUI |, A SR AKRIBITE, Hix
Je 3 SR Y
Metasploit Pro FFJE & i FHER I —3R T H., IR R LR A RM T, HH
AR, IRAE— SO BRI B Bt — SO R, LA R S R B T D R
L 75 AT 14 U0 B SR T — S ) R AR S e ol 1 R A i) L

Q M BByt anfa?
K} Metasploit Pro J& H AT, FrLAL SMERARE FIGRTARIGTCE . R
PR B LA — T AR S5 a4 b, MO Rt R, IRAEAREE 2 1
Bl o FATEA S HRAA B AT 2T LU E N2 259, HRERGEHE
T ORAP, P ] T8 1 2 GOR IR P Bl . P, S5ie0g: BN
Metasploit Pro 2 A HIARE 1 T 5., Fr L 2B TR

O P2 T AT A Y PR X 2
FH P BT IR T-48 T AR Ee R P, (E RS T e 150 R 4 i 5 A &
TR A Rk FRA T A RUAAS SCHF RIS A T 20U 55 o i T LMY, R
WAl A e, ] DA B IR A % B .

Q FORSCRran a7
FMRARTRINZE T IRAGIRNE, FEFRMEER T 5EK .

7.1.2 ThreatSim

ThreatSim ( http://threatsim.com/ ) FVFHZWHLARRHE L H - 97T A PEAS FIREARRURS:
ThreatSim J&— 2RI G, AT LARE B35 53 TR FMIVEAE R I i e 22 4>
TR, ThreatSim FL 7 i SR VFEHSUHLAL A ik BEADL Bt e MR PR 2 2o T P, O
ARLEdE A BE B 03 THRAERIBT IS5, B b i S S i =X 2k, B2
BT AE TN 28 2R SR I A — BT o ThreatScore FH P RURS: & BILP= i 25 AR FH P 7 s A 7
K BRI BRI LLSCTAERHEXT 03 T 7153, e 24 3 01 B LAl LA
ARAth AT B 2 FH P T T I AR JXURS: o ThreatSim J& LA SaaS B A$RHER, FFARPa L H
PR RIEA
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0 F & 49 82 LA . ThreatSim A $ (b4t Bk (7 B ARG SR Efb i E
P Beh A5 8] B U AR ZF R AR | ik | BRETUA , DR —A5E
R N 25 g d , LT R FE BY VI AN i P i B (0 G MR . ThreatSim Y%L
PEATOBRe AR R, AR AT LA FH Pl ST ) e e B e — A3 L A A48 2 i DL AT
B MINZRARZ 100% HE LW, BAENE . BIEAG R, X EAs TR T LAAIE
SRR E TR S B

Q R A 2 48 . ThreatSim BERZIN HFRIYE &5 LA BN THRRA AT (40 Java. Adobe
H Flash ), X286 [HMUASERA: 2338 00 H BRI 32 i 49 10 B0 7 R 8 B8R i I bl
&

Q FHA4 £ EIT A ThreatSim FEAL T —LL g BUDLE S8 TG T T BE
AR T S T S B S ( TGh , AE— B[R] A i 2 36 49 10 8k iR
F; BT B 207 BUREIESISSIE,; HT A LRI ATy 1
HFREs AU

Q & %428 . ThreatSim MIATH (WL 7-3 ) 7T LIRS B4 = A A 74 fa o At
BEER WS RAE IR UL T R L B R R, T DS BREHA 51 T LA RO
T 52 .o ThreatSim FoiF S &38dE, LML S dE—240W7 .

Q %353 L. RERMUGZE RO BAR, BN ERAA LI T
WAk, L, ThreatSim #2145 T 2105 308, HABSWEIEN 14
FET, 0 H AR P &R AR s &

R

ThreatSim HAA— N EEAES . {58737k, ThreatSim $ALAY(E B XA LEH kK
Z7T,

REEE
& 7-3 BE 7-7 J&/R T ThreatSim 7 53R A
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Percentage of Targets
8

HR Dept (06/25/14) Test - Finance Group
(06/26/14)

Test - Finance Group
(06/30/24)

c>mm1slm' Campaigns ~ Training ~ Targets ~ Admin ~ Help jofi@threatsim.com  Logout
Recent | LastWesk LastMonth  LastYear Cusiom Date Range: | From To Fiter
Recent Campaigns (@)

100

1

L |-
HR Targets (07/02/14) Test - HR Group (07/02/14)

[I No Response Il Email Opened B Clicked M Vulnerable M Compromised WM Trained MM Multi-Clicks Repemu]

Campaign statistics may be delayed up to § minutes

Complete Campaign History

u Pending  Running  Complated

8 Export Data

Title Sent Opened cked Vulnerable Compromised Multiclick Trained Reported Created Start End Status Creator
Q@ Te-HReor €@ @ 2© o o o € 0214 0702114 Never Running  Jaif
pa— — From: *Security 2:58:50  2:58:50 LoSapio
LAICS M M
Q@ (s ] (1] [0] (o] [ 1] €D  0702/14 07/02/14 Never Running Andrew
s = 8:48:59  8:48:58 Minnicks
LI]CA A A
a @ [ 23 I 14 ] (5] (2] (o] (2] €D  08/0/14 08/30/14 Never Running  Jeff
—= 1:12:50 1:12:50 LoSapio
(LA|CA M M
Q e 0O (2] [o] (1] [ 1] (1] 08/26/14 Running  Jeff
= 10:22:87 LoSapio
L M
Q@ o O o0 (0] (0] (3] €  0875/14 0825M4 Never Running Pairick
== 12:00:28 12:00:26 Jones
L|CS ™ Y
Q@ HR Demo Test (o ] (3] (3] (o] (2] €  0825/14 08/25/14 Never Running Andrew
== From: "IT 9:18:07  9:18:07 Minnicks
L3|CA Support” AM M
&l 7-3  ThreatSim [fitk
CDmmtslm‘ Campaigns ~ Training ~ Targets ~ Admin ~ Help jeff@threatsim.com  Logout

What Type Of Campaign Do You Want To Run?

Please choose from the following campaign types:

‘This campaign tries to get the target user to click on a link to a
simulated malicious website. When the user clicks the link
they are forwarded directly to SpearTraining, or silently
fingerprinted and sent to an error page.

Create Drive-by Campaign

Drive-by phishing campaign

?‘ Data entry phishing campaign

This campaign tries to get the target user to enter in their
credentials or other information into a fake web site. Note:
Passwords are not collected, Users are then sent to
SpearTraining, or silently fingerprinted and sent to an eror
page.

Create Data Entry Campaign

©2014 ThreatSim License: Never expires | Targets Left: Unlimited targets remaining (5025 targets used)

% File attachment phishing campaign

o . e —"
target user a non-malicious file attachment that they are
encouraged to open. Upon opening the file, the user is
forwarded to SpearTraining, or silently fingerprinted and sent to
an error page.

Create Attachment Campaign

Kl 7-4 ThreatSim £ 51X &
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HR Demo Test (£t
Frow: susueor: swrus: stant AT eoan
T Support” “Your Outock Password has expred” Rureing 082511491607 AM
<Aqute.tsuppod@intemalisuppart.com>
caMpaGNTYPE: sevrTo: Lavoma coman: cnexteDen:
Duta Enty 1
(0825714 9:16.07 A%)

CampaignOverview  Endpoints | Target Users | Geographic Distibution

Taget  [sachierionm [ Q Cmsern A ([ Opeoes oo Viewlo oty Compunited Taned NaTaned
Users
Nemo /ClckDatoEmal Openod _Vulnarablo Pighe Compromieod Reporiod _ Tred 08 Browser Pugins >
> Natowiter =) o o © « Qw0 CEED
wensison acafrom  canoue
T Howron L o o ® 0P NAB0e
et sachioss  cunoue s
Aou oyt L o o « ) 0N HABE W
st soas A wacaios  pretox
Jlmwhﬂ ;]Nahldhd-w
pe [T Mo

K 7-5 ThreatSim {14545
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CD"“"’-' Campaigns - Training - Targets - Admin - Help jeff@threatsim.com  Logout

[ Savec Discard

Create New Drive By Campaign

Campsign Details:

Cam) Email
empate

[ Engish 2| Shipping Tempiate ]
Campaign Ttle | Engneering Group - Test 3
Start campaign mmedately

Date: [ December || [03]-] [2014]5]
o T

# Never end campaign

Campaign
Duration

Name |QuantenumView
QuantenumViewN| @ [ shipment-confrm.com ||
\| shpment-confirm.com _[=]

Your package has shipped

Email Address

Landng Doman  wwwapps

Emal Subject

Emai Message | Source|| 3¢ R

BISEL =i ” -

Styles - || Normal - || Font
T CmEQ
=Phishing Link Time Date Company Department FirstName Last Name

>
e

This message was sent to you at the
request of this shipper to notify you that
the electronic shipment information below
has been transmitted 1o us. The physical
package(s) may or may not have actually
been tendered 1o us for shipment. To
" venfy the actual transit status of your
| shipment, click on the tracking link beiow
* or contact Time/system USA, Inc directly.

Important Dellvery Information

| Scheduled Dellvery: %DATE% %TIME%
Shipment Detall
td p 4

body div table tbody tr td table tbody tr

User Traning | Vinat Just Hapoened? -
yoe

Targets

© 2014 ThweatSim License: Never expires | Targets Left: Unlimited targets remaining (5025 targets used)

&l 7-6  ThreatSim 44 MB{4F15 &
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& Ommatsin™  Campaigns - Training - Targets - Admin - Help

jeff@threatsim.com  Logout

Use a standard template Training Template Name

T o e

name

B Source | ¥ B « + Styles - Hea. - Font
BI & L= Y e oM OB Q

>
]

{0U"VE BEEN
PHISHED

Don't close your browser and don't
wory, this is an authorized simulation
by $:COMPANYS% and we're going to
show you what phishing is, and how to
stay “off the hook”.

At the bottom of this web page there is
an "Acknowiege” button you need to
click to show us that you have
completed the training.

Here'show pishingworks:

various levels within the organization. Anyone
from top executives and their staff, systems
administrators, customer service

o ives, HR, and ing can be &
target. Even you.

] First, the attacker picks users 1o target at

clicking on a link, opening an attachment, or
logging into a fake web site.

Then the attacker sends you an email that .
attempts 10 get you 1o take an action such as - -

When you click on the attacker's malicious link
oropen a s your
is infected with malicious software called
mabware.

The malware gives the attacker access into
your computer where the attacker can read your
email, access files on your hard drive and the
network, and attack other users or systems on

the network - all from your computer!.

Once the attacker has gathered all of the data
he or she needs, they zip it up, and upload it >
body header h1 span

© 2014 ThreatSim License: Never expires | Targets Left: Unlimited targets remaining (5025 targets used)

Template

Kl 7-7 ThreatSim (& VL If
A ATH

T EF X ThreatSim T o
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O i X T AT EERE AR
ThreatSim REZ M. EHEERNHTH &I, (EEhA Mt 'L
FIF B R Bt B MR R AR IA R . 5 AP 93 LA S ik B ] 8 v LA
FEEWEAE, SR BRIRB RIS AA o, (B 5 b2 i st s
1o ThreatSim PBA—E7ES AL HUA TGP, SR E RIRE S i —
KT H,
Tihh, AL IEEfl ThreatSim i HIRE AR TN . FREE WIS RA L.
XEWRE R AT LI ERE, RRAIE—MFEhRER T aslZk, filan, KT
P E S “HHRIES”, ARG M R R PY P i T T — 4
NS, HedE Kk 4k 28 NP LA TR O F f e s
FREIA A —LE D) BRI A PSRN, DS — L% vl P A T Ak |
iy T H,

Q M By et anfr?
ThreatSim &2 AHFRE MRS, (1 B SRR SS 2805l . ThreatSim L A1 5
2 Wk 55 f S IR BRI . X SRR FR T E o TR RS ThreatSim %1%
ETER b, SRR, ATEA XS ThreatSim #4724 11, FILFRAGEXS
AL FEH T ARSI . BAA B A 222 A 2 AR LA IR U5 1) RGEHI N2
PR EFALHY

O i T EL A A Y PR R 2
B (40 RIXE

Q HAR SR ?
ThreatSim {1 P BAXT ] R [0 b s P AR PR, FRATTRE 2875 — UOR BB 10T H rh i 3|
T AN, FORSZAFA BAFNFRATT—HE TAE T8 JLAS/ I, 5 BhFRAT A e 1 [l

7.1.3 PhishMe

PhishMe ( http://phishme.com ) J&—7Ff SaaS ffHk 7%, FIHE AXHAPARXT R Tk
PRBI AR A Rl . lad ] PhishMe, ZHZWIHIRIITA b1 TARE BT H
SERYE IR . A, 52 T ] {# F PhishMe Reporter( http://phishme.com/product-
services/reporter ) Rt o] BEAYE LT, DI A2 A MIUAG I, S S i /N AR S ik
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UG o et BE T T U B B H 235 3E B R T, DR ARSI ]
GirtmI . RIS DIRE, ARl LASR BEIEE R B A A N & 52 Tt 58 oy
T2 247 A B HE R .

A

Q #2548y 7 %o PhishMe JAERAE— R MEITAE TR, T B SR EE 7 ] Rpsk
MR E , RS A SO RN 7 RO A A S

Q AEaERAAE. AT BIREGA OB AT NN, PhishMe —
HAETHING, a2 (5 824 N S o SR g .

Q # 34k %, PhishMe % Fl i PhishMe Reporter /&—FHHRRE 1, & FeiFH P L
— bR AR A% =X T2 S T SRR 25 2 AU B N 2 R /N . P AR
S A0 0 ) B TN R A — R T AT BRI T 5 —

Q #AF 2. AL T LM RGN, JHAERE DL 5 HAL PhishMe FH P
IR R AT L . BEAh, AL ] LIS B O 45 R 5 Rl —1 ik e 4 ik
TTXT L,

Q &2 28-F & . PhishMe #2411 SaaS iR IT RIEL T 1L 2w FistT. 76, &
21T LT SOC 3 AER L1114 Lo ZERGH, ENTEE T T4 4 BB 1SO 9001
F1 27001 FRifERE HADAR R FARIE A48 I

Re

PhishMe #F 44 HEH ™ i i A

REEHE

Pl 7-8 F[&] 7-10 &7 T PhishMe 1Y FERE Al



70 B | 147
o r HTML Use one of our pre-built HTHIL templates or create your own to
N display educational content All of the pre-built templates can be easily
to match your branding.
Redirect

Use Previous Education Content

Phishing and Social Media Phishing Education (Comprehensive) Current Events - More Than Just News
Translated (3, Francais, Espaiiol) Translated (%3, Frangais, Espaiiol)

Where Does the URL Take You? How Emails Can Be Dangerous Current Events - More Than Just News

Edit Profile

Create a New Scenario

@ Data Entry Would your email users give up their login credentials if asked? Test them to see who will fall for the bait.

Click Only PhishMe Provided Themes (14) |
Refrigerator Webcam

e Attachment
Awebcam has been setup in the kitchen to monitor refigerator thieves.

Q Double Barrel

Benchmarks

Annual Manager Evaluation
Evaluations

o Highly Personalized ‘

Will your recipients give up their credentials to see their most recent evaluation?

Q Announcements
Bed Bugs Found in Office

n Employees are urged to login to a portal to help curb a possible bed bug infestation.

Email Address Verification

A message can't be delivered until the email address is verified. How many of your users will hand over
their login information when asked?

[ 7-9  PhishMe $& At pyLIRE 5
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Download Full CSV. =

I Summary l Response Details I User Agents l Networks and Geography l Plugins

S5k
Total Breakdown

4k

3k —

Oct 02 003 ' Ox04 | Ox05 ' Ox06 ' Ox07 ' 0x08 ' Oct09

&

» New Reporter Reporter Timeline (first 200 reports)

@® Repeat Reporter
@ First Click/Open: Oct 02, 13 12:33PM

B o= e soaw:-® ¢ & - - en.

12:22 PM 12:24 PM 12:26 PM 12:28 PM 12:30 PM 12:32 PM 12:34 PM

€ 7-10 PhishMe Reporter
ONEI
N HEFKT PhishMe FITEAT .

Q Al R T HLA BRI IR
H1 T PhishMe [f [l 9]~ & B8O T4, BARESMM . BLEES T ES. FI%
A BRI E AT 55 S T T LT e 454
AR RARE S, FAEAK TSRO D0 R AR RS T e Bt . A
MBI B e, BERSARIR 1T

Q PR e an iy
FIRT TR AR —AE, BIFBA X B T Z 2%t PhishMe B~ RZ %2
WA ZEIUELH] 535k, 208 R BA (A S ifh 2= i 55 ARk 18 B S 2 P15 ——
EA H OSBRSS B —— LURE RS Q2772 T PhishMe HYARSS &5 L

Q I T R A HAR A PR X 7
fliF] PhishMe AR Z IR . RUE-FSIRED M, b2t et DA AL &
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EARPIRERMEALS], W R S35h, AR EER A AR .

Q EARSTRn 2
PhishMe $AR S AT AR AR HFRHARY, EBIN AR . FRATERE A STE SR
WASEIES . A — I HAE R, Wi i T TR B kA _E s = A
Z [H] A7) 3 I S 2R

7.1.4 Wombat PhishGuru

i F§ Wombat Security’s PhishGuru( http://www.wombatsecurity.com/solutions/anti-phishing-
training-suite ) UV TG IR 55, AT DU A R UL SR AP AR ) 53 T 55 3%
Yot RS IS A TSR I 25 244 D1 TVR AP, Bo MRy “HE R,
TR 2 M — e s 10 BRIE R, SUR TRINEE A 1 A2 LR nde]
GRS A2 AN B it

X —{F B AARNE O T [ B AF e o) Z BGE XS, IR AT T 7 5 22 F 3l 2k
PhishGuru 6175 —Ff A STEMIIRE, B AREBF 03 T 20 K8 — £ 2R HE
Hﬂlg/fq:o

s

Q AShIIREdR s TR I AR, ARSI A 1) B AR R R

Q PhishGuru ) A ShEMIIRE S H L 2HEFEHRER, VIR A S ik AREBFR
TRHHE P ARBITRE N

Q AT RAEHE— A BB LR me— K Ay AR B 1] 1) 2% s P P 164 BERIL AR A UL 59 4. 18
io FEITERPEA B I R FRENLE PRI, AT LALE B T AR AR 5 0t th AU f
i

Q PRI HRCE AR TR T AREBER 2B EE s . XARIES T al LAY
fraftfilevs ABaBF

Q AT LA E SR RER S R T

Q B A #RUS B 44 0 I BSORAS SN . 2 ol

R
TERZVFATBITEOLT , PhishGuru AN REFL A A HAL A W B RIFR BB X AR
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#HE

 7-11 B & 7-13 878 T2k H PhishGuru 15 #E k1A

Hello Wombat Security Technologies (Version 14.3.1) My Account Logout

wwombot PhishGuru®

security technologies

= Contacts Reports Help

wuto-Enroliment 'it‘
y

Training Auto-Enroliment
Select one or more Training Modules to include in the Auto-Enroliment Process. Users who click on the simulated phishing email will be enrolled
automatically.

[ Anti-Phishing Phil: Learn how to spot phishing attacks by identifying fraudulent URLs

[ Anti-Phishing Phyllis: Learn how to recognize phishing emails by identifying red flags

@ Email Security: Learn to identify phishing emails, dangerous attachments, and other email scams

Name: [aut

for PhishGuru Campaign 07-11-2014 |

Assignment End Date: g 02, 2014 =

[#l 7-11 PhishGuru ) A shid M EhEE

Oops! The email you just responded to was a fake phishing email. Don't worry! It was sent to
you to help you learn how to avoid real attacks. Please do not share your experience with
colleagues, so they can learn too.

OH NO!!!
This could have been a_~~" |
malicious link.

& 7-12  PhishGuru #9351 51 i
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Stay Alert for Smishing Messages

Dangerous texts put you and your employer at risk LT

This was a test — a real smishing message could have
compromised your data and your device

Beware of These Warning Signs

Text From: 444Marcys

| Saleat M " + Unsolicited messages that urge you to respond quickly
| cm;izn u:;(c{:'sava $50. « Deals and offers that seem too good to be true

) Www.savemarcys.com - Texts from friends or strangers that ask for money or
<. wire transfers

+ Shortened URLSs in messages that tempt you to click

Keep in Mind...

+ It's easy to impersonate trusted people and companies
in texts

« Your smartphone is a gateway to sensitive business and
personal data

« Claims and offers should be verified via known websites or
phone numbers

©2013 Wombat Security Technolooies. Inc. All riahts reserved.

P 7-13  PhishGuru %5 {73149 %5 b 50
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T} PhishGuru P4

O X TR EERE AR
PhishGuru fSAR 23 7EiX B i HA AR —FF, IRES M. Beamiipe: . 115 .
FAGNFRA) T HAAR B
Wombat Security T 2846 T ARAC I MR LB X 25 Flkh 2 T AR A SRS I ZRpsi e, AR
AT AREEASHOAE B AT TN AR RS I
AL, (] PhishGuru KA TR LR, VRATESCN T 01 80E Ak

Prea etk

Q PR B2 fT?
FIHTHEES THR—F, AN EHITZeH T, A EE skl T £2HE
NIE, FERVEH PSS 8T PhishGura i), FREA & BT(TH B8, &
BB AT A IR

O {5 2 T LA At ) PRI RS 2
VA HAB Y R B PRI

Q HAR SR
Wombat Security A I FE A AR SZRFAIA o TS AREGARH 4o i IR e i ORAR %
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RETEAH mI . FABUMBITARE Lol . AHMAL, FFROE TR,

7.1.5 PhishLine

PhishLine ( www.phishline.com ) J&—F 1) SaaS ffHRIT5E, WL ELSTH ALY
FEo TR s, JRAEL R 2RISR . ST XU T2 LSRN 1 s
fahr.

=

O % ¥Rl eysEA, PhishLine J AR FAEGM I FREE W MUHEL. ThE
BELE PO AR | SO R BT P U . B RE AR R
A R B SR — R IE HIIRE, AL GG I RN 5
SR A

Q 4_4%4=E &, PhishLine SUWEMRE T HEGE, M5 L V- Bib7 D st 8l o
BrAEAF B fIN42A% . PhishLine MR DIREA U EEE , Bl nf ISR BEXT AHE
HERR DA R A 25 TR A B (0 B0t I B AR R B AT 3 #T . PhishLine REfS &
2 RIS AT I8 590 FH P 0 R T AR AT
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© You are about to start a new campaign.

1. Select the Campaign Type that will be permanently assigned to the new campaign.
2. Enter a Campaign Name and other optional information that may be changed later.
3. Hit the Save button to enable additional options.

® Email Campaign © Portable Media Campaign

Campaign Type:

[# 7-14 PhishLine {£4 5 3 A

Event Points by Day of Week

5K
N o
E sk
o
[
16K
Day of Week
Event Points Quarterly Comparatives
Ak
o
1 —
o
&k
Qo Q1 Q2 Q3 Qs
Quarter/Year

[th 2011 ghh 2012 W, 2013 gk 2014

& 7-15 PhishLine iB 35 7L

Measure Take Action

P 7-16  PhishLine #f8X diAalit R 2
NEI)
RS2 3%T PhishLine B4

O i R T BT B R R AR
PhishLine &3 Hid () T H rh I BB KA . PhishLine AR VI AG HAD = 5
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—FEE TP, PR B U RS E | S ASRX SR ERR I AR
FUE SRR AR B AR T g o 20 T LA AR BIr o 22 i 3 ——MOpr T2l
TAVBHEA G . VRATREF %% ) PhishLine 2 AtAGTRFLEE 2 M S H A BUIR L SR 35
B, ARE2AaM AT REEIR S e, (R, — B2 FHRIRB NS, R
N X — I HE A5 KR E =
PhishLine A A% AR M #5250, R Bk B AT —AN50 H A4
FHHE . B B R DI RE N A R AR A, OB w T LAsE ik P
BT A MR S R 4 2 DI RER A B P R B IR VT LAGEEE | S R SR
SETERG RIS AN, X REURE PT LR I it T

Q H P E B At
B PhishMe LAAF, 5|3 rf B4 PhishLine 2 AN T Hhith 2 R 55 R 4 7 0 80P o
WBA WA TR AT, (AFIIE A FERIIE RT3 #2217 F PhishLine A 1Y
M55 % B0, SXEWRERIN T Z422,
HRAEF A O PhishLine MZ50ok A, AT RAULALA T H TR H 2 MRS #kib
B P AR, I RVFEA R P TS U

O o FH i T LA A g PRI X 2
{ifi ] PhishLine ME— 1 PRI 52 2 ST . FR5 2 —LL R A R F ol H — 2L,
X T REAE TN FH ) HA 5 50 v 3 A 2 T DU B4R E Y

Q BEARIHF?
BB E R, TR PhishLine AR SRR BAIE R i 65, Foig 2R
FL i A AT AR BN AR Mk 5 Bh 30 % P e — AN [, 9 FLCAS [l RO AR S
PhishLine AYAFURINTFEUN . AT TASHIRE M B o AT T A0 7= B, 244K, il Tk
MATAT AR T AT AR 7 . RN TG, AT 19252 S i eleadt 1
ShERT T

7.2 FFERA

X— s TS TR A G R 2 A BB IR T H . SET ( Social-
Engineer Toolkit, #14xT# A5 T.EAL ) Fl Phishing Frenzy.
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7.21 SET

SET ( https://www.trustedsec.com/social-engineer-toolkit/ ) A PFAl & H At T — il =
R 27w B A e ALEl . SET KT - e, 2 — M ilE SR E
WL AP HLE] (OISR aRE . N A 5055 ) DL BOREERIFIE P2 400
PUEA A DI IR R TR o SET 2 Hif5 B2 e UE S B iy i oK & e ik
(o o DL T & A Al ek Ak 2 TRR A R L BGE A TG, SET fif FIX 284 KR
BIEEINFN L A R G il

SET 4 T HAWIM 45 nI (5 BB SR PR RE ST, o Zsm TP JC N RIGERE 2% Bl g vk
TER BT o SET KB i 4 0 i BOR 55 DRt e S MU R Ml O BE ARG 5
SET i #F£H AU AT AR FA MBI T4 AP, JEHOR BRI SE b T B B0 B Y 2%
S

7=
SET HIRZA A, Hp s,

Q BEAS TN P X S F 5 UL A8 R T ek PR S 20 5

Q B I S B R R i) 75 Ok S S EL Sl R AR I -t e sl ety 5
Q BB EPI AR, FFGHE ARG B P B3 EE

Q L BT EETT— 26 24 A TR R BT BOR A FL S 5t 5

Q AERSAG I A WU G RO BE T i

R

Q — L8 R I IRAR AT R

Q JCHEBE HR P Ak ]

Q BATEIE R P At SET Rl v &4 71817 HY .

Q SET #3165, Ksh UGl pies 200 AR T 4 o

i
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&

#E
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tcﬁ]
[*] Prepping pyInjector for delivery..

> Enter the number for the payload [meterpreter_reverg

[*] Prepping website for pyInjector shellcode injection..
[*] Baseb64 encoding shellcode and prepping for delivery..
[*] Multi/Pyinjection was specified. Overriding config options.
*] Generating x86-based powershell injection code...
Finished generating powershell injection bypass.
Encoded to bypass execution restriction policy...
Apache appears to be running, moving files into Apache's home

Server Launched. Welcome to the SET Web Attack.

erver is currently in use for performance. [--]

Apac
[*] Moving payload into cloned website.

[*] The site has been moved. SET Web Server is now listening..

[-] Launching MSF Listener...
[-1 This may take a few to load MSF...

[ 7-17 SET SEHgh#

V |

Do you want to run this application?

Name: Super Sneaky Website Hack
=2 Publisher: TrustedSecLLC
Location:  htip://192.168.134.163
This application will run with unrestricted access which may put your computer and

personal information at risk. Run this application only if you trust the location and
publisher above.

["] Do not show this again for apps from the publisher and location above

g More Information
X

Cancel |

A faster way to browse the web

@ Install Google Chrome

]

® 2013 - Privacy & Terms

oogle
jioog

Advanced search
Language tools

& 7-18  SET £ AYIE 45 A1 71

st exploit( ) > [ Meterpreter session 1 opened (192.168.13
4.163:443 -> 192.168.134.159:50921) at 2014-11-24 14:28:42 -0500

exploit( ) > sessions -i 1
] Starting interaction with 1...

meterpreter > shell
Process 3696 created.

Channel 1 created.
Microsoft Windows [Version 6.3.9600]

(c) 2013 Microsoft Corporation. All rights reserved.

C:\Users\davek 000\Desktop>fi

[ 7-19 SET shell
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N ANIEM
FHEEFRXT SET I3

Q A T Z B IR 2
SET ARHsA, DIREWARFE . i Tzl ar AT TR, 7EA3RRINLT,
AThER T B A BT I AT T H AR ZE A Python JI|IA
WEE, RTEZIE T —MAES EFRETRAN T A,
Q MR BRZ Atk g
PO T RIRETER A CRYIR S ae g fh b, PR e TR AR AR A 52
Q AT TR HAR B4 R RS 7
FAARZ I P TS SET——d 2/ NURY , B T E RN BEAT TSR PFH
MRINE il EAAR 2 TAR . SET ZHIR I EIHE & TR ST SN, A
B E IR IS ] T4 H AT R B i 5L
Q AR SR 2
RDAEE RS s B AR , Al SURAR DR AR A R (B0 T FH T IR L
B, E A Sl i B i SOR A8 5 SR PR Rl R AR A2

7.2.2 Phishing Frenzy

Phishing Frenzy ( www.phishingfrenzy.com ) J&—3X i Ruby on Rails ##EAJ3E T Linux
AR, 2B @i 1 T8 B sl Gt ny T A

e

Phishing Frenzy fJfE S U07F

O FERHIEESE

Q AT LAFN Phishing Frenzy HFHAl A P LS BEpR R 55

Q UiREFE, BINSERhaEs . AR IHTA R, SFAE;
Q THEHA T LIBEE A A S A Z R ThRE.

R

Q Phishing Frenzy HAE1E Linux Fiz17,
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Q BB A P A 2R MR
Q A—Em T L.
Q JoIEE N AR R

REEE

[l 7-20 2| [& 7-22 /5 T Phishing Frenzy B9 5EHEk &

Campaigns
Show| 25 ¢ entries Search:
Client Description Active Emails Actions
D SOA jax is mine ) ) Y| * |
= Bravecorp fear the reaper @ @ Q n
D4 Monsters Inc yar sauce @ @ Q n
D4 Tinker Solutions phishing time ) ) =y x |
D Royal Corp full monty ) @ Y] x |
P Phish Corp tricky tricky @ @ Q n
D Contoso Inc Phish them all @ @ Y] x |
P4 Contoso Phishing the things @ @ Q n
Showing 1 to 8 of 8 entries
Previous Next

[€ 7-20  Phishing Frenzy {14532 5.
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Campaign Options - Contoso Inc
Campaign Settings
Template Selection
SMTP Settings

Pre-populate: —-Select-- \d

SMTP Server: smtp.sendgrid.net

SMTP Outbound Server: smip.sendgridinet

‘SMTP Domain: phishingfrenzy.local

SMTP Authentication: plain b

SMTP Username: username

SMTP Password: password

Openssl Verify Mode: VERIFY_NONE ¢

Enable Start TLS
Automatically?:

SMTP Port:

-]
»
b

Email Settings
Phishing Options
SMTP Sending Delay: 0seconds T
Track User Clicks? ¢

Use BeeF?

Use SSL?

o e - cmenes

Recent Blasts

¥l 7-21  Phishing Frenzy {145 12£50

© 0O /e rhishing Frenzy | =\ 5
€ - C | [I phishingfrenzy.local/reports/stats?id=1 Qv =

Campaign Name:
Demo

true

Time Elapsed:
0D - 3H - 5M - 44S

Template Used:
Intel Password Checker

Sent: Opened:
6 1 ‘
Clicked: Sucess Rate:

1 16%
More Options
(1) records per page P

Victim UID Email Address Email Sent?Email Opened?Link Clicked?Password Seen?Time Visited
2014-07-

/AKBCRTUGmccann.brandon@gmail.com Yes Yes Yes Yes 03T04:24:497
QTQKINNHemailo@domain.net Yes No No No N/A
HZVQFHIH email 1@domain.net Yes No No No N/A
LCTDPIXP email2@domain.net Yes No No No N/A
UMYSSFPMemail3@domain.net Yes No No No N/A
OFEPUTXM email4@domain.net Yes No No No N/A

[€] 7-22  Phishing Frenzy 11-55 411
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N AEMR
FaEFR KT Phishing Frenzy HJ3 A .

Q (I T H AT B BRI K7
Phishing Frenzy f&—@CEH 47 IR . SRR T B0, A =i &3, i 33K
AN R P AR TR AR R I R . R EBOCO R F R e oy =K.
Phishing Frenzy %45 WYSIWYG ( what you see is what you get, FrUWLEIFTE ) AR
Pgmfr-G. B, RAESASEHAM HTML il as g linef, S80S 4% html
SCHRIRSS A% L, T SRR S LR F AR 1 o X — s B FR AR X A AT
Q P E R
R T HAETEAR A O AR SS A FEE -, PRt P e TR DA SR i 3
Q 1% T A oAt ) PRI XN 2
BR T BB IR U RMELLAN, X TR AR I . B Dise ARk, |
R LS BRI T R Z 00 . X TR T HR B, 30—k,
FK H Phishing Frenzy & %8 JL & SR o i — R A, FRBA R Efuf [n) R,
Q FoR R
A IAEIT AR EN . T HEA — 2B AR, A28 5 B I SRR TR
1o Mg Ko ML iR 55 g i TRl A & AT A il

7.3 JtLERIE

AEAE T ARG E——X L5 BRI B, MR FiAX e T H,, Feto R
R FTAT 4y EHL R R ke PRI, FRPVEHF X L T HAYIIRES R IS %, X
FEAE TPl A i R Fh T R A D RERC B AR DL

X 7-23 RS RG]

QO Y=, XA THARXFIGE.

Q N=7, X THEAXFIIEE.

0 NA=AIEH, XAP)fEse AR Tk fl TR

Q *sl= M AT P B DI RER S 2 H R
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A EEAT o Je A — A A RIS Rl (R A il F AR IR, B AT IH AR
BRI — AR A R —— A A2 AR I 0 T 1

AEE PRI BT A B AFRR LS S B R, R, ARRARTE A RN BB AN 61 T
RATIM, B AT — BN A R W7
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IEANAT I ULRY , FOIE AR AR UR A LSS T AT R e e BN, Tk
HFTHRPEEN P, BRERRERE DS E, (URIRIA KfE— TR
—ERTF o EFAEIET, VRAATREARPR S T AR AT RESEEIIEIM, SRS HGE.

FFEARARBI I AR TEAT DUHBR R ARG, FRURPEHEIED H , JFiEAR
VTR TP TRANECR A R R, A A R B T s B



o 8 1
1§ —FEE Tt Bk

“HRAWRARMNGFE,
W& - R4 2 (Nathan Algren) ,
(& 9=RLE )

TEFR AN 58 HUH5 5 X A S A BTN () LA AR TAR 23 . R 2 &l SRS
FIE TR, 4E eBay, ZAGFE . RIE . WA HIER G, WU E, JF2
SHBEARKD . SO E R e sl Bt — P R s 3

A TAEALTF 2014 4F 8 H 29 H R B, 2014 455 2R, gl it
ST SRR SR T AR S —A——128 378 . WA, BRI Rk E] T
171 801 Fft. XA IR 544 I At TARL AR . mT AN, BRS Hp A44) fe g A
AR R T AR, MR A R A0 T AL A A £ X R B
Bt A Frag i ke

TERRERE, M FE RS EE S, PR BaE A TR T . R —

(D Anti-Phishing Working Group, “Phishing Activity Trends Report, 2nd Quarter 2014,” August 29, 2014,
http://docs.apwg.org/reports/apwg_trends_report_q2 2014.pdf.
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I p A ORI R A8 JE K27 33k AT RCIR 5 TF R SC T IR S B Rp I 52 VR, 1
20%HY M5 HFT 30 AP RIATBE , S0%RIIK ST 2 7 AN RERR T 3o, B
SFRIAEDR 3 7 BB AR PEAE E—— A v 55 i a2 H AR 5 B —I R e 2
SENS R BHER . e, IXIWTTE A BRI S A6 AR N HEHA A 3 5 £ R -
AT RENER 36 1%, X EMRE PR ICEE SR 32 AR A M RIS B Oy ok A 7
it

Teie I, FER LA, B BGE AR SO NP TR S WL A — >l
A B R AR AN R, ME— IR AR o), IFE— DI 256 shrp R fr e 2 iR

8.1 FEANPIBLE

ik a — A UR R R B R LERN N AEIFAE S o BAKEIR S W A 15
—A G, BJEHABI T AR RE R, RS AR R AL, D
LB 10 BARRE A 2= B AR P4

8.1.1 HICH, BEA

Py IFAR AR THIE , BRI S EAERAER A HERR, 2013 4R By AL
M2 BT 59123600, IR HMbA Bk, PTG — B R R LR
E “Yegi” o RAFIE HAIE 419 BRAIRATAE 2844, [RA4Y ey BB A S AR
WA HAARLETATE 2 A B S 19 75 2 FEA ORI o

J38b, BT F R AT IR AN IE TS, AT AN TR RS AR AN 5
SRR S

eI HEEAMEIY

AR, R OIGE ERE RN A A Z MBE . FHSIH T2

(D Google, Inc. and the University of California, San Diego, “Handcrafted Fraud and Extortion: Manual
Account Hijacking in the Wild,” retrieved November 11, 2014, http://services.google.com/fh/files/blogs/
google_hijacking_study 2014.pdf.

@ EMC, “2013 a Year in Review,” January 2014, http://www.emc.com/collateral/fraud-report/rsa-online-
fraud-report-012014.pdf.
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TEE X —FN, ST —FAFR SN XEA R 6T TR AR rE b sE
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HZAERIRE) . SRR R AR A E ISR, Hrp e B IRl Al LIS X
EWRE NP2 ARG mEE, EARTEE (BRAREf &M ). HIATHEZE
JURPBPEE—, S I E AR TP RERE AN S MR LA BE R, it mT AR Lk e
BEECRIHL , IXMEEAMERRS?

B IdE: BEAFREIN

A, BeLHR I TS . TN LB R A DR LW [ B AR AR 5 il
RIIATBN L, P Zlb 22 N SRR SE N R NS A S HBOIR . AR, R g
Pyt ety A AR AT R S Ul BN (E2 BV SRR BT, i — L
PRAT LAY o

Q KRmATrE et =, vl LLEE iR www.apwg.org Fll www.social-engineer.com
X o QRARATISR N R 0 Do J2— ol 32 3t - A 20 F PR A kS A TR B
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